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Confluence administrator's guide

About the Confluence administrator's guide

This guide covers features and functions that are only available to administrators.

For information on creating and administering spaces, SeeSpaces.

This guide assumes that you are using the Confluence default theme. If your Confluence site has been
customized the header may look different, and menu items appear in different locations to the examples

given in this guide.

® (Getting Started as Confluence Administrator
® Manage Users
® Add and Invite Users
® Delete or Disable Users
® Restore Passwords To Recover
Admin User Rights
Edit User Details
® Change a Username
® Managing Site-Wide Permissions and
Groups
® Configuring User Directories
® Single sign-on for Confluence Data
Center
® Managing System and Marketplace Apps
® Writing User Macros
® User Macro Template Syntax
® Customizing your Confluence Site
® Changing the Look and Feel of
Confluence
® Changing the Default Behavior and
Content in Confluence
® |ntegrating Confluence with Other
Applications
Linking to Another Application
Configuring Workbox Notifications
Integrating Jira and Confluence
Registering External Gadgets
Configuring the Office Connector
Managing Webhooks
® Managing your Confluence License
® Managing Confluence Data
Database Configuration
Site Backup and Restore
Attachment Storage Configuration
Confluence Data Model
Finding Unused Spaces or Pages
Data Import and Export
Import a Text File
Auditing in Confluence
Set retention rules to delete unwanted
data
® Data pipeline
® Configuring Confluence
® Viewing System Information
® Configuring the Server Base URL
® Configuring the Confluence Search
and Index
Configuring Mail
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Other Settings
Configuring System Properties

Downloads

E " Download the Confluence documentation
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Confluence Knowledge Base
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Getting Started as Confluence Administrator

If you're just starting out as Confluence
administrator, this page is for you. You'll find this On this page:
page useful if your Confluence site is brand new, or

if you're learning to administer an existing site. e Quick access to admin functions via search

® How to administer and configure
Confluence

® Getting started on a new Confluence site

® Getting to know an existing Confluence site

Confluence is a Java-based web application. For
the supported environments, there's an installer that
will set up an application server and copy the
application files to the designated directories on
your server machine. If you prefer, you can install
Confluence from a zip file. See theConfluence
Installation Guide for details.

Diagram: a Confluence installation

Confluence installation

Tomcat (application server)

Confluence web app

Web server
(optional)

Users

Home Confluence External user
directory database directory
(optional)

Quick access to admin functions via search

Start typing what you want to do into the Confluence search box at top right of the screen. The matching
admin functions will appearwith a cog icon at the top of the search results.

Screenshot: searching for admin options
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perm Q

2 search results

E Global Permissions
Users & Security

E Space Permissions
Users & Security

Even faster via /: Press / on your keyboard, then continue typing the action you want.
Notes about finding admin functions via search:

® Pressing / puts your cursor in the search field.

® System admin, Confluence admin, and space admin options may appear in the search results.

® Confluence permissions determine the admin options that appear in search results. You'll only see
the options you're allowed to perform.

How to administer and configure Confluence

After installing Confluence, you will perform the initial configuration via a web interface called the Confluence
Setup Wizard.Introducing the Confluence Administration Console: From this point onwards, many of the
admin functions are available from the Confluence Administration Console, which is part of the Confluence
web interface. If you have administrative permissions, you'll have access to the Confluence Administration
Console via your web browser, using the standard Confluence URL for your site.

To access the Confluence Administration Console:

1. Open your Confluence URL in your web browser.
2. Choosem> General Configurationin the header.

For further configuration options, you can edit the XML and properties files that are part of your
Confluence installation directory. To get started, take a look at the Confluence Home and other important
directories. The Confluence administration guide will lead you through tasks such as configuring the log files
and configuring system properties.

Getting started on a new Confluence site
Is this a new Confluence site? Here are some things to get started with:

® Decide whether you want to allow public (anonymous) access to your site.SeeSetting Up Public
Access.

® Add a space and some content. SeeCreate a SpacethenPages and blogs.
Invite some users to your site. SeeAdd and Invite Users.

® Decide whether you will manage your users in Confluence or hook up an external LDAP directory.
See Configuring User Directories.

®* Make sure you have set up an email server. The above task list will include this step, but it is worth
mentioning it here again. Email notifications are an important part of collaborating on Confluence. See
Configuring a Server for Outgoing Mail.

Now you can continue getting to know your site, as described in the next section.

Getting to know an existing Confluence site

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Has the site been around a while, but you're new to Confluence administration? Take a look at these topics:

® Understand the Confluence permission scheme. SeePermissions and restrictions.

® Get to know the power of Marketplace apps (also known as add-ons or plugins), for extending and
customizing your Confluence site. See Managing System and Marketplace Apps.

® |nvestigate more ways of customizing Confluence. See Customizing your Confluence Site.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Manage Users

A Confluence user is a person who can read or

update a Confluence site. You can choose whether On this page:
your Confluence site is accessible to anonymous
users (people who have not logged in) or only to ® Confluence user management
logged-in users. See Setting Up Public Access. e Authentication
® Seraph
@ Managing 500+ users across Atlassian : égﬂsl‘svlj(;g :S::]esr%,é;izﬁthentlcatlon
products? °

Find out how easy, scalable and effective it SAML single sign-on

can be with Crowd!

Seecentralized user management. Related pages:

® Configuring Confluence Security
Confluence user management

You can add users to Confluence, and then assign
them permissions that determine their access to the
content and administrative functions in your
Confluence site. You can also collect users into
groups, and assign the permissions to groups for
easier management. See the following topics:

® Add and Invite Users
® Delete or Disable Users
® Managing Site-Wide Permissions and Groups

By default, Confluence stores its users and groups in the Confluence database. This is called the internal
directory. You can choose to connect Confluence to an external userbase instead, such as Microsoft Active
Directory or another LDAP server. You can also use AtlassianCrowdandJiraapplicationsas directory
managers. When you add a user or group to Confluence, it will be added to the external directory too, based
on your configuration options. SeeConfiguring User Directories.

Authentication

Seraph

Almost all authentication in Confluence (and Jira applications) is performed through Seraph, Atlassian's
open source web authentication framework. The goal of Seraph is to provide a simple, extensible
authentication system that we can use on any application server.

Seraph is implemented as a servlet filter. Its sole job is, given a web request, to associate that request with a
particular user (or no user if the request is anonymous). It supports several methods of authentication,
including HTTP Basic Authentication, form-based authentication, and looking up credentials already stored
in the user's session.

Seraph itself performs no user management functions. It merely checks the credentials of the incoming
request and delegates any user management functions (looking up a user, checking a user's password) to
Confluence's user management system.

If you want to integrate Confluence with your own single sign-on (SSO) infrastructure, you would do so by
installing Atlassian Crowd or by writing a custom Seraph authenticator. See our developer documentation on
HTTP authentication with Seraph.

XML-RPC and SOAP authentication

Normally, requests forConfluence's XML-RPC and SOAP APIs (deprecated) will include an authentication
token as the first argument. With this method of authentication, XML-RPC and SOAP authentication
requests are checked directly against the user management framework, and tokens are assigned directly by
the remote API subsystem. These requests do not pass through Seraph authenticators.


http://www.atlassian.com/software/crowd
http://www.atlassian.com/software/jira
http://docs.atlassian.com/atlassian-seraph/latest/
http://www.atlassian.com/software/crowd
http://docs.atlassian.com/atlassian-seraph/latest/sso.html
https://developer.atlassian.com/display/CONFDEV/HTTP+authentication+with+Seraph
https://developer.atlassian.com/display/CONFDEV/Confluence+XML-RPC+and+SOAP+APIs
https://confluence.atlassian.com/display/CROWD/Crowd+user+management
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However, if the token argument is blank, Seraph will be used as a fallback authentication method for remote
API requests. So, to use a custom Seraph authenticator with XML-RPC or SOAP requests, ensure that you
pass an empty string as the authentication token to remote API methods.

Password authentication
By default, password authentication is delegated from Seraph to the user management system. This is not

necessary, however. Single sign-on systems may have no password authentication at all, and get all the
necessary credentials from the SSO provider.

SAML single sign-on

If you have a Confluence Data Center license you can connect Confluence to your SAML 2.0 identity
provider for authentication and single sign-on.

SeeSingle sign-on for Confluence Data Center for more information.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Add and Invite Users

There are a number of ways to add users to Confluence:

On this page:
® By user signup: Ifusersignupis enabled on your Confluence site,
people can add themselves as users of the site. * Allow user signup
® Via an invitation link:You can invite people to sign up by sending ® Manageuser
them an invitation link. You can copy and paste the link, orprompt signupnotifications
Confluence to send the link in an email message. * Invite people to
® By adding users manually: If you have Administrator or System sign up
Administratorpermission, youcan manually add new users. * Reset the invitation
® Via an external user directory: SeeConfiguring User Directories. link
® Add users manually
You may also be interested in information about allowing anonymous users * Notes
access to your site. Anonymous users don't count against your Confluence
license totals. Related pages:
® Manage Users
Allow user signup * Setting Up Public
Access
If you enable user signup, a 'Sign Up' option will appear on the Confluence ® Configuring a
screens. The option will be on the login screen, and also in the header on Server for
public sites. People can choose the option to create their own usernames Outgoing Malil

on Confluence.

You can restrict the signup to people whose email addresses are within a given domain or domains. This is
useful if you want to ensure that only people within your organization can add their own usernames.

You will still be able to add or invite users manually, whether user signup is enabled or not.
You need Confluence Administrator or System Administratorpermissionsto change the signup options.

To set the user signup options:

Chooseﬂ>User management
Select theUser Signhup Optionstab
ChooseAllow people to sign up to create their account
Choose one of the following options:
® Restricted by domain(s) Note: You need to set up amail serverfor Confluence before you can
configure domain restricted signup. When you choose this option, you'll see a text box. Enter
one or more domains, separated by commas. People will only be able to sign up if their email
address belongs to one of the domains specified here. Confluence will send the person an
email message, asking them to click a link to confirm their email address.
For example:nydomai n. com mydonai n. net
® No restrictions Anyone will be able to sign up to Confluence. Confluence will not send any
email message requesting confirmation.
5. ChooseNotify administrators by email when an account is createdif you want Confluence to send
an email message to all administrators (people with Confluence Administrator or System
Administrator permissions) every time someone signs up to Confluence

PwDdPR

Manageuser signupnotifications

By default, Confluence will send an email notification to all Confluence administrators whenever someone
signs up to your Confluence site. The administrators (people with Confluence Administrator or System
Administrator permissions) will receive this message when someone signs up either by clicking the 'Sign Up'
link or by clicking the invitation URL sent by an administrator.

To disable this notification:

1. ChooseE>User management
2. Select theUser Sighup Optionstab
3. Remove the tick fromNotify administrators by email when an account is created
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4. ChooseSave

Screenshot: User signup options

Users

List Users =~ Add Users  Invite Users = User Signup Options

The user signup mode defines if and how your users are able to create their own accounts without
relying on an administrative action. Read more about Confluence's signup options

Allow people to sign up to create their account

@ Restricted by Domain(s)
Only people with an email address that matches the specified domain(s) will be able
to create their own account.
Separate multiple domains with commas, semicolons or white spaces

yourdomain.com

I Mo restrictions

Everyone will be able to create their own account.

[C] Notify administrators by email when an account is created

Invite people to sign up

You can invite new users to the site by sending them a signup URL, called an ‘invitation link'. You can copy
the invitation link and paste it onto a page or into an email message, or you can prompt Confluence to send
an email message containing the same link.

The option to send invitations is independent of the signup options. You can send invitations if signup is
open to all, restricted by domain, or disabled entirely. Even if signup is restricted or disabled, a person who
has received an invitation will be able to sign up.

When someone visits the invitation link in a browser, a Confluence signup screen will appear.
To invite people to sign up:

1. Choosem>User management
2. Select thelnviteUserstab
3. Do either of the following:
® Copy thelnvitation Linkand paste it into an email message, or onto a page on your intranet,
for example
® Alternatively, prompt Confluence to send an email message for you:
a. Enter one or more email addresses in the field labeledEmail To
Separate the addresses with commas. For example:j ohn@xanpl e. com
sar ah@xanpl e. com
b. Change theMessageif you want to
¢. ChooseSend

Reset the invitation link

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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The invitation link includes a security token, like this:

http://confl uence. exanpl e. cont si gnup. acti on?t oken=d513a04456312c47

This security token is a shared token individual invitations don't have unique tokens. Anyone who obtains
this token will be able to sign up to Confluence.

You can change the token at any time, by choosingReset. The previous invitation link will then become
unusable.

Screenshot: Inviting users

Users

List Users = Add Users Invite Users = User Signup Options

Inviting users is the easiest way to get your team collaborating on Confluence. Just share the link
below with your team, either by copying and pasting it, or by using the email option below.

Invitation Link http:/flocalhost:8080/signup.action?token=25bee245fedfe7el

Reset

Resetting the invitation URL will stop people from signing up via a previously-sent URL.

Email To | Enter one or more email addresses, separated by commas
Message | Hi,
Join me and the rest of the team on Sample Site!

It's the one place to create, share, discuss and store our ideas, projects
and documents.

You will send less email, have fewer meetings and get more done.

Please accept this invitation to get started!

Send

Add users manually

To add a new user:

1. ChooseE>User management
2. Select theAdd Userstab
3. Enter the user's details
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4. Choose whether Confluence should send anemailmessage informing the person of their new
username
The email message will contain a link that the person can use to reset their password.

5. ChooseCreate

Screenshot: Adding users

Users

List Users  Add Users  Invite Users ~ User Signup Options

Add a User
&
Username
sernames must be lower case.
Full Name”
Email
[l send an email to the user you have just created, which will allow them to
set up their password.
Password"

- '
Confirm Password

Notes

® Multiple directoriesYou can define multiple user directories in Confluence, so that Confluence looks
in more than one place for its users and groups. For example, you could use the default Confluence in
ternal directory andconnect to an LDAP directory server. In that case, you can define the directory
order to determine where Confluence looks first when processing users and groups.

Here is a summary of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has
permission to make changes.
SeeManaging Multiple Directories.

® Email server required for domain restricted signup and for invitations You need to set up amail
serverfor Confluence, before you can configure domain restricted signup or send email invitations to
users.

®* Are the user management options not visible?If you have external user management turned on,

internal user management is disabled. To configure external user management, go toE> General
Configuration>Security Configuration. SeeDisabling the Built-In User Management.
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® Avoid hash, slash and question characters in usernames - there is a known issue where users
with #, ? or / in their username cannot create spaces. See

O CONFSERVER-43494 GATHERING IMPACT | and B CONFSERVER-13479 GATHERING IMPACT
for more information.
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Delete or Disable Users

When someone leaves your organisation, or no longer needs to use
Confluence, you can either disable their user account, unsync it fromany

external directories, or delete it entirely.

On this page:

Delete, disable, or
unsync?
Disable a user
account
unsync a user
account
Delete a user
account
® Delete from
an internal
Confluence
directory or
read/write
external
directory
® Delete from
a read-only
external
directory, or
multiple
external
directories
®* How deleted
users
appear to
other people

® Only remove

access to
Confluence
Limitations when
deleting a user
account
® Freetextis
not
anonymised
® Data stored
in
Synchrony
is not
deleted
immediately
® Personal
spaces are
not deleted
® \Workbox
notifications
don't
disappear
immediately
® Data stored
by third-
party apps
is not
deleted

Related pages:
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® Manage Users
® Configuring User
Directories

() Managing 500+ users across Atlassian products?
Find out how easy, scalable and effective it can be with Crowd!
Seecentralized user management.

Delete, disable, or unsync?

It's useful to understand the difference between disabling a user account, unsyncing it from an external
directory, and permanently deleting it from Confluence.

In most situations disabling or unsyncing a user account is the appropriate way to prevent a user from
accessing Confluence, for example when someone leaves your organisation. However, if you do need to
remove someone's name and personal details,you can permanently delete their user account.

When an user account isdisabled:

® The user won't be able to log in.

® The user won't be included in your license count.

People won't be able to see the user in the People directory, mention them, or select their name
/username as a search filter.

Their full name will still appear on any spaces or content they created.

They will be listed in User Management admin screens.

Their account can be re-enabled (this will restore the connection to their content).

Any content they created will be maintained.

When a user account isunsyncedfrom all external directories:

® The user won't be able to log in.

The user won't be included in your license count.

People won't be able to see the user in the People directory, mention them, or select their name
/username as a search filter.

Their username will appear on any spaces or content they have created.

They will only be listed on the Unsynced from Directory tab of the User Management admin screens.
Their accountwill be restored if they are resynced with Confluence.

Any content they created will be maintained.

When a user account isdeleted:

® The user won't be able to log in.

® The user won't be included in your license count.

People won't be able to see the user in the People directory, mention them, or select their name
/username as a search filter.

An anonymised alias will appear on any spaces or content they have created.

They won't be listed in User Management admin screens.

Their accountis deleted and anonymised permanently, and can't be restored.

Any content they created will be maintained.

Disable a user account

How you disable a user account depends on whether you manage users in the internal Confluence directory,
or in an external user directory (for example Jira, Crowd, Active Directory).

You need the Confluence Administrator global permission to do this.

To disable a user account:
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1. Go toE>User management.
2. Search for the user you want to disable.
3. Choose Disable.

If there is noDisable option, it is likely that Confluence has a read-only connection to an external directory. If
this happens, you'll need to remove the user's access to Confluence in your external directory. This might be
done by disabling the user in that directory, or changing their group membership so they are not synced to
Confluence. They will be treated as an unsynced user in Confluence after your next directory sync.

Unsync a user account

You unsync a user account by excluding it from the accounts to be synchronized with Confluence in your
external directory.SeeSynchronizing Data from External Directoriesto learn more about how directory sync
works.

To view users who have previously been synchronized with Confluence, but were not present in the last
directory sync, go tom>User management>Unsynced from Directory.

It's important to note that user accounts can be unsynced intentionally, or because of a problem with your
external directory. Don't assume all unsynced user accounts are to be deleted.

Delete a user account

Deleting a user is permanent, socannot be undone. If you're trying to reduce your license count, or only
need to remove a someone's access to Confluence, you should disable their account instead.

How you delete a user account depends on whether you manage users in:
® an internal directory, or a single read/write external directory (such as Jira, Crowd, or Active Directory)
* multiple external directories, or a singleread-only external directory (such as Jira, Crowd, or Active
Directory).
The delete process can take several minutes, depending on the amount of content the person had created.
It can also flood your index queue, as it reindexes all pages the user contributed to, so you may want to
perform this task at a time that won't impact other users.

You need the Confluence Administrator global permissionto do this.

I It's important to note that the person's content is not removed when you delete their account. Find
out about limitations and what personal information may need to be removed manually.

Delete from an internal Confluence directory or read/write external directory

To permanently delete a user stored in the internal Confluence directory, or a single external directory that
has a read/write connection to Confluence:

1. Go tom>User management.

2. Search for the user you want to delete.

3. ChooseDelete.

4. Wait for confirmation that the delete process is complete.This can take a few minutes.

The user account will be deleted from Confluence, and their name replaced with an anonymised alias. This
can't be undone.

Delete from a read-only external directory, or multiple external directories
Deleting a user stored in a read-only external directory or in multiple external directories, is a two-step

process. You need to remove them from all external directories and perform a directory resync before they
can be deleted from Confluence.
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To permanently delete a user stored in multiple external directories, or an external directory that has a read-
only connection to Confluence:

1. Inyour external directory, remove the user. If the user exists in multiple directories, remove them from
each one.

2. In Confluence, go to m>User management> Unsynced from directory.

3. Search for the username of the person you want to delete.
If the user doesn't appear, wait for Confluence to sync your external directory (or trigger a re-sync if
you usually do this manually). SeeSynchronizing Data from External Directories.

4. ChooseDelete.

5. Wait for confirmation that the delete process is complete. This can take a few minutes.

The user account will be deleted from Confluence, and their name replaced with an anonymised alias. This
can't be undone.

How deleted users appear to other people

Once a user account has been deleted their identity will be anonymised throughout Confluence in places like
the page byline, mentions, comments, and page history.

® full names be replaced with an alias like 'user-38782'
® usernames will be replaced with the user key (a long string of characters).
® their profile picture will be replaced with a default image.

The alias and user key stays the same throughout the site. This means people can see that pages and
comments were made by the same person, but not know the identity of that person.

Only remove access to Confluence

If you want to remove someone's access to Confluence, but retain their user account (or you can't disable
their account for some reason), you can do this by changing their group membership.

Create a group, for exampleno- conf | uence- access

Goto EI> General Configuration>Global Permissions.

Make sure theno- conf | uence- accessgroup doesn't have Can Use Confluence permission.
Change the user's group membership so they are only a member of theno- conf | uence- accessgro
up.

AN =

If you don't manage groups in Confluence (for example group membership is always synced from your
external directory), the same principles apply, but you'll need to change the user's membership in your
external directory.

Remember that permissions are additive, so just being a member of a group without Confluence access is

not enough.To ensure the user can't log in to Confluence they must not be a member of ANY group that has
the Can Use Confluenceglobal permission(in any user directory).

Limitations when deleting a user account

(D The ability to delete and anonymize a user account was added in Confluence 6.13.

For earlier Confluence versions there's a workaround you can use to permanently delete a user
account via the database. See Right to erasure in Confluence Server and Data Center.

You can also head to Confluence Server and Data Center GDPR support guidesto read more about
Confluence and GDPR generally.

There are some situations where personal information may still be stored in Confluence after you have
deleted a user account, andthe delete process does not remove any actual content, for example if someone
has typed the user's name in plain text on a page, or if it is contained in an attached file.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.


http://creativecommons.org/licenses/by/2.5/au/
https://confluence.atlassian.com/display/CONF716/Right+to+erasure+in+Confluence+Server+and+Data+Center
https://confluence.atlassian.com/display/GDPR/Confluence+Server+and+Data+Center+GDPR+support+guides

Confluence 7.16 Documentation

Free text is not anonymised

Deleting a user does not delete any Confluence content (such as pages, files, or comments). This means
that any references to a person's full name, user name, or other personal information that were entered as
free text will remain after the user account is deleted. Text entered inthe link text of a link or mention are also
considered free text (for example if you mention someone on a page and change the mention link text to use
just their first name, or a nickname).

Links to the deleted user's personal space (which contains their username in the URL) will also remain after
their personal space has been deleted, if the links were inserted as a web link or free text.

We suggest searching for the deleted person's hame and username to see if there is any residual content
left behind.

There are also a couple of known issues that will require manual cleanup:

* When multiple people are mentioned on a task, only the first (the assignee) is replaced with the
anonymised alias. This is due to an existing bug where subsequent mentions aren't indexed.

® If the user to be deleted is listed on the All Updates tab on the dashboard at the point they are
deleted, their updated items will appear twice, once with their anonymised alias and once with their
username. They will drop off the All Updates tab as new updates occur, but their username will still be
listed in the search index. A full site reindex will resolve this issue.

Data stored in Synchrony is not deleted immediately

If you have collaborative editing enabled, every keystroke in the editor is stored by Synchrony in the
Confluence database. This means that any references to a person's full name, user name, or other personal
information typed in the editor will remain in the Synchrony tables in the database.

From Confluence 7.0 we provide two scheduled jobs for removing Synchrony data:

® Synchrony data eviction (soft)
® Synchrony data eviction (hard)

The soft eviction job runs regularly in the background. The hardeviction job is available for when you need to
remove Synchrony data more aggressively, for example after you have deleted a user, and is disabled by
default.

SeeHow to remove Synchrony datato learn more about how these jobs work.

Personal spaces are not deleted

When you delete a user, their personal space is not automatically deleted, as it may contain content owned
by your organization. This means that:

® their username will still be visible in the space URL
® their name may still be visible in the space title or homepage title

We recommend moving any pages or blogs that you want to keep to a new space, and then deleting the
personal space entirely. Any links to the personal space will be updated with the new space key
automatically when the pages are moved, unless they have been added as a web link or free text.

If space permissions prevent you from accessing the user's personal space, a member of the confluence-
administrators super group will be able to access the space. They can then grant another user permission to
administer the space, or delete it themselves.

Workbox notifications don't disappear immediately

The deleted user's full name will still appear in any existing workbox notifications. For example if the deleted
user had shared a page with another user, the notification will still appear in that user's workbox for up to 28
days. SeeWorkbox Notifications for more information about how long a workbox natification is accessible
before it is automatically deleted.

Data stored by third-party apps is not deleted
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When you delete a user, we replace the person's full name and username with an anonymous alias in all the
places we know about, such as mentions, page history, and in macros.

If you have installed apps from the Marketplace, there is a chance that these apps are storing data in their
own tables in the Confluence database. Refer to the documentation for your app to find out the best way to
remove this data.
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Restore Passwords To Recover Admin User Rights

If you're unable to log in to Confluence as an administrator (for example,
you've lost the administrator password) you can start Confluence in
recovery mode to recover your admin user rights.

On this page:

® Use recovery
If you know the admin username, and it has a valid email address, you can mode to restore
reset the password using the forgot password link on the log in screen. access
We'll send a link to your admin email account to reset your password.

As an administrator, you may find yourself locked out of Confluence because:

® You've imported a site from Cloud, and it does not contain a system administrator account.

® You've forgotten the password to the administrator account, and don't have access to the email
address associated with it.

® You're using an external directory or Jira for user management, have disabled the built in user
management, and your external directory is not currently available.

® You need to make a change to the configuration of an external user directory in Confluence while that

directory is not available.

In any of these situations you can use recovery mode to restore administrator access to Confluence.

ﬁ} Using Confluence 6.5.0 or earlier? You'll need to use the database method to recover your admin
user rights. Seethe earlier documentation.

Use recovery mode to restore access

Recovery mode works by creating a virtual user directory with a temporary admin account. You set the
password for this admin account when applying the system property. Users can continue to log in and
access Confluence while it is in recovery mode.

To recover administrator user rights:

. Stop Confluence.

N

- Dat | assi an. recovery. passwor d=<your - passwor d>

The way you do this depends on how you run Confluence. SeeConfiguring System Properties for
more information on how to apply system properties.
Start Confluenceusing your usual method.

how

in the system property.
5. Reset the password for your existing admin account, or create a new account and add it to the
appropriate administrator group.
Confirm that you can successfully log in with your new account.
Stop Confluence.
Remove the system property you added earlier.
Restart Confluence using your usual method (manually or by starting the service).

© N>

Good to know:

Remove the system property as soon as you have restored admin access.
Don't leave Confluence in recovery mode, or use the recovery_admin account as a regular
administrator account.

. Add the following system property, replacing <your - passwor d>with a unique, temporary password.

Log in to Confluence with the usernamerecovery_adminand the temporary password you specified

® Your temporary password should be a unigue. Don't use an existing password or the one you intend

to use for your admin account.
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Edit User Details

You can view and edit thedetails ofConfluence users, including their name,

password, email address, group membership, and ability to access On this page:
Confluence.

® Edit a user's details
Edit a user's details ® Reset login count

1. ChooseE>User management Related pages:

2. Do either of the following: ® Delete or Disable
' _ Users
¢ ChooseShow all usersto list everyone inthe 'confluence- * Adding or
users' or 'users'group Removing Users in
¢ Enter ausername, full name or email address in theFind Userfi Groups
eld and hitSearch * Add and Invite
Users

(¥ If you're already viewing someone's profile, chooseAd
minister User in the sidebar.

2. Select the user you want to manage

Now you'll see the person's current details and links allowing you to edit them.

®* View Profile View the user's profile.

Edit GroupsAdd or removethis user from a group.

Edit Details Change details such as the user's name, email address, contact details and team or
department information. In some instances you may be able to change usernames as well. SeeChang
e a Usernamefor information.

Delete Profile Picture - remove current and all previous profile pictures uploaded by the user.

Set Password Edit the user's password details.

Disable You candisable(i.e. deactivate) access for a user who no longer needs access to Confluence.
Delete You can permanentlydeletea user, and replace their full name and username with an
anonymous alias.

View User: cassie

« Back to Users

View Profile Edit Groups Edit Details Delete Profile Picture Set Password Delete Disable

User cassie
Full Name Cassie Owens
Email cassie@email.com
Directory Confluence Internal Directory
Created Apr 26, 2017 15:30
Last Updated Feb 01, 2018 17:10

Login Last Login: Sep 28, 2018 15:09
Last Failed Login: Jan 17, 2018 08:16
Total Failed Login Count: 1
Current Failed Login Count: 0

-
Groups (& confluence-users

Groups a confluence-users
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Reset login count

Confluence records the number of failed logins attempts made against each user account. When the login
attempts exceed a preset number, the user is prompted to authenticate using CAPTCHA until they
successfully log in.

If the user you're administering has any failed login attempts,you can manually set the failed login count for a
user back to zero by clicking Reset Failed Login Count.

(D Multiple user directories

You can define multiple user directories in Confluence, so that Confluence looks in more than one
place for its users and groups. For example, you could use the default Confluence internal directory
andconnect to an LDAP directory server. In that case, you can define the directory order to
determine where Confluence looks first when processing users and groups.

Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.

SeeManaging Multiple Directories.
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Change a Username

As a Confluence administrator, you can change a user's username. This
could be for any reason, but might happen when someone changes their
name, for example.

On this page:

® Confluence-

Each active users must have a unique username, so no twoactiveusers can managed users
have the same username. You can, however, assign the username of adisa * Users managed in
bled userto another active user. an external

. directory
The procedure for changing a username depends on where you manage ® Notes

your users. SeeConfiguring User Directoriesfor more info.

Confluence-managed users

If you manage your users in the Confluence internal directory, you can rename your user in Confluence.
You'll need Confluence Administrator permissions to change a username.

To change a username:

Choose E>User management

Search for the user or chooseShow all users

Select the user you'd like to edit and chooseEdit Details
Enter the new username and chooseSubmit

e

That person will need to use their new username to log in to Confluence from now on. The new username
will also be reflected throughout Confluence, including in @mentions.

Users managed in an external directory

If you don't manage your users in the Confluence internal directory, you may still be able to change
someone's username. Confluence can't updateexternalusers, but it will detect changes in usernames coming
from some external directories.

The following table shows the instances where you may be able to change a username in your external
directory and have the change detected in Confluence.

User directory Where to rename the user

Internal directory with LDAP Rename the user in the LDAP directory, Confluence will detect the
authentication renamed user.

Note: you must have 'Copy User on Login' enabled. See Copying Users
on Login for more information.

Jira 6.1 or later Rename the user in Jira, Confluence will automatically detect the
renamed user.

Atlassian Crowd 2.7 or later Rename the user in Crowd, Confluence will automatically detect the
renamed user.

LDAP Rename the user in your LDAP directory, Confluence will automatically
detect the renamed user.
Notes
Some important things to note about changing usernames:
® Mentions and page history Any user mentions in current pages will automatically reflect the user's

new username, but any mentions in page versions created prior to Confluence 5.3 will include the
user's old username.
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® Personal Spaces If a Confluence Administrator renames a user who has a personal space, the
space key for that space will remain as the original username. For example, if jsmith's username is
changed to jbrown, their personal space key will remain ~jsmith.
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Managing Site-Wide Permissions and Groups

Permissions determine what people can do on your
Confluence site. Confluence recognizes
permissions at site level and at space level, as well
as page-level restrictions.

You can create groups and allocate people to them,
so that you can assign permissions to a number of
people at once. It's quicker to give a group access
to Confluence than giving every member access
individually.

You can also set the access levels for anonymous
usersor deny access to unlicensed users from
linked applications, such as Jira Service
Management.

@ Managing 500+ users across Atlassian
products?
Find out how easy, scalable and effective it
can be with Crowd!
Seecentralized user management.

Related pages:

® Confluence Security Overview and
Advisories
® Global Permissions Overview
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https://confluence.atlassian.com/display/CROWD/Crowd+user+management

Confluence Groups for Administrators

Grouping users in Confluence is a great way to cut down the work required

when managing permissions and restrictions. On this page:
Groups can be used when setting: ® Default groups
® Create a new group
® global perm?ss?ons ® Delete a group
® sSpace permissions ® Confluence-
® page restrictions. administrators
_ . o super group
If your site has a lot of users, using groups can really simplify your ® About multiple user
permissions management over time. directories

Related pages:

® Manage Users
® Global Permissions
Overview

Default groups
The two default groups in Confluence are:
® confluence-users- this is the default group into which all new users are usually assigned. In most
sites this is the group that provides the permission to log in to Confluence.
® confluence-administrators this super group grants the highest level of administrator permissions.
Members of this can view all pages, including restricted pages. While they can't edit existing pages,

they can add, delete, comment, restore page history, and administer the space. They can also access
the admin console and perform all administrative tasks.

Create a new group

To add a new group:

1. Go tom> General Configuration> Groups.
2. ChooseAdd Group.
3. Enter a name for your group and chooseSave.Group hames must be lower case.

You're now ready to startadding usersto the group.

Delete a group

To delete a group:

1. Go tom> General Configuration> Groups.
2. ChooseDeletenext to the group you want to remove.

Deleting a group removes all permission restrictions associated with it. This means that members of this
group may loose access to spaces that use this group to grant their permissions, and pages / blogs that are
only only restricted to this group will become available to all confluence users.

If you have Confluence Data Center, you can Inspect permissions to find out which spaces are using this
group, before you delete it.

Confluence-administrators super group
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The Confluence administrator global permission and the confluence-administrators group are not
related. Going by the names, you would think they are the same thing, but they're not. Granting a user or a
group Confluence administrator global permission allows access to a sub-set of administrative functions.
Granting membership to the conf | uence- admi ni st r at or sgroup grants the highest possible
permissions, with complete access to all content and administration functions.

To find out more about what the various levels of administrator can do, seeGlobal Permissions Overview.

About multiple user directories
You can define multiple user directories in Confluence, so that Confluence looks in more than one place for
its users and groups. For example, you could use the default Confluence internal directory andconnect to
an LDAP directory server. In that case, you can define the directory order to determine where Confluence
looks first when processing users and groups.
Here is a summary of how the directory order affects the processing:

® The order of the directories is the order in which they will be searched for users and groups.

® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.

SeeManaging Multiple Directories.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Adding or Removing Users in Groups

Confluence Groupsarea great way to cut down the
work required when managing permissions and
restrictions.

On this page:

. o ® Add people to a group
You can edit group membership in two places: * Remove people from a group

® About multiple directories
® From the group management screen
* From the user management screen for a Related pages:
particular user
® Manage Users
You need Confluence Administrator or System ® Confluence Groups
Administrator global permission to do this. ® Global Permissions Overview

Add people to a group

To add members to a group from the Groups screen:

Go tom> General Configuration> Groups.

Choose the group.

Choose Add Members.

Type the username of the person you want to add to the group. You can add multiple usernames,
separated by a comma.

5. Choose Add to add members to the group.

e

Screenshot: Adding members

Group Members: staff

« Back to Groups

staff

Add Members | jane, fran, jie Q

Enter a comma separated list of user
names to add users to this group

Add Cancel

You can also change a user's group membership in the user management screen. Navigate to the user, then
choose Edit groups, and select the groups the person should be a member of.

Edit User Groups : fran

« Return to view user: fran

Select group memberships for fran
administrators
confluence-administrators

confluence-users

developers

staff

save Select All Groups - Deselect All Groups

Remove people from a group
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To remove members from a group:

1. Go toE:> General Configuration> Groups.
2. Choose the group.
3. Choose the Delete user from groupicon next to the user you want to remove.

You can also change a user's group membership in the user management screen. Navigate to the user, then
chooseEdit groups, and deselect the groups.

About multiple directories

You can define multiple user directories in Confluence, so that Confluence looks in more than one place for
its users and groups. For example, you could use the default Confluence internal directory andconnect to
an LDAP directory server. In that case, you can define the directory order to determine where Confluence
looks first when processing users and groups.

Here is a summary of how the directory order affects the processing:
® The order of the directories is the order in which they will be searched for users and groups.
® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.

SeeManaging Multiple Directories.

(¥) Managing 500+ users across Atlassian products?
Find out how easy, scalable and effective it can be with Crowd!
Seecentralized user management.
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Global Permissions Overview

Global Permissions determine what a user can do

at a site level, including whether they can log in, On this page:
create spaces, or administer the site.
® Qverview of global permissions
(¥) Unsure about the best way to set ® Grant global permissions
permissions in your site? Check out our Per : Revoke global permissions

missions best practices guide. System Administrator and Confluence
Administrator permissions compared
® Confluence-administrators super group
® Troubleshooting

Overview of global permissions

The following global permissions can be granted to groups and individuals.

Global Description
Permission
Can Use This is the most basic permission that allows users to log in to this Confluence site. Users

with this permission contribute to your licensed users count.

Personal Allows the user to create a personal space. The space key will be their username.
Space

Create Allows the user to create new spaces in your site. When a user creates a space they are
Space(s) automatically granted admin permissions for that space.

Confluence Allows the user to access the Confluence administration console, and perform basic
Administrator = administrative tasks such as adding users, changing group memberships, and changing
the colour scheme of the site.

See the detailed comparison of administrator permissions below.

System Allows the user to access the Confluence administration console and perform all
Administrator = administrative tasks.

See the detailed comparison of administrator permissions below.

Grant global permissions

To grant global permissions to a user or group:

1. Go tom> General Configuration> Global Permissions
2. ChooseEdit Permissions.
3. Do one of the following:
a. Enter a group name in the Grant browse permissions field in the Group section
b. Enter a username in theGrant browse permissionsfield in the Individual Users section
4. ChooseAdd.
5. The user or group will appear in the list. Select the permissionsyou want to grant.
6. Choose Save all.

Screenshot: Editing global permissions
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Edit Global Permissions

Global permissions define what people can do in your site. You can grant permissions to groups and individuals, and
choose to open up your site to anonymous users.

See Global Permissions overview to find out more about managing permissions for your entire Confluence site.
Licensed Users

Groups

Grant permissions for the entire site to all the members of a group.

Personal Space Create Space(s) Confluence System
[k K4 Administrator [?] Administrator [?]
administrators can use
confluence- can use
administrators [?]
confluence-users can use
staff can use
Grant browse permission to Q Add

Individual Users

Grant permissions to individual users, regardless of which groups they are a member of.

Personal Space Create Space(s) Confluence System
21 21 Administrator [?] Administrator [?]
Sys Admin (sysadmin) can use
Grant browse permission to Q Add

Anonymous Access

Make your Confluence site public. You can choose which spaces anonymous users can access. Anonymous users are not
included in your license count.

Use Confluence [?] View User Profiles [?]

Anonymous can use

Saveall  Cancel

Revoke global permissions

To revoke the global permissions for a user or group:

1. Go tom> General Configuration>Global Permissions

2. ChooseEdit Permissions.

3. Locate the user or group you want to edit, and deselect all checkboxes.
4. ChooseSave all.

If you are attempting to revoke permissions for an individual user, and they are not listed, you will need to

check which groups they are a member of, and remove them from any groups that grant the global
permission.

System Administrator and Confluence Administrator permissions compared

The table below lists the parts of the admin console that can be accessed by people with the Confluence
Administrator and System Administrator global permissions.

Members of the conf | uence- admi ni st r at or ssuper group have System Administrator global
permissions by default, as well as the ability to view all spaces and pages.

Admin Confluence administrator System administrator
console

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Configuration

Marketplace

Users &
security

Look and feel

Upgrade

General Configuration, except:
¢ Base URL
® Connection timeout
Further configuration, except:
®* Remote API
Languages
Shortcut Links
Global Templates and Blueprints
Recommended Updates Email
Configure Code Macro, except
® add new languages
WebDAV Configuration

®* Find new apps
®* Manage apps,

except:
® Upload an app.

Users

Groups

SS0 2.0

Security Configuration, except:
® External user management

* Append wildcards to user and group

searches

®* Enable Custom Stylesheets for Spaces
® Show system information on the 500

page
® RSS settings
® XSRF Protection
® Attachment download security

® Global Permissions
® Space Permissions
® |nspect Permissions (Data Center)

Themes

Color Scheme

Site Logo and Favicon
PDF Layout

PDF Stylesheet

Sidebar, header and footer
Default Space Logo

Latest upgrade report

General Configuration

Further configuration

Backup Administration
Languages

Shortcut Links

External Gadgets

Global Templates and Blueprints
Recommended Updates Email
Mail Servers

User Macros

In-app Notifications

Spam Prevention

PDF Export Language Support
Configure Code Macro

Office Connector

WebDAYV Configuration

® Find new apps
®* Manage apps

Users

Groups

SS0 2.0

Security Configuration

Global Permissions

Space Permissions

Inspect Permissions (Data Center)
User Directories

Whitelist

Themes

Color Scheme

Layouts

Stylesheet

Site Logo and Favicon
PDF Layout

PDF Stylesheet

Sidebar, header and footer
Default Space Logo
Custom HTML

® | atest upgrade report
® Plan your upgrade

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Administration

Macro Usage

Audit Log

Content Indexing

License Details

Application Links (OAuth only)
Application Navigator

Mobile apps

Collaborative Editing
Maintenance (Data Center)
System Information

Macro Usage

Audit Log

Rate limiting (Data Center)
Backup & Restore

Content Delivery Network (Data
Center)

Content Indexing

Mail Queue

Scheduled Jobs

Cache Management
License Details

Logging and Profiling
Application Links
Application Navigator
Analytics

Troubleshooting and support tools
Clustering (Data Center)

Atlassian
Cloud ® Migration assistant ® Migration assistant

Confluence-administrators super group

The Confluence administrator global permission and the confluence-administrators group are not
related. Going by the names, you would think they are the same thing, but they're not. Granting a user or a
group Confluence administrator global permission allows access to a sub-set of administrative functions.
Granting membership to the conf | uence- admi ni st r at or sgroup grants the highest possible
permissions, with complete access to all content and administration functions.

When you install Confluence you'll be prompted to create a system administrator account. This user will be a
member of theconf | uence- adni ni st r at or ssuper group.

What can members of this group do?

This group provides the highest level of permission in your site, and these permissions can't be edited.
People in this group can:

® perform all administrative tasks
® access all spaces
® access all pages, including pages with view restrictions.

Restricted pages and blog posts are not visible to members of theconf | uence- admi ni strat or sgroup in
the dashboard, blog roll, search and most macros, but are visible if the user has the page URL, or in the:

page tree in the sidebar
pages index page
reorder pages screen
page tree macro
content by user macro

Members of this group can't edit pages by default. They need to grant themselves space permissions, or add
themselves to the page restrictionsin order to edit.

Should I use the confluence-administrators group?

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Some organisations use the conf | uence- admi ni st r at or sgroup extensively, while others choose to limit
its membership to just one special admin account, to limit the number of people who can see all content by
default. System administrators can perform all the same administrative tasks, so membership of this group is
not a requirement.

If you do decide not to use this group, be aware that the group can't be deleted, and that people with System
Administrator global permissions can add themselves to this group.

Troubleshooting

Confluence will let you know if there is a problem with some permissions. In rare situations, you may see the
following error messages below a permission:

® 'User/Group not found' - This message may appear if your LDAP repository is unavailable, or if the
user/group has been deleted after the permission was created.

® If you're unable to log in to Confluence as an administrator (for example, you've lost the administrator
password) you can start Confluence in recovery mode to recover your admin user rights. SeeRestore
Passwords To Recover Admin User Rights.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Setting Up Public Access

If you use Confluence for documentation, as a

knowledge base, you might want to make your site On this page:

public.This means people don't need to log in to use

Confluence. * Allow anonymous access to the site
® Disable anonymous access to the site
® Allow anonymous access to a space
[}

Alternatives to making your site public

Related pages:

® Configuring Captcha for Spam Prevention
® Add and Invite Users
® Global Permissions Overview

Allow anonymous access to the site

If you want to make your site visible to anyone, including people who have not logged in, you must enable
anonymous access at site level.

To enable anonymous access to your site:

1. Go tom> General Configuration> Global permissions.

2. Choose Edit Permissions.

3. Inthe Anonymous Access section, select the Can use checkbox. You can also choose whether to
allow anonymous users to see user profiles.

4. Choose Save All.

Disable anonymous access to the site

To disable anonymous access to your site, deselect the Can use check box, then choose Save All. People
will not be able to see the content on the site until they have logged in.

Any spaces that granted permissions to anonymous users will still be available to all logged in users, until
you remove these permissions from each space.

Allow anonymous access to a space

Allowing anonymous access to your site does not automatically allow people who are not logged in to see all
the spaces in your site.

Space administrators must grant anonymous users permissions on a space by space basis.SeeMake a
Space Public to find out how to do this.

Alternatives to making your site public

You can allow people to sign up for usernames themselves, and choose other options for user signup and
invitations. See Add and Invite Users.
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Revoke access for unlicensed users from Jira Service
Management

If you're using Confluence as a knowledge base for Jira Service Management, you can choose to allow all
active users and customers (that is logged in users who do not have a Confluence license) to view pages in
specific spaces. This permission can only be turned on via Jira Service Management Server and Data Center.

To revoke access for unlicensed users:

1. Go t0m> General Configuration>Global Permissions.

2. ChooseEdit Permissions
3. Deselect the 'Can Use' permission underUnlicensed Access.

Unlicensed users will no longer be able to access pages in your Confluence site.This can only be re-enabled via
Jira Service Management.

You can also choose to revoke access for individual spaces from the Space Permissions screen in each space.

Screenshot: Unlicensed access section of the Global Permissions page.

Unlicensed Access

Allow any active user, including those who don't have a Confluence license, to view spaces (for example, users from Jira Service
Management). You can choose which spaces unlicensed users can view. If you disable this permission, it can only be enabled again

through Jira Service Management.

Use Confluence [?] View User Profiles [?]

Unlicensed @ can use ()

This section only appears on the Global Permissions page in Confluence if you have linked a space to your
service project (as a Knowledge base), and chosen to allow all active users and customers to access without a
Confluence license. SeeSet up a knowledge base for self-servicein the Service Management Server and Data

Center documentation for more info.
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Configuring User Directories

A user directory is a place where you store
information about users and groups. User
information includes the person's full name,
username, password, email address and other
personal information. Group information includes
the name of the group, the users that belong to the
group, and possibly groups that belong to other
groups.

The internal directory stores user and group
information in the Confluence database. You can
also connect to external user directories, and to
Atlassian Crowd and Jiraapplications as directory
managers.

@ Managing 500+ users across Atlassian products?

On this page:

® Configuring User Directories in Confluence
® Connecting to a Directory
® Updating Directories

Related pages:

® Add and Invite Users
® Managing Site-Wide Permissions and
Groups

Find out how easy, scalable and effective it can be with Crowd!

Seecentralized user management.

Configuring User Directories in Confluence

To configure your Confluence user directories:

1. Choose thecog icon E: then chooseGeneral Configuration

2. Click 'User Directories' in the left-hand panel.

Connecting to a Directory

You can add the following types of directory servers and directory managers:

Authentication.

Confluence's internal directory. See Configuring the Internal Directory.

Microsoft Active Directory. See Connecting to an LDAP Directory.

Various other LDAP directory servers. See Connecting to an LDAP Directory.

An LDAP directory for delegated authentication. See Connecting to an Internal Directory with LDAP

® Atlassian Crowd or Jira 4.3 or later. See Connecting to Crowd or Jira for User Management.

You can add as many external user directories as you need. Note that you can define the order of the
directories. This determines which directory Confluence will search first, when looking for user and group

information. See Managing Multiple Directories.

Updating Directories

Limitations when Editing Directories

You cannot edit, disable or remove the directory your user belongs to. This precaution is designed to prevent
administrators from locking themselves out of the application by changing the directory configuration in a
way that prevents them logging in or removes their administration permissions.

This limitation applies to all directory types. For example:

® You cannot disable the internal directory if your user is an internal user.
® You cannot disable or remove an LDAP or a Crowd directory if your user comes from that directory.

In some situations, reordering the directories will change the directory that the current user comes from, if a
user with the same username happens to exist in both. This behavior can be used in some cases to create a
copy of the existing configuration, move it to the top, then remove the old one. Note, however, that duplicate
usernames are not a supported configuration.
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You cannot remove the internal directory. This precaution aligns with the recommendation below that you
always keep an administrator account active in the internal directory.

Recommendations

The recommended way to edit directory configurations is to log in as an internal user when making changes
to external directory configuration.

1. We recommend that you keep either an administrator or system administrator user active in your internal
directory for troubleshooting problems with your user directories.

Enabling, Disabling and Removing Directories

You can enable or disable a directory at any time. If you disable a directory, your configuration details will
remain but the application will not recognize the users and groups in that directory.

You have to disable a directory before you can remove it. Removing a directory will remove the details from
the database.

User Directories
The table below shows the user directonies currently configured for Confluence

The order of the directories is the order in which they will be searched for users and groups. Changes to users and
groups will be made in the first directory where Confluence has permission to make changes. It is recommended
that users only exist in a single directory

Directory Name Type Order Operations
Confluence Internal Directory Internal &
OpenLDAP OpenLDAP (Read-Write) @& B Disable Edit Synchronise

Last synchronised at 14/01/11 3:07 PM (took 65s)

Crowd Atlassian Crowd i Disable Edit Synchronise
Last synchronised at 14/01/11 2:39 PM (took 0s)

Add Directory

Additional Configuration

e LDAP Connection Pool Configuration

Screenshot above: Configuring user directories

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Configuring the Internal Directory

The internal directory stores user and group

information in the Confluence database. On this page:

Overview ® Overview

® Diagram of Possible Configuration

The internal directory is enabled by default at
installation. When you create the first administrator Related pages:
during the setup procedure, that administrator's
username and other details are stored in the
internal directory.

If needed, you can configure one or more additional
user directories. This is useful if you want to grant
access to users and groups that are stored in a
corporate directory or other directory server.

Diagram of Possible Configuration

Authentication,
updates and
queries

Confluence
database
(internal
directory)

Diagram above: Confluence using its internal directory for user management.

® Configuring User Directories
® How to Reenable the Internal Directory
(Knowledge base article)
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Connecting to an LDAP Directory

You can connect your Confluence application to an
LDAP directory for authentication, user and group
management.

(¥) Managing 500+ users across Atlassian
products?
Find out how easy, scalable and effective it
can be with Crowd!
Seecentralized user management.

Overview

An LDAP directory is a collection of data about
users and groups. LDAP (Lightweight Directory
Access Protocol) is an Internet protocol that web
applications can use to look up information about
those users and groups from the LDAP server.

We provide built-in connectors for the most popular
LDAP directory servers:

Microsoft Active Directory

Apache Directory Server (ApacheDS)
Apple Open Directory

Fedora Directory Server

Novell eDirectory

OpenDS

OpenLDAP

OpenLDAP Using Posix Schema
Posix Schema for LDAP

Sun Directory Server Enterprise Edition
(DSEE)

® A generic LDAP directory server

When to use this option: Connecting to an LDAP
directory server is useful if your users and groups
are stored in a corporate directory. When

configuring the directory, you can choose to make it
read only, read only with local groups, or read/write.
If you choose read/write, any changes made to user

and group information in the application will also
update the LDAP directory.

Connecting to an LDAP Directory in Confluence

To connect Confluence to an LDAP directory:

On this page:

® Overview
® Connecting to an LDAP Directory in

Confluence

® Server Settings
® Schema Settings
® Permission Settings

® Adding Users to Groups
Automatically
Advanced Settings
User Schema Settings
Group Schema Settings
Membership Schema Settings
Diagrams of Some Possible Configurations

Related pages:

Configuring User Directories

1. Choose thecog icon EI then chooseGeneral Configuration

2. Click User Directories in the left-hand panel.
3. Add a directory and select one of these types:

® Microsoft Active Directory This option provides a quick way to select AD, because it is the

most popular LDAP directory type.

®* LDAP You will be able to choose a specific LDAP directory type on the next screen.

Save the directory settings.

o0 kA

Enter the values for the settings, as described below.

Define the directory order by clicking the blue up- and down-arrows next to each directory on the

'‘User Directories' screen. Here is a summary of how the directory order affects the processing:
® Changes to users and groups will be made only in the first directory where the application has

permission to make changes.
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® The order of the directories is the order in which they will be searched for users and groups (by

default Confluence aggregates group membership from all directories, so the order does not
impact membership itself).

For details see Managing Multiple Directories.

Server Settings

Setting

Name

Director
y Type

Hostna
me

Port

Use
SSL

Userna
me

Description
Enter a meaningful name to help you identify the LDAP directory server. Examples:

® Exanpl e Conmpany Staff Directory
® Exanpl e Conpany Cor porate LDAP

Select the type of LDAP directory that you will connect to. If you are adding a new LDAP
connection, the value you select here will determine the default values for many of the options
on the rest of screen. Examples:

® Mcrosoft Active Directory
® OpenDS
* And more.

The host name of your directory server. Examples:

® ad. exampl e. com
® | dap. exanpl e. com
® opends. exanpl e. com

The port on which your directory server is listening. Examples:

® 389
® 10389
®* 636 (for example, for SSL)

Check this if the connection to the directory server is an SSL (Secure Sockets Layer)
connection. Note that you will need to configure an SSL certificate in order to use this setting.

The distinguished name of the user that the application will use when connecting to the
directory server. Examples:

® cn=adm ni strator, cn=users, dc=ad, dc=exanpl e, dc=com
® cn=user, dc=domai n, dc=nane
® user @onmai n. nane

(D By default, all users can read the uSNChanged attribute; however, only administrators
or users with relevant permissions can access the Deleted Objects container. The
specific privileges required by the user to connect to LDAP are "Bind" and "Read"
(user info, group info, group membership, update sequence number, deleted objects),
which the user can obtain by being a member of the Active Directory's built-in
administrators group.

Note that the incremental sync will fail silently if the Active Directory is accessed by a
user without these privileges. This has been reported asCWD-3093.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Password The password of the user specified above.

Note: Connecting to an LDAP server requires that this application log in to the server with the
username and password configured here. As a result, this password cannot be one-way
hashed - it must be recoverable in the context of this application. The password is currently
stored in the database in plain text without obfuscation. To guarantee its security, you need to
ensure that other processes do not have OS-level read permissions for this application's
database or configuration files.

Schema Settings

Setting = Description

Base The root distinguished name (DN) to use when running queries against the directory server.
DN Examples:

® o=exanpl e, c=com

® cn=users, dc=ad, dc=exanpl e, dc=com

® For Microsoft Active Directory, specify the base DN in the following format: dc=donmai n1,
dc=l ocal . You will need to replace the domai nl1 and | ocal for your specific
configuration. Microsoft Server provides a tool called | dp. exe which is useful for finding
out and configuring the the LDAP structure of your server.

Addition = This value is used in addition to the base DN when searching and loading users. If no value is
al User  supplied, the subtree search will start from the base DN. Example:
DN

® ou=Users

Addition = This value is used in addition to the base DN when searching and loading groups. If no value

al is supplied, the subtree search will start from the base DN. Example:
Group
DN ® ou=G oups

I If no value is supplied for Additional User DN or Additional Group DN this will cause the subtree
search to start from the base DN and, in case of huge directory structure, could cause performance
issues for login and operations that rely on login to be performed.

Permission Settings

Note: You can only assign LDAP users to local groups when 'External Management User Management' is
not selected.

Setting =~ Description
Read LDAP users, groups and memberships are retrieved from your directory server and can only

Only be modified via your directory server. You cannot modify LDAP users, groups or memberships
via the application administration screens.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Read
Only,
with
Local
Groups

Read
/\Write

LDAP users, groups and memberships are retrieved from your directory server and can only
be modified via your directory server. You cannot modify LDAP users, groups or memberships
via the application administration screens. However, you can add groups to the internal
directory and add LDAP users to those groups.

@ Note for Confluence users: Users from LDAP are added to groups maintained in
Confluence's internal directory the first time they log in. This is only done once per user. There
is a known issue with Read Only, with Local Groups in Confluence that may apply to you. See

D coNFSERVER 28621 - User Loses all Local Group Memberships If LDAP Sync is Unable
to find the User, but the User appears again in subsequent syncs CLOSED

LDAP users, groups and memberships are retrieved from your directory server. When you
modify a user, group or membership via the application administration screens, the changes
will be applied directly to your LDAP directory server. Please ensure that the LDAP user
specified for the application has modification permissions on your LDAP directory server.

Adding Users to Groups Automatically

Setting

Default
Group
Member
ships

Description

Option available in Confluence 3.5 and later, and JIRA 4.3.3 and later. This field appears if you
select the 'Read Only, with Local Groups' permission. If you would like users to be
automatically added to a group or groups, enter the group name(s) here. To specify more than
one group, separate the group names with commas.

In Confluence 3.5 to Confluence 3.5.1: Each time a user logs in, their group memberships will
be checked. If the user does not belong to the specified group(s), their username will be added
to the group(s). If a group does not yet exist, it will be added locally.

In Confluence 3.5.2 and later, and JIRA 4.3.3 and later: The first time a user logs in, their
group memberships will be checked. If the user does not belong to the specified group(s), their
username will be added to the group(s). If a group does not yet exist, it will be added locally.
On subsequent logins, the username will not be added automatically to any groups. This
change in behavior allows users to be removed from automatically-added groups. In
Confluence 3.5 and 3.5.1, they would be re-added upon next login.

Please note that there is no validation of the group names. If you mis-type the group name,
authorization failures will result users will not be able to access the applications or functionality
based on the intended group name.

Examples:

® confl uence-users
® confluence-users,jira-admnistrators,jira-core-users

Advanced Settings

Setting

Enable
Nested
Groups

Manage
User
Status
Locally

Description

Enable or disable support for nested groups. Some directory servers allow you to define a
group as a member of another group. Groups in such a structure are called nested groups.
Nested groups simplify permissions by allowing sub-groups to inherit permissions from a
parent group.

If true, you can activate and deactivate users in Crowd independent of their status in the
directory server.
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Filter
out
expired
users

Use
Paged
Results

Follow
Referrals

Naive
DN
Matching

Enable
Increme
ntal
Synchro
nization

Synchro
nization
Interval
(minutes)

Read
Timeout
(second

s)

Search
Timeout
(second
s)

If true, user accounts marked as expired in ActiveDirectory will be automatically removed. For
cached directories, the removal of a user will occur during the first synchronization after the
account's expiration date.

Note: This is available in Embedded Crowd 2.0.0 and above, but not available in the 2.0.0 m04
release.

Enable or disable the use of the LDAP control extension for simple paging of search results. If
paging is enabled, the search will retrieve sets of data rather than all of the search results at
once. Enter the desired page size that is, the maximum number of search results to be
returned per page when paged results are enabled. The default is 1000 results.

Choose whether to allow the directory server to redirect requests to other servers. This option
uses the node referral (JNDI lookup j ava. nani ng. r ef err al ) configuration setting. It is
generally needed for Active Directory servers configured without proper DNS, to prevent a
'javax.naming.PartialResultException: Unprocessed Continuation Reference(s)' error.

If your directory server will always return a consistent string representation of a DN, you can
enable naive DN matching. Using naive DN matching will result in a significant performance
improvement, so we recommend enabling it where possible.

This setting determines how your application will compare DNs to determine if they are equal.

® If this checkbox is selected, the application will do a direct, case-insensitive, string
comparison. This is the default and recommended setting for Active Directory, because
Active Directory guarantees the format of DNs.

® If this checkbox is not selected, the application will parse the DN and then check the
parsed version.

Enable incremental synchronization if you only want changes since the last synchronization to
be queried when synchronizing a directory.

i Please be aware that when using this option, the user account configured for
synchronization must have read access to:

® TheuSNChanged attribute of all users and groups in the directory that need to be
synchronized.
® The objects and attributes in the Active Directory deleted objects container.

If at least one of these conditions is not met, you may end up with users who are added to (or
deleted from) the Active Directory not being respectively added (or deleted) in the application.

This setting is only available if the directory type is set to "Microsoft Active Directory".

Synchronization is the process by which the application updates its internal store of user data
to agree with the data on the directory server. The application will send a request to your
directory server every x minutes, where X' is the number specified here. The default value is
60 minutes.

The time, in seconds, to wait for a response to be received. If there is no response within the
specified time period, the read attempt will be aborted. A value of 0 (zero) means there is no
limit. The default value is 120 seconds.

The time, in seconds, to wait for a response from a search operation. A value of O (zero)
means there is no limit. The default value is 60 seconds.

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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Connect
ion

Timeout
(second

s)

This setting affects two actions. The default value is 0.

® The time to wait when getting a connection from the connection pool. A value of 0 (zero)
means there is no limit, so wait indefinitely.

®* The time, in seconds, to wait when opening new server connections. A value of 0 (zero)
means that the TCP network timeout will be used, which may be several minutes.

User Schema Settings

Setting

User
Object
Class

User
Object
Filter

User
Name
Attribute

User
Name
RDN
Attribute

User
First
Name
Attribute

User
Last
Name
Attribute

User
Display
Name
Attribute

User
Email
Attribute

Description
This is the name of the class used for the LDAP user object. Example:

® user

The filter to use when searching user objects. Example:

® (&(obj ect Cat egor y=Per son) (sAMAccount Narme=*))
More examples can be found in our knowledge base. See How to write LDAP search filters.
The attribute field to use when loading the username. Examples:

® ¢cn
®* sAMAccount Namre

NB: In Active Directory, the 'sAMAccountName' is the 'User Logon Name (pre-Windows 2000)
field. The User Logon Name field is referenced by ‘cn'.

The RDN (relative distinguished name) to use when loading the username. The DN for each
LDAP entry is composed of two parts: the RDN and the location within the LDAP directory
where the record resides. The RDN is the portion of your DN that is not related to the directory
tree structure. Example:

® ¢cn

The attribute field to use when loading the user's first name. Example:

® gi venNane

The attribute field to use when loading the user's last name. Example:

® sn

The attribute field to use when loading the user's full name. Example:

® di spl ayNane

The attribute field to use when loading the user's email address. Example:

® mail

Created in 2022 by Atlassian. Licensed under a Creative Commons Attribution 2.5 Australia License.
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User The attribute field to use when loading a user's password. Example:

Passwor

d ® uni codePwd

Attribute

User The attribute used as a unique immutable identifier for user objects. This is used to track
Unique username changes and is optional. If this attribute is not set (or is set to an invalid value), user
ID renames will not be detected they will be interpreted as a user deletion then a new user

Attribute = addition.

This should normally point to a UUID value. Standards-compliant LDAP servers will implement
this as 'entryUUID' according toRFC 4530. This setting exists because it is known under
different names on some servers, e.g. ‘'objectGUID' in Microsoft Active Directory.

Group Schema Settings

Setting

Group Object Class

Group Object Filter

Group Name Attribute

Group Description Attribute

Description

This is the name of the class used for the LDAP group object. Examples:
¢ groupO Uni queNanes

® group

The filter to use when searching group objects. Example:

® (&(objectd ass=group)(cn=*))

The attribute field to use when loading the group's name. Example:

® ¢cn

The attribute field to use when loading the group's description. Example:

® description

Membership Schema Settings

Setting

Group Members Attribute

User Membership Attribute

Description
The attribute field to use when loading the group's members. Example:

®* nenber

The attribute field to use when loading the user's groups. Example:

® nmenber O
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Use the User Membership
Attribute, when finding the
user's group membership

Use the User Membership
Attribute, when finding the
members of a group

Check this if your directory server supports the group membership attribute
on the user. (By default, this is the 'menber O ' attribute.)

® |f this checkbox is selected, your application will use the group
membership attribute on the user when retrieving the list of groups to
which a given user belongs. This will result in a more efficient retrieval.

® If this checkbox is not selected, your application will use the members
attribute on the group (‘menber ' by default) for the search.

* |f the Enable Nested Groups checkbox is seleced, your application will
ignore the Use the User Membership Attribute option and will use the
members attribute on the group for the search.

Check this if your directory server supports the user membership attribute
on the group. (By default, this is the 'menber ' attribute.)

® |f this checkbox is selected, your application will use the group
membership attribute on the user when retrieving the members of a
given group. This will result in a more efficient search.

® If this checkbox is not selected, your application will use the members
attribute on the group (‘menber ' by default) for the search.

Diagrams of Some Possible Configurations

Authentication

LDAP

Updates

Confluence

Confluence

Confluence database
database (internal
(LDAP cache) directory)

Background synchronisation

Diagram above: Confluence connecting to an LDAP directory.
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Confluence
Authentication Updates to groups only, Authentication,
and all queries updates and

queries

¥
Confluence Confluence
LDAP database database

(LDAFR
cache)

|

(internal
directory)

Background synchronisation

Diagram above: Confluence connecting to an LDAP directory with permissions set to read only and local
groups.
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Configuring the LDAP Connection Pool

When connection pooling is enabled, the LDAP
directory server maintains a pool of connections and
assigns them as needed. When a connection is

Related pages:

closed, the directory server returns the connection * Configuring User Directories
to the pool for future use. This can improve
performance significantly.

To configure your LDAP connection pool:

1. Choose thecog icon El then chooseGeneral Configuration
2. Click 'User Directories' in the left-hand panel.
3. Click 'LDAP Connection Pool Configuration' in the 'Additional Configuration' section.

Setting

Initial
Pool
Size

Preferred
Pool
Size

Maximu
m Pool
Size

Pool
Timeout
(seconds

)

Pool
Protocol

Pool
Authentic
ation

Notes:

Description

The number of LDAP connections created when initially connecting to the pool.

The optimal pool size. LDAP will remove idle connections when the number of
connections grows larger than this value. A value of 0 (zero) means that there is
no preferred size, so the number of idle connections is unlimited.

The maximum number of connections. When the number of connections reaches
this value, LDAP will refuse further connections. As a result, requests made by an
application to the LDAP directory server will be blocked. A value of O (zero) means
that the number of connections is unlimited.

The length of time, in seconds, that a connection may remain idle before being
removed from the pool. When the application is finished with a pooled connection,
the connection is marked as idle, waiting to be reused. A value of 0 (zero) means
that the idle time is unlimited, so connections will never be timed out.

Only these protocol types will be allowed to connect to the LDAP directory server.
If you want to allow multiple protocols, enter the values separated by a space.
Valid values are:

® plain
® ssl

Only these authentication types will be allowed to connect to the LDAP directory
server. If you want to allow multiple authentication types, enter the values
separated by a space. See RFC 2829 for details of LDAP authentication methods.
Valid values are:

® none
® sinmple
¢ DI GEST- M5

® Connecting to an LDAP Directory

Default
Value

10

30

pl ain
ssl
(Both
plain
and ssl)

sinpl e

® The connection pool settings are system wide and will be used to create a new connection pool for
every configured LDAP directory server.
® You must restart your application server for these settings to take effect.


http://www.ietf.org/rfc/rfc2829.txt

Configuring an SSL Connection to Active Directory

If you want to configure a read/write connection with

Microsoft Active Directory, you will need to install an On this page:

SSL certificate, generated by your Active Directory

server, onto your Confluence server and then install * Prerequisites

the certificate into your JVM keystore. * Step 1. Install the Active Directory

Certificate Services
® Step 2. Obtain the Server Certificate
® Step 3. Import the Server Certificate

Related pages:

® Connecting to an LDAP Directory
® Configuring User Directories

Updating user, group, and membership details in Active Directory requires that your Atlassian application be
running in a JVM that trusts the AD server. To do this, we generate a certificate on the Active Directory
server, then import it into Java'skeyst or e.

Prerequisites

To generate a certificate, you need the following components installed on the Windows Domain Controller to

which you're connecting.

Required Component

Internet Information Services
(1s)

Windows Certificate Services
Windows 2000 Service Pack
2

Windows 2000 High
Encryption Pack (128-bit)

Description

This is required before you can install Windows Certificate Services.
This installs a certification authority (CA) which is used to issue
certificates. Step 1, below, explains this process.

Required if you are using Windows 2000

Required if you are using Windows 2000. Provides the highest available
encryption level (128-bit).

Step 1. Install the Active Directory Certificate Services

If Certificate Services are already installed, skip to step 2, below. The screenshots below are from Server
2008, but the process is similar for Server 2000 and 2003.

1. Log in to your Active Directory server as an administrator.
2. Click Start, point to Administrative Tools, and then click Server Manager.
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3. Inthe Roles Summary section, click Add Roles.
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4. On the Select Server Roles page, select the Active Directory Certificate Services check box. Click
Next twice.

Add Roles Wizard E3

Select one or more roles to install on this server.

Roles: Description:

Active Directory Certificate Services
AD C5)is used to create certificatio
authorities and related role service

Setup T 