Apxntektypa 9BM n ocHoBbl OC

Accembrnep B linux.



Ha4yano

e AT&T e |ntel

e CMMBOIbI:
— naTUHCKMe OyKBbI, LNPbI
- %$*., _
- () : <space> <tab>
« KomaHabl:
— npoLieccopa
— accembriepa (Ha4mMHarTCA C .)



MeTKkun

* label has colon at the end:
e . — METKa TeKyLlero agpeca
e 0-1[f|b] — obpaLleHune Kk bnmxaniuen MeTke

- f Bnepen
- b Haszag



[1aHHbIE

byte — 1 bant
.short — 2 6anTa;
long — 4 6anta;
.quad — 8 baunt



Pernctpbl obLlero HasHa4yeHus

%eax: Accumulator register — akkymynaTop, NpMMeHseTcsa Ans
XpaHeHUs pe3ynbLTaTtoB MPOMEXYTOYHbIX BbIYUCIIEHUN.

%ebx: Base register — 6a30BbIN PeErncTp, NPUMEHAETCH AN
XpaHeHus agpeca (ykasartesnid) Ha HEKOTOPbIN ODOBLEKT B NamMATW.

%ecx: Counter register — cyeTymnK, ero HeEABHO UCMNOMb3YHOT
HEKOTOpble KOMaHAb! AN OpraHnu3aumnn LUKIoB

%edx: Data register — peructp gaHHbIX, UCNOMNb3yeTCcs and
XpaHeHUa pe3ynbTaToB NPOMEXYTOYHbIX BbIMUCNEHNN U BBOAA-
BbIBOA.



Pernctpbl obuwiero HazHavyeHusa (2)

%esp: Stack pointer register — ykasartenb cteka. CooepXxur
agpec BepLUnHbI CTeKa.

%ebp: Base pointer register — ykasarenb 6a3bl Kagpa
cteka (aHrn. stack frame). [lpegHasHa4vyeH aonsa opraHusauum
NPOn3BOSILHOINO AOCTYMa K AaHHbIM BHYTPU CTEKa.

%esi: Source index register — MHOEKC UCTOYHMKA, B
LiIenoYeYHbIX onepauusax CoaepXnUT yKkasaTernb Ha TeKYLLNN
3N1EMEHT-UCTOYHUK.

%edi: Destination index register — nHgekc npUemMHmKa, B
LiIenoYeYHbIX onepauusax coaepXuT ykasaTernb Ha TeKYLLUiA
SNTIEMEHT-NMPUEMHUK.



CerMmeHTHbIe perncTpbl

%cs: Code segment — onucbIBaeT TEKYLLMN CETMEHT KoAa.

%ds: Data segment — onuckiBaeT TeKYLWNN CErMEHT
OAHHbIX.

%ss: Stack segment — onunceiBaeT TEKyLW MW CETMEHT CTeKa.

%es: Extra segment — OONONMHUTENbHbIA CErMEHT,
MCMNONb3yeTcsi HEABHO B CTPOKOBbLIX KOMaHAaX Kak CEerMeHT-
nonyyarens.

%fs: F segment — gonosnHUTENbHbIM CETMEHTHbLIN PETUCTP
0e3 cneumanbHOro Ha3Ha4YeHus.

%gs: G segment — OononHUTENbHbIM CErMEHTHbLIN PETNCTP
0e3 cneunanbHOro HazHavYeHus.



Pa3Hble (HO Nosfie3Hble) PErncTphil

* eip — yKasartesnb TeKyLlen KomaHabl

» eflags
- cf - nepeHoc
— zf — HOoMb
- of — nepenonHeHne
- df — HanpaBreHne B CTPOKOBbLIX OonepaLunsax



KomaHabl

CMD sourse, destination

* be3 onepaHOoB.:

- “YUCTbIN” CUHTaKCMUC KOMaHA, npoLeccopa
« C onepaHgamu:

— Cy(pUKChl pa3mepa onepaHaoB: b,w,l,q;



OnepaHabl

* $ KOHKpeTHOoe 3Ha4yeHne — $0x732
* % pernctp — %eax
e agpec

Ba)kHO: KOMaHAbl HE MOTYT UCMOSIb30BaTb
bonee ogHoro onepaHaa B namsTu!



Appeca

offset(base,index,multiplier)
- multiplier =1,2,4,8
address = base+index*multiplier+offset

* [lpumeptil:
— (%ebx) — agpec nexut B peructpe ebx

- 4(%ebx), -4(%ebx) — appeca no cmelleHuio +-4 ot TOro,
YTO NEXUT B ebx

- some_string(,%ebx,4)



CeKkunn

e .text — kog nporpamMmmebl
e data — gpaHHbIE

e bss* — cTaTnyeckasi namsTb
(HeMHnuMann3npoBaHHbLIE OAHHLIE)

*) You may allocate address space in the .bss section, but you may
not dictate data to load into it before your program executes



Bbi30B oyHKLNN

e call label

* Nepegaya napameTpoB
— B permcrpax
— B NAaMATU
— B CTeKe



CuncrtemMHble Bbl30BbI

» /usr/include/sys/syscall.n *
* MapaMeTpbl:

- %eax — Homep
- %ebx,%ecx,%edx,%esi,%edi — napameTpbl

* BbI30B
int SOx80

*) http://asm.sourceforge.net/syscall.html



Gcce keys for debug info

gcc -g<0,1,2,3> — Debug information levels
gcc -0<0,1,2,3> — Optimization levels

gcc -ggdb — Produce debugging information
for use by GDB. This means to use the most
expressive format available
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Starting gdb

gdb ./executable

gdb ./executable -c core
gdb ./executable -pid process-id
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Core file (core dump)

recorded state of the working memory of a
computer program at a specific time

ulimit -c unlimited — turn on creating core files
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General debugging workflow

T)rack the problem

R)eproduce the failure

A)utomate and/or simplify usecase
F)ind possible infection origin
l)solate the origin of the infection
C)orrect the defect
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GDB commands/activities

Getting information
Execution

Line execution
Break and watch
Stack inspection
Sources navigation
Printing variables
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Getting information

help <command>

info
args
breakpoints
watchpoints
registers
threads
signals

where
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Execution

r/run

r/run arguments

c/continue

continue number — cont. ignore break
finish — continue to the end of function
Kill

g/quit
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Line execution

step (into a function)

next (next line of code)

until line-number

stepi/nexti step for assembler instruction
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Break and watch

break function/line
break + or — number of lines

break filename:line or filename:function
break *instruction address

break ... if condition

break line thread tid

clear

enable/disable
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watch condition



Stack inspection

bt/backtrace
ffframe [number]
backtrace full
up/down number
info frame
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Variables and sources

list [+n | -Nn]

set listsize num

list start,end

p/print variable

p/[format] variable (x,0,d,f,c...)
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CcbInkn no teme

* |ntel® 64 and |A-32 Architectures Software
Developer’'s Manual

* The Linux Documentation Project. Linux
Assembly HOWTO

* BuknyyebHuk “Accembniep B Linux ans
nporpammmcToB C”



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26

