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BBEOEHUE

Socket API 6b11 BNepBble peanvM3oBaH B onepaunoHHoln cucteme Berkley UNIX. Ceiyac 3ToT nporpaMMHbIn
nHTepdenc AoctyneH npaktunyeckn B nwbon Moamdukaumm Unix, B TOM 4ucne B Linux. XoTa Bce
peanusauum 4eMm-TO OT/IMHAKOTCHA APYr OT Apyra, OCHOBHOM Habop GyHKUMI B HMX coBnagaeT. M3HadanbHO
COKeTbl MCMNoNb3oBanncb B nporpammax Ha C/C++, HO B HacToslee BpeMs CpeacTBa Ansd paboTbl C HUMMU
npenocTasnsatoT MHorne asbikun (Perl, Java un ap.).

CoKeTbl NpefoCTaBNAT BeCbMa MOLWHbIA U TMBKUI MexaHu3M MexnpoueccHoro B3aumogencrems (IPC).
OHM MOryT MCMonb30oBaTbCs ANA OpraHuM3auuu B3auMOAENCTBUA MPOrpaMM Ha OAHOM KOMMbkTepe, Mo
NokanbHOM ceTn wmnu 4epes Internet, 4yTO NO3BONSET BaM CO34aBaTbh pacnpenenéHHble MNPUNoXeHUs
pasnNnyHOM CNOXHOCTU. KpoMme TOro, C WX MOMOLWbIO MOXHO OpraHu3oBaTb B3auUMOAENCTBUE C
nporpamMmamMu, paboTaloWwnuMn Noa ynpasieHneMm Apyrux onepaumnmoHHbiXx cucteM. Hanpumep, noa Windows
cywectByeT nHTepdenc Window Sockets, cnpoekTupoBaHHbIA Ha OCcHOBe socket API. Huxe Mbl yBUAUM,
HACKO/IbKO NIerko MOXKHO aJanTupoBaTth cyuecTsytowyto Unix-nporpamMmy ans pabotbl nog Windows.

CokeTbl NOAAEPXMBAKOT MHOrMe CTaHAapTHble CeTeBble MPOTOKOMbl (KOHKPETHbIN MX CMNCOK 3aBUCUT OT
peanusauum) M NpefocTaBNAlOT YHUDULUMPOBaAHHbIN MHTepdenc ans pabotbl ¢ HUMKU. Hambonee uyacto
COKeTbl ucnonb3yTca Aana pabotel B IP-ceTax. B 3TOM cayvyae uMX MOXHO WCNOAb30BaTb AN
B3aMMOAENCTBUSA MPUIOXKEHUI He TOMbKO MO creunanbHO pa3paboTaHHbIM, HO M MO CTaHAAPTHbIM
npotokonam - HTTP, FTP, Telnet n 1. Ao. Hanpmumep, Bbl MOXeTe HanucaTb CObCTBEHHLIN Web-6poy3ep nnn
Web-cepBep, cnocobHbI 06cnyxmBaTb O4HOBPEMEHHO MHOXECTBO KJIMEHTOB.

Kak BMAMM, COKeTbl - BeCbMa MoOLlHOe M yaobHOoe cpeacTBO A4S CETEBOro nporpaMmumpoBaHus. B aTom
cTaTbe 8 MOKaxy, Kak MMW MNonb30BaTbCs. HayaB C MOHATMS COKeTa M CaMblX OCHOBHbIX (PYHKUMA Ans
paboTbl C HMM, Mbl MOCTENEHHO MNepehaém K o0b6cyxaeHuto 6onee CNOXHbIX TeM. B 4yacTHOCTU, Mbl
paccMOTPUM UCMOSb30BaHNE HU3KOYPOBHEBBLIX COKETOB, pa3/iMyHblie CNOCO6bLI OpraHM3aunm napanienbHOro
06CNyXMBaHMS KIIMEHTOB, WCMNOMb30BaHWEe CTaHAapTHbIX MpoTokonoB Internet m B3aumopelicTBue C
nporpamMMamu, paboTtarowmmMm nNog yrnpasseHMeM onepaumnmoHHon cmcteMbl Microsoft Windows.

NMPUMEYAHME

Bonblwas 4yacTtb MaTepmana, M3N0XEHHOro B CTaTbe, NpMMEHUMO KO BceMy cemenctBy OC Unix.
TeM He MeHee, BCe MNpuBOAUMbIE Aanee (akTbl M AEMOHCTPaUMOHHbIE MPOrpamMmbl NMPOBEPSANNCH
ToNbKOo nog Linux, noatoMy Ha3BaHue 3T1oil OC 1 BbIHECEHO B 3aroflI0BOK CTaTbW.

OcHoBbl SOCKET API

MoHATHEe cokeTa

Coker (socket) - 3TO KOHEYHas TOYKa CETEBbIX KOMMYHUKauumin. OH sBnseTca 4yem-To BpoAe "moprtana”,
yepe3 KOTOpOEe MOXHO OTNpaBnsiTb 6aliTbl BO BHEWHWI MUp. MpunoxeHne NpocTo NULIET AaHHble B COKET;
X panbHenwasn 6ydepusauusi, oTnpaBka W TPAHCMOPTMPOBKA OCYLLECTBSETCS WCMONb3yEMbIM CTEKOM
NPOTOKOJIOB M CETEBOW annapaTypoi. YUTeHne AaHHbIX M3 COKeTa NPOMCXOAUT aHanornyHbiM obpasom.

B nporpamMMme coOKeT MAeHTUDULMPYETCS AECKPUNTOPOM - 3TO MPOCTO NepeMeHHas Tuna int. MMporpamma
noslyyaeT AeCKPUNTOp OT OnepaumoHHON CUCTEMbI NMPU CO34AaHUM COKETA, a 3aTeM nepeaaéT ero cepBucam
socket API ans ykasaHuUsl COKeTa, Haj KOTOPbIM HEOBXOAUMO BbINOMHUTL TO WU MHOE AelcTBUE.

ATpubyTbl cokeTa

C KaxAblM COKET CBA3bIBAOTCA Tpu aTtpubyTta: gomeH, Tvr W MNpOTOKO/. DTN aTpubyTbl 3a4at0TCa npwu
CO34aHMN COKeTa M OCTalTCA HEW3MEHHbLIMWU Ha MPOTAXEHWUM BCEro BPEMEHW ero cylecTtBoBaHusa. Ong
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CO34aHMA cokeTa ucnosb3lyetca dyHKuma socket, Metowasn cneayowmii NpoToTun.

#include <sys/types.h>
#include <sys/socket.h>

int socket (int domain, int type, int protocol);

[JomMeH onpeaensieT NpoCTPaHCTBO aApecoB, B KOTOPOM pacronaraeTcs COKeT, U MHOXeCTBO MPOTOKOJIOB,
KOTOpblE WCMOMb3YKTCA ANA nepefadn AaHHbiX. Yawe apyrux ucnonb3yotca gomeHbl Unix u Internet,
3apnaBaemble koHcTaHTamm AF_UNIX n AF_INET cooTtBeTcTBeHHO (npedwukc AF o3HadaeT "address family"
- "cemerictBo agpecos"). MNpu 3agaHnn AF_UNIX gnsa nepegaym AaHHbIX MCNOMb3yeTcs dannosas cmcrema
BBoAa/BbiBOoAa Unix. B 3TOM cny4yae COKeTbl MCMONbL3YKTCA ANS MEeXNpouecCHOro B3auMOAEWCTBUSA Ha
OAHOM KOMMbOTEPE U He roastcs ana pabotbl no cetn. KoHctaHTa AF_INET cootBetcTBYyeT Internet-
AomeHy. CoKeTbl, pa3MeléHHble B 3TOM AOMEHE, MOryT MUCMNofb30BaTbCcA Ans pabotbl B nobon IP-ceTw.
CywecTtBytoT 1 apyrue gomeHbl (AF_IPX ans npotokonos Novell, AF_INET6 ansa HoBoW MoauduKaumu
npoTtokona IP - IPv6 n 1. a4.), HO B 3TOW CcTaTbe Mbl He 6yaeM UX paccMaTpuBaTb.

Tun cokeTa onpeaensieT cnocob nepenadn AaHHbIX MO CETU. Yalle ApYyrMx NPUMEHSAITCS:

= SOCK_STREAM. [lepegpaya noToKa JAdaHHbIX C MNpeaBapuUTENbHOM YCTAaHOBKOM COeAMHEHMS.
Ob6ecneumBaeTcs HaAéXHbI KaHan nepefadn AaHHbIX, NPU KOTOPOM QparMeHTbl OTMpaB/€HHOro
610Kka He TepslTCHA, He nepeynopsaovYmBatoTca M He AaybnupytoTcs. MOCKObKy 3TOT TMMN COKETOB
SIBNISETCSA CaMbiM pacnpoCTPaHEHHbIM, A0 KOHUa pa3aena Mbl 6yAeM roBOpUTb TOMbKO O HEM.
OcTanbHbIM TMNaM 6yayT MOCBsIWEHbl OTAENbHbIE pa3aensl.

= SOCK_DGRAM. lepenaya AaHHbIX B BuAe OTAENbHbIX coobuieHnin (aatarpamm). MNpeasaputenbHas
yCTaHOBKa coeauMHeHunsl He Tpebyetcs. O6MeH faHHbIMKM NpoucxoauT ObicTpee, HO sBAsieTcs
HEHaAEXHbIM: CoobLWeHMs MOryT TepsATbCA B nNyTW, AybaupoBaTbCs M NepeynopsiaounmBaTbCs.
JonyckaeTcs nepegava coobuieHmns HECKO/IbKMNM nony4yartensm (multicasting) 7
WwnpokoBelaTenbHas nepegava (broadcasting).

= SOCK_RAW. OT0T TN nMpucBaMBaeTCcsd HU3KOYPOBHEBLIM (T. H. "cbipbIiM") cokeTaM. Nx oTinume ot
06bIYHbIX COKETOB COCTOMT B TOM, 4YTO C WX MNOMOLWbLID MporpaMMa MoxeT B3ATb Ha cebs
dhopMnpoBaHME HEKOTOPLIX 3aro/IoBKOB, A06aBsieMbIX K COOOLLEHMIO.

O6patnTe BHMMaHMe, 4YTO He BCe AOMEeHbl AOMyCKalT 3ajaHue MpoM3BOSIbLHOIO TMNa cokeTa. Hanpumep,
COBMECTHO € goMeHOoM Unix ucnonb3yetcs Toabko Tnun SOCK_STREAM. C gpyrov ctopoHbl, ans Internet-
AOMeHa MOXHO 3ajaBaTb Nwb6oON U3 nepeuyncrneHHbix TuNoB. B 3ToM cnyyae ana peanusaumu
SOCK_STREAM wucnonb3yetca npotokon TCP, ana peanusaunn SOCK_DGRAM - npotokon UDP, a tvn
SOCK_RAW ucrnonb3yeTcs ansi HU3KoypoBHEBOM paboTel ¢ npoTtokosiamu IP, ICMP u 1. A.

HakoHeu, nocnegHwuit aTtpumbyT onpeaensieT NpoToKOJ, WUCMOMb3yeMblli AN nepegayn AaHHbiX. Kak Mbl
TOJIbKO YTO BMAEM, YacTO NPOTOKO/ OAHO3HAYHO onpeaensieTcs No AOMEeHY M TUNYy cokeTa. B aToMm cnydyae
B KayecTBe TpeTbero napameTtpa dyHkumn socket MoxHo nepesatb 0, YTO COOTBETCTBYET MPOTOKOMY MO
yMonyaHuo. TeM He MeHee, nHoraa (Hanpumep, npu paboTe C HM3KOYPOBHEBbIMM COKeTaMu) TpebyeTcs
3a4aTb MPOTOKOJZ1 ABHO. YuncnoBbie I/ILl,eHTVICbVIKaTOpr NMPOTOKO/1I0B 3aBUCAT OT Bbl6paHHOFO AOMEHa; Uux
MOXHO HaWTK B AOKYMeHTauunn.

Appeca

Mpexae Yem nepegaBaTb AaHHble Yepe3 cokeT, ero Heo6xoAMMO CBs3aTb C aapecoMm B BbIbpaHHOM goMmeHe
(3Ty npoueaypy HasblBalOT MMEHOBaHMEM cOoKeTa). MHoraa cBsi3biBaHME OCYLLECTBASETCS HEeSBHO (BHYTpM
dyHKkumn connect n accept), HO BbINONMHATE €ero Heo6xoAMMO BO BCex cry4vasx. Buag agpeca 3aBucut oT
BblbpaHHOro Bamu pgoMeHa. B Unix-goMeHe 3TO TekcToBas CTpoka - uMsa dainna, yepes KOTOpbIn
npouvcxoamt obmeH gaHHbiMU. B Internet-gomeHe agpec 3apaértcsa kombuHauuel IP-agpeca n 16-6utHOro
HOMepa nopTa. IP-agpec onpeaenseT XOCT B C€TU, @ NOPT - KOHKPETHbIN COKET Ha 3TOM XocTe. MNMpoToKObI
TCP v UDP ncnonb3ytoT pasfiMyHbie NpoCTpaHCTBa NOpPTOB.

[ns sBHOro CBs3blBaHWSA COKETa C HEKOTOPbIM agpecoM ucnonb3iyetca dyHkums bind. EE npoTtotnun uMmeert
BUA:
#include <sys/types.h>

#include <sys/socket.h>

int bind(int sockfd, struct sockaddr *addr, int addrlen);

B kayectBe nepBOro napamMeTpa nepenaércss AeCKpUNTOpP COKEeTa, KOTOPbIA Mbl XOTMM NpuBA3aTb K
3afjaHHOMY agpecy. Btopor napameTtp, addr, coaep>XuT ykKasaTesb Ha CTPYKTYpy C agpecoM, a TpeTun -
OJINHY 3TOM CTPYKTYpbl. [ToCMOTpMM, 4TO OHa coboi nNpeacraBsieT.
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struct sockaddr {
unsigned short sa_family; // CewmesicTBO ampecoB, AF Xxxx
char sa_datal[l4]; // 14 GaiiToB nna XpaHeHMs angpeca

}i

Mone sa_family cogepxut naeHtndmnkaTtop AOMEHa, TOT Xe, YTO U NepBbin napameTp ¢pyHkunn socket. B
3aBMCUMOCTM OT 3HAYEeHMsi 3TOr0 MONMA MO-pa3HOMY WMHTEpPnpeTupyeTcs coaepxumoe MaccuBa sa_data.
PasymeeTcs, paboTtaTtb C 3TUM MacCMBOM HaMpsiMyl He O4YeHb YAO6HO, MOSTOMY Bbl MOXETE WCMOJSIb30BaTb
BMecTo sockaddr ogHy w3 anbTepHaTMBHbLIX CTpPYKTYp Buaa sockaddr_XX (XX - cydowukc,
obo3Havatowmm gomeH: "un" - Unix, "in" - Internet u 1. 4.). MNpn nepenave B dpyHkunio bind ykazaTtenb Ha
3Ty CTPYKTypy npuBOAMTCA K YyKas3aTenio Ha sockaddr. PaccmoTpum pans npumepa CTPYKTypy
sockaddr_in.

struct sockaddr in {

short int sin family; // CemersicTBO anpecos

unsigned short int sin port; // HomMmep mnopTa

struct in addr sin_ addr; // IP-ampec

unsigned char sin _zero([8]; // "Jomonunenme" mo pasmepa CTPYKTyps sockaddr

}i

3aecb none sin_family cootsetctByeT nonto sa_family B sockaddr, B sin_port 3anucbiBaeTca Homep
nopTa, a B sin_addr - IP-agpec xocTta. None sin_addr camo siBnsieTcs CTpyKTypoOi, KoTopas UMeEeT BUA:

struct in addr {
unsigned long s addr;
}i

3ayeM noHapgobunockb 3akn4vaTb BCEro OA4HO Mone B CTPYKTypy? [leno B TOM, 4TO paHbwe in_addr
npeacrasnsna coboli obveamHeHne (union), coaepxatlee ropasao 6onbliee umucno noneli. Celvac, Koraa B
HeW oCTanoCb BCEro 0OA4HO Mosie, OHa NPOAOJIXKAET UCMOMb30BaTbCs A 06paTHOM COBMECTUMOCTU.

N ewé ogHo BaxxHoe 3aMevaHue. CylecTByeT ABa Nopsaka XpaHeHus 6anToB B CfloBe M ABOWHOM CriOBe.
OaunH 3 HUX HasbiBaeTca nopsigakom xocra (host byte order), apyron - ceresbim riopsgkom (network byte
order) xpaHeHus 6anTos. MNpn ykasaHuu IP-agpeca u HoMepa nopta HeobxoanMo nNpeobpasoBaTb YMCIO U3
nopsiaka Xocta B ceTeBow. [Ans atoro ucnonb3ytca dyHkuum htons (Host TO Network Short) n htonl
(Host TO Network Long). O6bpaTHoe npeobpa3oBaHue BbINOAHAIOT dyHKUnM ntohs 1 ntohl.

NMPUMEYAHME

Ha HekoTopbiX MawunHax (kK PC 3TO He OTHOCMTCS) MOpPSAOK XOCTa U CETEBOM MOpPSAOK XpaHeHus
6aritoB coBnagatT. TeM He MeHee, GYyHKUMM npeobpa3oBaHMsa JNydlwle MPUMEHSATb M TaMm,
MOCKOJIbKY 3TO  YJIyYWWT MNEepeHOCUMMOCTb MporpamMmbl. 3OTO HMKaK He CKaxeTcsd Ha
NMpoOu3BOANTENIBHOCTUN, TaK Kak npenpoueccop cam ybepért Bce "nuwHue" BbI30Bbl 3TUX PYHKLUMNA,
OCTaBMB UX TOJSIbKO TaM, rae npeobpasoBaHme AeNCTBUTENBHO HEO6X0AMMO.

YcraHoBka coeguHeHus (cepsep)

YcTaHOBKa COeAMHEHUS Ha CTOPOHE cepBepa COCTOUT U3 YETbIPEX 3TamnoB, HU OAWMH M3 KOTOPbIX HE MOXET
6bITb onyuweH. CHayana CokeT CO34aéTCa U NpUBA3bIBAETCS K IOKasibHOMY azpecy. Ecnm komnbloTep nmeet
HECKOJIbKO CeTeBbIX MHTepdencoB C pa3nmyHbiMu IP-agpecamu, Bbl MOXeTe NPUHUMATb COEANHEHUS TOSIbKO
C 04HOro 13 HUX, Nnepeaas ero agpec dyHkumm bind. Ecnun xxe Bbl roTOBbl COEAUHATLCS C KIMEHTaMU Yepes
nobon nHTepdeinc, 3anante B kadectse agpeca koHctaHTy INADDR_ANY. Yto kacaetcs HoMepa nopTa,
Bbl MOXeTe 3a4aTb KOHKpeTHbli HoMep mnm 0 (B 3TOM cnyyae cucTemMa caMa BblibepeT Mpoun3BOJSIbHbIV
HEeMcnosib3yemblii B AaHHbIA MOMEHT HOMep nopTa).

Ha cneaytowem ware cos3faércsa ovyepeab 3anpocoB Ha coeamHeHune. Npu 3TOM COKeT NepeBoANTCS B PEXUM
0XMAaHWS 3anpoCcoB CO CTOPOHbI KIMEHTOB. Bcé 310 BbinonHsaeT dyHkuusa listen.

int listen (int sockfd, int backlog);

MepBblli NapaMeTp - AECKPUMNTOP COKETA, a BTOPOW 3a4aéT pasMep oyepeam 3anpocoB. Kaxablit pas, koraa
oyepefiHo KNEHT MbITAETCA COEAMHUTLCA C CepBepOM, ero 3anpoc CTaBUTCA B ouepelb, TaK Kak cepsep
MOXeT BblTb 3aHAT 06paboTkoi Apyrux 3anpocoB. Ecnu ouepeab 3anofiHeHa, BCe Nocfeaytolmne 3anpochl
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6yayT wurHopupoBaTtbcs. Korga cepeep rotoB o6CnyXuTb O4YepefHOM 3amnpoc, OH MCNONAb3yeT (YHKUMUIO
accept.

#include <sys/socket.h>

int accept (int sockfd, woid *addr, int *addrlen);

OyHKuMsa accept co3gaét ans obweHusl C KJIMEeHTOM HOBbIMi COKET W BO3BpallaeT ero AecKpunTop.
MNapameTtp sockfd 3apaét cnywatrowmin cokeT. Mocne BbiI30Ba OH OCTAETCA B CryllatouwleM COCTOSHUM U
MOXeT NMpuHUMaTb Apyrme coeanHeHus. B CcTpyKTypy, Ha KOTopyto ccbinaetcsa addr, 3anucbiBaeTcs agpec
CcoKeTa K/IMeHTa, KOTOpbI YCTAaHOBW coefuHeHne C cepeBepoM. B mepeMeHHylo, agpecyeMyto ykasatenem
addrlen, v3HayanbHO 3anucbiBaeTCA pa3Mep CTPYKTypbl; (yHKUuMs accept 3anucbiBaeT Tyda ANMHY,
KoTOpas peanbHO 6blna ucnosnb3oBaHa. Ecnv Bac He MHTepecyeT agpec KAMeHTa, Bbl MOXeTe MNpoCcTo
nepeaatb NULL B KauecTBe BTOPOro M TpeTbero napamMeTpos.

O6patnTe BHUMaHWe, 4TO MOJYYEeHHbI OT accept HOBbIi COKET CBS3aH C TEM Xe CaMbiM agpecoM, 4YTO U
cnywatowmn coket. CHayana 3170 MOXET nokasaTbCs CTpaHHbIM. Ho geno B ToMm, yto agpec TCP-cokeTa He
ob6s3aH 6bITb YHUKaIbHbIM B Internet—p,OMeHe. YHUKanNbHbIMU AOJIXKHbI 6bITb TONIbKO coeqnHeHus, Ans
VI,CI,EHTI/IdJVIKaLLVIVI KOTOPbIX WUCNONb3YKHTCA /JgBa apapeCa COKETOB, MexXAay KOTOpbiIMMU MNpoucxoaunT obmeH
AAHHbIMA.

YcraHoBKa coeauHeHUs (KJIMEHT)

Ha cTopoHe knueHTa AN yCTaHOBNEHUS COeAMHEHWUS UCNOoNb3yeTcs (pyHKUMS connect, koTopas mMmeeTr
cneayrowmn NpoToTumn.

#include <sys/types.h>
#include <sys/socket.h>

int connect (int sockfd, struct sockaddr *serv addr, int addrlen);

3necb sockfd - coket, koTopbii 6yaeT ucnonb3oBaTbCca AN o6MeHa AaHHbIMM C cepBepoM, serv_addr
COAEpXUT yKasaTeslb Ha CTPYKTYpy C aapecoM cepeepa, a addrlen - gnvHy 3710 CTpyKTYpbl. Ob6bIYHO
COKeT He TpebyeTcsa npeABapuTeNbHO MPUBA3bIBaTb K JIOKanbHOMY ajpecy, Tak Kak ¢yHkuums connect
caenaeT 37O 3a Bac, nogobpas noaxoasawMi cBO6OAHLIA MOPT. Bbl MOXeTe NPUHYAUTENbHO Ha3HauuTb
KJIMEHTCKOMY COKEeTYy HEeKOTOpbli HoMep nopTta, ucnonb3ys bind nepep Bbi3oBoM connect. [JenaTtb 370
cnegyeT B Cnyyae, Korga cepeep COeAMHSETCs C TObKO C K/MEeHTaMu, UCMNOoNb3YHLWNMU onpeaenéHHbIn
nopt (NpuMepamun Takux cepsepoB aBnAsAoTCa rlogind n rshd). B ocTanbHbIX criyyasx npouwe n HagéxHee
npeaocTaBUTb cMcTeMe BbibpaTb NOPT 3a Bac.

O6MeH AaHHbIMM

Mocne Toro Kak coegMHeHwe YCTaHOBJSIEHO, MOXHO HauyuHaTb o6MeH AaHHbIMW. [N 3TOro MCNonb3ylTCs
dyHKkumn send n recv. B Unix ang paboTbl ¢ COKeTaMM MOXHO MCNOJb30BaTh Takxe daliioBble PyHKUMN
read v write, HO oHN 06n1agalOT MEHbLWMMN BO3MOXHOCTAMU, @ KpoMe Toro He 6yayT pabotate Ha Apyrux
nnatgopmax (Hanpumep, noa Windows), No3TOMY S HE peKOMEHAY UMUK NOSb30BaTbCS.

dyHKUNA send UCnonb3yeTcs AN OTNPaBKM AAHHbIX U UMEET CeayoLnin NpoToTHM.

int send(int sockfd, const void *msg, int len, int flags);

3necb sockfd - 370, Kak Bcerga, AECKpPUMNTOP COKETa, Yepe3 KOTOpbii Mbl OTNpaBAsieM AaHHble, Msg -
ykasaTtenb Ha 6ydep c aaHHbiMn, len - anvHa 6ydepa B 6antax, a flags - Habop 6uToBLIX (bnaros,
ynpasnswowmx paboton dyHKkumMn (ecnu dnarn He ncnonb3yTcs, nepegante dyHkuum 0). BoT HeKoTopble
M3 HUX (NOMAHBLIA CMMCOK MOXHO HaAWTU B AOKYMEHTALNN):

= MSG_OOB. lNpeanucbiBaeT oTNpaBuTb AaHHble Kak cpoyHbie (out of band data, OOB). KoHuenuus
CPOYHbIX AaHHbIX MO3BOASET MMeTb ABa NapasiesibHblX KaHajna AaHHbIX B OAHOM COEAMHEHWM.
NHoraa 1o 6biBaeT yaobHo. Hanpumep, Telnet ncnonb3yeTt cpoyHbie AaHHbIE A5 Nepefayn KoMaHg
TMna Ctrl+C. B HacToswee BpeMs WCMOAb30BaTb MX He peKkoMeHAyeTcs wu3-3a npobnem ¢
COBMECTUMMOCTbIO (CyLllecTByeT ABa pa3HbiX CTaHAapTa UX MCNONb30BaHMsA, onncaHHble B RFC793 un
RFC1122). Be3sonacHee npocTo co34aTb A/ CPOYHbIX AaHHbIX OTAENbHOE CoeMHEHNE.

= MSG_DONTROUTE. 3anpelwiaer MapwpyTtuM3auuio nNakeToB. Huxenexawune TpaHCNOPTHbIE Con
MOryT MPOUrHOpMpPOBaTb 3TOT dnar.
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OyHKuma send Bo3BpalwlaeT ymcno 6anToB, KOTOpoe Ha camMoM gene 6bino oTnpasneHo (uam -1 B cnydae
owmnbKkn). DTO UMCNO MOXET bbiTb MeHblle yKa3aHHOro pasmepa bydepa. Ecnm Bbl XoTUTE OTNpaBuUTb BeCb
6ydep uenmkoM, BaMm nNpuaETcs HanucaTb CBOK (PYHKLMIO U Bbi3biBaTb B Hel send, rnoka BCe AaHHble He
6yayT oTnpaBneHbl. OHa MOXeT BbIMAAETb NPMMEPHO Tak.

int sendall (int s, char *buf, int len, int flags)

{
int total = 0;
int n;

while (total < len)

{

n = send(s, buf+total, len-total, flags);
if(n == -1) { break; }

total += n;

return (n==-1 ? -1 : total);

Ncnonb3oBaHune sendall HuYemM He oTnMyaeTcsa oT Mcnosb3oBaHus send, HO oOHa oTnpasfsieT Becb 6ydep ¢
AAHHbIMW LENIMKOM.

[na 4YTeHUs AaHHbIX U3 COKETa MCMoJib3yeTcs MYHKLUSA recy.

int recv (int sockfd, woid *buf, int len, int flags);

B uenom eé& ucnonb3oBaHue aHanormyHo send. OHa TOYHO TaK Xe MNpPUHUMAET AECKPUNTOp COKeTa,
ykasaTtenb Ha 6ydep n Habop dnaros. ®nar MSG_OOB uvcnonb3yeTcs ANa NpuémMa CpOYHbIX AaHHbIX, a
MSG_PEEK no3sonser "noacmoTtpeTh" AaHHble, MNONy4YeHHble OT YAANnéHHOr0 XOCTa, He yAanss ux um3
cuctemHoro 6ydepa (370 03HayaeT, yYTo Npu cnepytoweMm obpalleHun K recv Bbl Mosy4YynTe Te Ke camble
AaHHble). TonHbIA CNUCOK dnaroB MOXHO HalTM B AOKyMeHTauuu. Mo aHanoruun ¢ send dyHKUMS recv
BO3BpallAeT KOJIMYECTBO MPOYUTaAHHbLIX 6aNTOB, KOTOpPOE MOXET 6biTb MeHblue pa3Mmepa b6ydepa. Bbl 6e3
TpyAa CMOXeTe HanucaTb cobcTBeHHyl dyHkuuio recvall, 3anonHswowyo 6ydep uennkom. CyuwecTByeT
ewé oauH ocobbiit crydyan, nMpu KOTOpPOM recv Bo3BpawaeT 0. DTO O3Ha4yaeT, 4YTO coeamHeHue 6bino
pa3opBaHo.

3aKpbiTUe COKeTa

3aKoHUMB 06MeH AaHHbIMW, 3aKpOWTe COKET C MoMollbio GyHKuMM close. 3To npuBedéT K paspbiBy
coegnHeHun4d.
#include <unistd.h>

int close(int fd);

Bbl Takke MOXeTe 3anpeTuTb nepefady AaHHbIX B KAKOM-TO O4HOM HamnpasfieHuu, ncnonb3dys shutdown.

int shutdown (int sockfd, int how);

MapameTp how MOXeT NpUHMMaTb OAHO U3 CNeayLWNX 3HAUYEHUN:

= 0 - 3aNpeTuTb YTEeHMEe U3 CoKeTa
= 1 - 3anNpeTuTb 3anucb B COKET
= 2 - 3anpeTuTb U TO N gpyroe

XoTta nocne BbizoBa shutdown c napamMeTpom hOW, pPaBHbIM 2, Bbl 6onblle He cMOXeTe MCNosb30BaTbh
cokeT ans obmMeHa JaHHbIMKW, BaM BCé paBHO ﬂOTp66YETCFI BbI3BATb C|OSE, 4T0bbl 0CBO6OANTL CBA3A@HHbIE C
HUM CUCTEMHbIE peCypCbl.

O6paboTka ownbok

[o cux nop A HWM cnoBa He ckasan 06 owwnbkax, KOTOpble MOryT MpPoucxoauTb (M 4acTo MNPOMUCXOAAT) B
npouecce paboTbl C cokeTamu. Tak BOT: €C/lIKM YTO-TO MOLUIO He TaK, BCE pPacCMOTPEHHble HaMu (PyHKLUMK
BO3BpaLlaloT -1, 3anucbiBas B rnobanbHy0 NepemMeHHyo errno koa ownbku. COOTBETCTBEHHO, Bbl MOXETE
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npoaHanM3MpoBaTb 3HAYEHME STON MEpPEMEHHON W MpPeAnpuHSTb AEWCTBUSI MO BOCCTaHOBIEHWUIO
HOpManbHOW paboTbl MporpaMMbl, He TMpepbiBas €€ BbINOJIHEHMS. A MOXeTe MpocTO BblAATb
AnarHoctuyeckoe cooblieHue (ana 3Toro yaobHO UCnonb3oBaTh (GPYHKUUIO perror), a 3aTeM 3aBeplnTb
nporpaMmy c nomolubto exit. iMeHHO Tak s 6yay nocTynaTb B AEMOHCTPALMOHHbBIX NpUMepax.

OTtnapka nporpamMm

HauunHatowme nporpaMMmMCTbl HacTo CNpalIMBalOT, KaK MOXHO OT/IaXuBaTb CETEBYIO MPOrpaMMy, ecnu nojg
pykon HeT ceTn. Oka3biBaeTCsi, MOXHO 060MTUCL N 6e3 Heé. [1oCTaToOYHO 3anyCTUTb KJIMEHTA U CepBepa Ha
OAHOW MawwuHe, a 3aTeM MCMonb30BaTh AN COeAMHEHUS aapec mHTepgerica BHyTpeHHen netn (loopback
interface). B nporpamme emy cooTtBeTcTBYeT kKoHcTaHTa INADDR_LOOPBACK (He 3abyabTe NpuUMeHATb K
Hel dyHkumio htonl!). MNakeTbl, HanpaBnsieMble NO 3TOMY agpecy, B CETb He nonagatT. BMecTo 3Toro oHu
nepeparTca cTeky npotokosos TCP/IP kak ToNbKO YTO NpuHATbIE. TaknMm ob6pa3oM MofennpyeTcs Hananume
BUPTYasibHOW CeTu, B KOTOPOM Bbl MOXETE OT/N1aXMBaTb BalLM CeTeBble NMPUIOXKEHWS.

Ong npocTtoTbl 91 6yay MCNoNb30BaTb B AEMOHCTPALMOHHbBIX NMpUMepax nHTepdenc BHyTpeHHEN NeTu.

IXO0-KJINEHT U 3X0-cepBep

Tenepb, KOraa Mbl U3YYUSIM OCHOBHble dYHKUMK Ans paboTbl C cOKkeTaMu, camoe BpeMsi MOCMOTpPeTb, Kak
OHW WCMNONb3YKOTCSA Ha NpakTuke. 15 3Toro 8 Hanucan ase Hebonbluve AeMOHCTPauMOHHbIE MPOrpaMMbl.
DXO0-KNneHT nocbisiaeT coobuieHne "Hello there!" v BbIBOAUT Ha 3KpaH OTBET cepBepa. Ero koa npueBenéH B
nMcTuHre 1. Oxo-cepBep YMTAET BCE, YTO nepenaéT eMy K/MEeHT, @ 3aTeM NpPOCTO OTNpaBAseT MoslyyYeHHble
AaHHble 06bpaTHOo. Ero Ko coaep>XuTcsa B JINCTUHTE 2.

JINCTUHr 1. 9X0-KJ/INEHT.

#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

char message[] = "Hello there!\n";
char buf[sizeof (message)];

int main()
{
int sock;
struct sockaddr in addr;

sock = socket (AF INET, SOCK STREAM, 0);
if (sock < 0)
{

perror ("socket") ;

exit (1) ;

addr.sin family = AF INET;

addr.sin port = htons(3425); // wmam Js0605t OpPyIroit HOPT. ..
addr.sin_addr.s_addr = htonl (INADDR LOOPBACK) ;

if (connect (sock, (struct sockaddr *)&addr, sizeof (addr)) < 0)
{

perror ("connect") ;

exit (2);
}
send (sock, message, sizeof (message), 0);
recv (sock, buf, sizeof (message), 0);
printf (buf) ;

close (sock) ;

return 0;

JinctuHr 2. 3xo-cepsBep.

#include <sys/types.h>
#include <sys/socket.h>
finclude <netinet/in.h>

https://rsdn.org/article/unix/sockets.xml?print

6/17



13.03.2018 MporpammupoBaHue cokeToB B Linux

int main()

{
int sock, listener;
struct sockaddr in addr;
char buf[1024];
int bytes read;

listener = socket (AF_INET, SOCK_STREAM, O0);
if(listener < 0)
{

perror ("socket") ;

exit (1),

addr.sin family = AF INET;
addr.sin port = htons(3425);
addr.sin addr.s_addr = htonl (INADDR ANY);
if (bind(listener, (struct sockaddr *)é&addr, sizeof (addr)) < 0)
{
perror ("bind") ;
exit (2);

listen(listener, 1);

while (1)
{
sock = accept(listener, NULL, NULL);
if (sock < 0)
{
perror ("accept") ;
exit (3);

while (1)

{
bytes read = recv(sock, buf, 1024, 0);
if (bytes read <= 0) break;
send (sock, buf, bytes read, 0);

close (sock) ;

return O;

OBMEH OATATPAMMAMMN

Kak yxe roBopuiocb, AaTtarpamMmbl MCMOMb3YKOTCA B MNporpaMmax [AOBOSIbHO peako. B 6onblimHCcTBE
CNyyaeB HaAEXHOCTb nepefayn KpUTUYHA AN8 MPUNOXEHUs, U BMeCcTo u3obpeteHuMss cob6CTBEHHOro
HaaéxHoro rnpoTokona nosepx UDP nporpamMmucTbl npeanoyunTatoT ucnosnb3osaTb TCP. Tem He MeHee,
nHorga gatarpaMMbl OKasblBalOTCA Mosie3Hbl. Hanpumep, Mx yaobHO MCNoNb30BaTb Npu TPaHCAMPOBAHUM
3BYKa WM BMAEO NO CETU B peasibHOM BpeMeHU, 0CO6EeHHO Npu WMPOKOBELLATEIbHOM TPaHCIMPOBAHUN.

|_|OCKOJ'Ibe ansa obMeHa AaTarpaMMaMmn He HY>XXHO yCTaHaBJiIMBaTb COeAUWHEHUE, MCMOJZIb30BaTb UX ropasao
npole. Co3aas cokeT ¢ nomowbio socket n bind, Bbl MOXeTe TyT xe MCNONb30BaTb €ro AnsS OTNpaBKU UK
nonyvyeHnsa gaHHblX. [Ans aToro Bam noHagobatca dyHkumm sendto n recvfrom.

int sendto(int sockfd, const void *msg, int len, unsigned int flags,
const struct sockaddr *to, int tolen);
int recvfrom(int sockfd, wvoid *buf, int len, unsigned int flags,
struct sockaddr *from, int *fromlen);

OyHKumMa sendto oueHb Noxoxa Ha send. [1Ba fononHUTeNbHbIX NapameTpa to n tolen vcnonb3ytoTca ans
yKasaHusa agpeca nonyyatens. [lna 3agaHusa agpeca ncnonb3yerca cTpyktypa sockaddr, kak u B cnydyae ¢
dyHKkumnen connect. OyHkuua recvfrom paboTtaeT aHanornyHo recv. lonyuns ouyepegaHoe cooblieHue,
OHa 3anucbiBaET ero agpec B CTPYKTYPY, Ha KOTOpYyto ccbinaetcs from, a 3anucaHHoe konuyectso 6alT - B
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nepemMeHHyl, agpecyemyt ykasateneMm fromlen. Kak Mbl 3Haem, aHanormyHoiM obpasom paboTaeTr
dyHKUMA accept.

HekoTopytlo nyTaHuUy BHOCST rpucoeanHEHHbIe aatarpaMmMHbie cokeTtbi (connected datagram sockets).
[Oeno B ToM, yto ans coketa ¢ TmnoMm SOCK_DGRAM Toxe MOXHO Bbi3BaTb (pyHKUMIO connect, a 3aTeM
ncnonb3oBaTtb send n recv ans obMeHa gaHHbIMU. HY>XXHO MOHMMaTb, YTO HMKAKOro CoOeAMHEHUS NMpPU 3TOM
He ycTaHaBnumBaeTcs. OnepaunoHHas cMCTeEMa NpOCTO 3anoMMHaeT aApec, KOTOpPbIA Bbl nepeaann yHKUnm
connect, a 3atreM UCNoAb3yeT ero npu oTnpaBke AaHHbIX. O6paTuTe BHUMaHMe, 4YTO NMPUCOEAUHEHHbIN
COKET MOXET NoJlydaTb AadHHblI€ TO/IbKO OT COKeTa, C KOTOPbIM OH Coe,qI/IHéH.

Onsa wnnocTtpaumMm npouecca obMmeHa gatarpaMmMaMu S Hanucan ase Hebonblwuve nporpaMmbl - sender
(nuctuHr 3) u receiver (nuctuHr 4). MNMepeas otnpasnseTt coobwenuns "Hello there!" u "Bye bye!", a BTopas
MoJly4yaeT MX U nedaTaeT Ha dKpaHe. [porpamma sender 4EMOHCTPUPYET NMPUMEHEHNE KaK 06bIYHOro, Tak m
NpUCcoeanHEHHOro COKeTa, a receiver UCnosib3yeT O6bIYHbIN.

JNnctuur 3. NMporpamma sender.
#include <sys/types.h>

#include <sys/socket.h>
#include <netinet/in.h>

char msgl[] = "Hello there!\n";
char msg2[] = "Bye bye!\n";
int main()
{
int sock;

struct sockaddr in addr;

sock = socket (AF INET, SOCK DGRAM, 0);
if (sock < 0)
{

perror ("socket");

exit (1) ;

addr.sin family = AF INET;
addr.sin port = htons(3425);
addr.sin_addr.s_addr = htonl (INADDR LOOPBACK) ;
sendto (sock, msgl, sizeof (msgl), O,

(struct sockaddr *)&addr, sizeof (addr));

connect (sock, (struct sockaddr *)&addr, sizeof (addr)):;
send (sock, msg2, sizeof (msg2), 0);

close (sock) ;

return 0;

JNInctuHr 4. NMporpamma receiver.

#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <stdio.h>

int main()
{
int sock;
struct sockaddr in addr;
char buf[1024];
int bytes read;

sock = socket (AF INET, SOCK DGRAM, 0);
if (sock < 0)
{

perror ("socket");

exit (1) ;
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addr.sin family = AF INET;
addr.sin port = htons(3425);
addr.sin _addr.s_addr = htonl (INADDR ANY) ;
if (bind(sock, (struct sockaddr *)&addr, sizeof (addr)) < 0)
{
perror ("bind") ;
exit (2);

while (1)

{
bytes read = recvfrom(sock, buf, 1024, 0, NULL, NULL);
buf [bytes read] = '\0';
printf (buf) ;

return 0;

NCcnonb30BAHUE HN3KOYPOBHEBbLIX COKETOB

Hn3koypoBHeBble COKETbl OTKPbIBAOT Nepes BaMW HOBble FrOpM30HTbl. OHWM NpeaoCTaBNAT MPOrpamMMmUCTy
NOJIHBbIN KOHTPOJIb HaA COAEPXMMbIM MaKeTOB, KOTOpble OTMPaBASAKTCSA B NyTewecTsne no cetn. C apyrom
CTOPOHbl, OHM CJ/IOXHEe B WCMoJb30BaHMM W obnagatoT MNNOXOM NepeHOCUMOCTblo. BoT noudemy
WUCMoJsIb30BaTb WX CreayeT TONbKO B Cny4dyae HeobxoauMoctu. Hampumep, 6e3 HuUxX He 060MTMCbL Npu
pa3paboTke CUCTEMHbIX YTUIUT TUNa ping u traceroute.

MepBbIM A€NOM BbISICHUM, YEM HU3KOYPOBHEBbLIE COKETblI OTNIMYAOTCA OT O6bIYHbIX. PaboTass C 06bIYHbIMU
COKeTaMn, Bbl Nepepaére cucrteMe "uucTtble" paHHble, @ OoHa caMa 3aboTutca o pobaBneHUM K HUM
HeobxoaMMbIX 3arosioBkoB (@ uMHoraa euweé m KoHueBuKoB). Hanpumep, korga Bbl nockiiaete coobuieHne
yepe3 UDP-cokeT, k HeMy aobaBnsieTcs cHadana UDP-3aronoBok, notoMm IP-3arosoBok, a B CaMOM KOHLE -
3aro/IoBOK annapaTHOro MNpOTOKOMa, KOTOPbIM WCMOMb3yeTcsa B Ballel JioKanbHOW ceTn (Hanpumep,
Ethernet). B pe3ynbTaTe nonyyaercs Kaap, NOKa3aHHbINM Ha pUCyHKe 1.

3aronoBoK | 3aronoBok | 3aronoBok TaHHLIe
Ethernet P ubP

PucyHok 1

Hn3koypoBHeBble COKeTbl MO3BONAKT BaM BKA4YaTb B bHydep € AaHHbIMW 3aro/IOBKM  HEKOTOPbIX
NMpoOTOKON0B. Hanpumep, Bbl MOXETE BK/IIOYMNTbL B Bawe coobueHmne TCP- nnm UDP-3aronoBok, NnpeaocrtaBus
cucteme cdopmmposaTb Ana Bac IP-3zaronoBok, a Moxerte Boobuwe cdhopMumpoBaTb BCE 3arofloBKU
camocToaTenbHO. PasymeeTcsa, npu 3TOM BaM NpuAETCA M3yunTb paboTy COOTBETCTBYHOLWMX NMPOTOKOSIOB U
cTporo cobnioctn dopMaT Ux 3arosloBKOB, MHave nporpamma pabotatb He byaer.

Mpn paboTe C HM3KOYPOBHEBbLIMM COKETaMW BaM NPUAETCS yKasbiBaTb B TpeTbeM napaMeTpe (yHKUMMU
socket TOT NMpOTOKOA, K 3arosioBKaM KOTOPOro Bbl XOTUTE MONYYUTb AOCTYn. KOHCTaHTbl ANl OCHOBHbIX
npotokonoB Internet o6bsaBneHbl B daine netinet/in.h. OHn umetoT Bng IPPROTO_XXX, roe XXX-
Ha3BaHue npotokona: IPPROTO_TCP, IPPROTO_UDP, IPPROTO_RAW (B nocrnegHeM Ccriy4yae Bbl
noslyymTe BO3MOXHOCTb NopaboTtaThb ¢ "cbipbiM" IP 1 dopMupoBaTth IP-3arofioBKU BPYUHYIO).

Bce yncnosble AaHHbIE B 3aronoBKax AO/MKHbI 3anncbiBaTbC B ceTeBoM dopmaTe. Mo3ToMy He 3abbiBaiiTe NCNonbL30BaThb
¢dyHkumm htons n htonl.

YT106bI NPpONNNOCTPMPOBATL BCE 3TO NPMMEPOM, S Nepenucan nporpaMmmy sender U3 npeablayLero pasaena
C UCnosb3oBaHMeM HU3KOypoBHeBbIX UDP-cokeToB. [py 3TOM MHe NpuLnock BpyyHyt popmuposaTb UDP-
3aronoBokK oTnpasfaseMoro coobuieHus. A Bbibpan ana npumepa UDP, NoToMy 4TO y 3TOro MNpoOTOKONa
3aronoBOK BbIMAAUT COBCEM MPOCTO (PUCYHOK 2).

MopT oTnpaeuTENA MopT nonydatens
(16 6uT) (16 GuT)
HnWHa (2aronoBok+aaHHelE) KOHTRONEHAA CytarE
(16 BWT) (16 GWT)
PucyHok 2
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Koa npumepa npusBenéH B nuctuHre 5. Xouyy obpaTuTb Balle BHMMaHWe Ha HECKOJIbKO MOMeHTOB. Bo-
nepBblX, 1 He CTan 3agaBaTb HOMep nopTa B CTpykType sockaddr_in. MockonbKy 3TOT HOMEpP COAEPXUTCS
B UDP-3aronoBke, oT nons sin_port yxe Huyero He 3aBUCUT. Bo-BTOpbIX, S 3anuMcan B KadecTsBe
KOHTPO/SIbHOW CYMMbl HOMb, 4TOBbl He yTOMANATb Bac €€ BbluMcneHuem. [lpotokon UDP gaBnseTtcs
HeHaAéXHbIM Mo CBOEN npupoae, MO3TOMY OH AOMNyckaeT NoAobHYK BOMbHOCTbL. HO Apyrne npoTOKONbI
(Hanpumep, IP) MoryT n He gonyckaTb. HakoHel, obpaTuTe BHMUMaHue, 4YTo BCce AaHHble UDP-3aronoBka
dopmaTupytoTca ¢ ncnonb3osaHmem htons.

Jinctuur 5. NMNporpamma sender ¢ N1CNOIb30BaHUEM HU3KOYPOBHEBbIX COKETOB.

finclude <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

struct UdpHeader

{
u_short src port;
u short targ port;
u_short length;
u_short checksum;

i

char message[] = "Hello there!\n";
char msgbuf[1024];

int main ()

{
int sock;
struct sockaddr in addr;
struct UdpHeader header;

sock = socket (AF INET, SOCK RAW, IPPROTO UDP);
if (sock < 0)
{

perror ("socket");
exit (1) ;

addr.sin family = AF INET;

addr.sin addr.s_addr = htonl (INADDR LOOPBACK) ;
header.targ port = htons(3425);

header.length = htons (sizeof (header) +sizeof (message)) ;

header.checksum = 0;

memcpy ( (void *)msgbuf, (void *)&header, sizeof (header));
memcpy ( (void *) (msgbuf+sizeof (header)), (void *)message, sizeof (message));

sendto (sock, msgbuf, sizeof (header)+sizeof (message), O,
(struct sockaddr *)&addr, sizeof (addr));

close (sock) ;

return 0;

DOYHKUMWN Ona PABOTbl C AAPECAMU 1 DNS

B aTom pasgene Mbl 06CyauMM HECKOSIbKO (PyHKUMIA, 6€3 KOTOpbIX MOXHO HammcaTb y4debHbili mpuMmep, HO
6e3 koTopbIX Bpsaa i o6onaétcsa peanbHasa nporpamma. MNockonbKy Ana naeHtTndukaummn xoctos B Internet
WMPOKO MCMNOJb3YTCA AOMEHHble WUMEHa, Mbl AO/DKHbl U3Yy4unTb MexaHusM npeobpasoBaHus ux B IP-
agpeca. Kpome Toro Mbl M3y4mM HECKOJbKO YAOOHbIX BCNOMOraTenbHbIX QYHKUNNA.

IP-agpeca nNpuvHATO 3anucbiBaTb B BMAE YETbLIPEX uucen, pa3fenéHHblx Toykamu. [ns npeobpasoBaHus
agpeca, 3anvMcaHHOro B TakoM dopMmaTte, B 4YMCNO M HaAobOpOT WCMOAb3YETCA CEMENCTBO (YHKLUUMN
inet_addr, inet_aton v inet_ntoa.

#include <sys/socket.h>
finclude <netinet/in.h>
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#include <arpa/inet.h>

int inet aton(const char *cp, struct in addr *in p);
unsigned long int inet addr (const char *cp);
char *inet ntoa(struct in addr in);

OyHkuma inet_addr vacto mcnonb3yetrcs B nporpamMmax. OHa NpuMHMMaeT CTPOKY M BO3BpallaeT agpec
(yxe c ceTeBblM MOpsSAKOM cnegoBaHusa 6auntos). lpobnemMa c 3TOM (QyHKUMEA COCTOMT B TOM, 4TO
3HayeHne -1, Bo3BpallaeMoe el B c/lyvyae owWubkK, SABNSETCA B TO XXE€ BPEMS KOPPEKTHbIM aApecoMm
255.255.255.255 (wmpokoBewaTtenbHbIn agpec). BoT noyeMy celivac pekoMeHayeTcs ucnonb3oBaTtb bonee
HoByto dyHkuuto inet_aton (Ascii TO Network). ina o6paTtHoro npeobpasoBaHus ncnonblyetrcs dyHKLUMSA
inet_ntoa (Network TO Ascii). O6e atn dyHkunm paboTatoT ¢ agpecamm B ceteBoM dopmaTe. ObpaTute
BHMUMaHWe, YTo B cnyyae owmnbku oHM Bo3spawatoT 0, a He -1.

Ons npeobpa3oBaHna AoMeHHOro uMeHn B IP-agpec ncnonbdyetcs ¢pyHkums gethostbyname.

#include <netdb.h>

struct hostent *gethostbyname (const char *name);

OTa yHKUMS NonyyaeT MMsS XOCTa M BO3BpallaeT yKasaTeSlb Ha CTPYKTYpYy C ero onMcaHueM. PaccMoTpuMm
3Ty CTPYKTYypy 605ee nogpobHo.

struct hostent {

char *h name;

char **h aliases;
int h addrtype;
int h length;

char **h addr list;

i
#define h addr h addr 1list[0]

h_name. Nmsa xocTa.

h_aliases. MaccuB cTpoK, coaepkallunx nceBAoHMMbI XocTa. 3aBepllaeTtcs 3HavyeHmem NULL.
h_addrtype. Tun agpeca. Ans Internet-nomeHa - AF_INET.

h_length. JnnHa agpeca B 6anTax.

h_addr_list. MaccuB, coaepxawmii agpeca BCeX CeTeBbIX WHTepdENCOB XOCTa. 3aBepulaeTcs
Hyném. ObpaTute BHMMaHue, 4To 6anTbl KaXAOro agpeca XpaHSATCs C CeTeBblM NMOpsAKe, MO3TOMY
htonl Bbi3bIBaTb HE HYXHO.

Kak Bnanm, gethostbyname Bo3BpallaeT 4ocTaTouHO NOAHYO MHbOpMaumio. Ecnn Hac nHTepecyet agpec
X0CTa, Mbl MoXeM BbibpaTb ero u3 maccuBa h_addr_list. Yacto 6epyT cambiii nepBbiit agpec (Kak Mbl
BUAENW BbllWe, ANS CCbIIKWM Ha Hero onpeaenéd cneuuanbHbin Makpoc h_addr). [ins onpeaeneHns MMeHu
X0CTa No agpecy ucrnonb3dyetcsa ¢pyHkuus gethostbyaddr. Bmecto cTpokn oHa nony4daeT agpec (B Buae
sockaddr) n Bo3BpauwlaeT ykasartenb Ha Ty Xe camyto cTpykTtypy hostent. Ucnonb3sys atn agBe dyHKUuK,
HY>XHO MOMHWUTb, YTO OHM coobwarT 06 owmnbke He Tak, Kak OCTallbHble: BMECTO yKa3aTess BO3BpallaeTcs
NULL, a paclwumMpeHHbIn Kog owunbkm 3anucbiBaeTcs B rnobanbHyto nepeMeHHyto h_errno (a He errno).
COOTBETCTBEHHO, A7 BbiBOAA AMarHocTMyeckoro coobuweHus cneayeT ucnosnb3oBaTe herror BmecTo
perror.

Cnepyet uMeTb B Buay, 4to dyHkumn gethostbyname un gethostbyaddr Bo3BpawatoT ykasatenb Ha CTaTU4ecKyto
obnactb nNamMaTU. DTO O3HA4yaeT, YTO KaxAoe HOoBoe obpalleHue K OAHOM M3 3TUX (PYHKUMI NpuBeaET K nepesanucu
[AaHHbIX, NOJyYeHHbIX NpU NpeblayweM obpaLleHunm.

B 3akitoyeHue paccMOTpuM ewé oAHO CEMENCTBO nosie3Hbix GyHkumi - gethostname, getsockname u
getpeername.

#include <unistd.h>

int gethostname (char *hostname, size t size);
OyHkumsa gethostname wcnonb3yetrcsas AnsS nNosy4vyeHUss WMMEHM NoKanbHOro xocta. [anee ero MOXHO
npeobpasoBatb B agpec npu nomowun gethostbyname. 310 paér Ham cnocob6 B nob6oli MOMeHT

nporpaMMHO MNoNyyYnTb aapec MawuHbl, Ha KOTODOVI BbIMONMHAETCA Halla nporpaMma, 41O MOXET 6bITb
NnoJsie3HbIM BO MHOTUX Cliy4dadax.
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#include <sys/socket.h>

int getpeername (int sockfd, struct sockaddr *addr, int *addrlen);

OyHKUuMS getpeername no3sonser B 060 MOMEHT y3HaTb agpec COKeTa Ha "apyrom KoHue"
coeanHeHuns. OHa nosy4yaeT AeCKpUNTOp COKeTa, COeAMHEHHOro C yAanéHHbIM XOCTOM, W 3anucbiBaeT
aZpec 3TOro xocta B CTPYKTYpY, Ha KOTOpYto ykasbiBaeT addr. ®dakTnyeckoe KonmM4yecTBo 3anmcaHHbiX 6ainT
noMewaerca no agpecy addrlen (He 3abyabTe 3anucaTb Tyaa pa3Mep CTpykTypbl addr o Bbi30Ba
getpeername). lMosy4yeHHbIi agpec npu HeobxoaMMOCTM MOXHO mnpeobpa3oBaTb B CTPOKY, WUCMOJb3yS
inet_ntoa nnn gethostbyaddr. ®yHkuus getsockname no HasHauyeHuio obpaTHa getpeername wu
Nno3BoOSISEeT OnpeaennTb agpec CokeTa Ha "HaleM KOoHue" coegnHeHuns.

[MTAPANNENIbHOE OBC/TY>XXWUBAHUE KJIMEHTOB

Cnenymownii BaXHbI BOMPOC, KOTOPbIM HaM MNpeacTouT o6CyauTb, - 3TO napasnnenbHoe o06CnyXuBaHue
KnneHToB. OTa npobnema CTaHOBUTCS aKTyalbHOW, Koraa cepBep A[okeH obcnyxueaTb 6onblioe
KONMM4ecTBO 3anpocoB. KOHeYHO, Ha MallMHe C OAHUM MPOLEecCOPOM HacCTosIWen napanfnenbHOCTU A0CTUYb
He vypactca. Ho paxe Ha o4HOW MalwWHe MOXHO A06UTbCA  CYLUECTBEHHOrO BbiUrpbilla B
Npon3BoOAUTENBHOCTU. [ONyCcTUM, cepBep OTNpaBW/l Kakue-TO AaHHble KIWEHTY W XAET NOATBEPXAEHWUS.
MNMoka OHO MyTelecTByeT MO CETU, CepBep BMOJSIHE MOr Obl 3aHATLCSA APYrMMU KAueHTamu. [insg peanusaunn
Takoro anroputMa obcny>XmMBaHUs CyLecTBYeT MHOXECTBO CNocob0B, HO Yalle BCEro NMpuUMEHSIoTCS ABa U3
HUX.

Cnocob6 1

OTOT cnocob noapasymeBaeT co3fgaHue go4YepHero npouecca ansa ob6ciy>XMBaHMS KaX4oro HOBOro KJMEHTa.
Mpn 3TOM poANTENbCKUMA MPOLECC 3aHUMAETCsl TOJMIbKO MpOCAyLMBaHWEM MopTa U NPUEMOM COEANHEHWUNA.
YT10o6bl 4O6MTBCA Takoro rnoeeaeHus, cpasy nocsie accept cepsep Bbi3biBaeT dyHkuuto fork ans cospaHus
poyepHero npouecca (8 npegrnonarat, 4To BaM 3HakoMa ¢yHkuus fork; ecnm Het, obpatutecb K
OOKyMeHTauuun). [anee aHanuM3anpyeTcs 3HadeHue, KOTOpoe BepHy/na 3Ta (yHKuusa. B poanTenbckom
npoLecce OHO COAEPXUT MAeHTUDUKATOP AOYEpHEero, a B AOYEPHEM Mpouecce paBHO HyNw. Mcnonb3ys
3TOT Mpu3HaK, Mbl MeEpexoauM K o4vepenHOMY Bbi30BY accept B poaMTenbCKOM npouecce, a A0YEepHUi
npouecc ob6cnyxuBaeT KNneHTa u 3aBepliaeTcsa (_exit).

C ncnonb3oBaHMEM 3TON METOAMKM Hal 2X0-CepBep nepenuniieTcsa, Kak noka3aHo B JINCTUHIE 6.

JinctuHr 6. 3xo-cepBep (Bepcusna 2, fork)

#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>

int main()

{
int sock, listener;
struct sockaddr in addr;
char buf[1024];
int bytes read;

listener = socket (AF _INET, SOCK_ STREAM, O0);
if(listener < 0)
{

perror ("socket");

exit (1) ;

addr.sin family = AF INET;
addr.sin port = htons(3425);
addr.sin_addr.s_addr = INADDR ANY;
if (bind(listener, (struct sockaddr *)&addr, sizeof (addr)) < 0)
{
perror ("bind") ;
exit (2);

listen(listener, 1);

while (1)
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sock = accept(listener, NULL, NULL);
if (sock < 0)
{

perror ("accept");

exit (3);

switch (fork())
{

case -1:
perror ("fork") ;
break;

case 0:
close(listener);
while (1)
{
bytes read = recv(sock, buf, 1024, 0);
if (bytes read <= 0) break;
send (sock, buf, bytes read, 0);

close (sock) ;
_exit (0);

default:
close (sock) ;

close (listener);

return 0;

OueBnAHOE NPENMYLLECTBO TAaKOro NoAxoAa COCTOUT B TOM, YTO OH MO3BOJIIET NMCaTb BECbMA KOMMAKTHbIE,
MOHSATHbIE NPOrpaMMbl, B KOTOPbIX KOJ YCTAHOBKM COEAMHEHMUSA OTAENEH OT KoAa 06CNyXMBaHUA KnneHTa. K
COXasfIeEHUIO, Y HEero ecTb WU HeaoCTaTKU. Bo-mepBbiX, €CNU K/MEHTOB OYeHb MHOro, CO3[4aHMe HOBOro
npouecca ans 06CNy>KMBaHUA KaXKAoro U3 HUX MOXET OKa3aTbCs C/IMLIKOM [OpOrocTosilei onepaumei. Bo-
BTOPbIX, Takoli cnoco6 HesABHO MoApasyMeBaeT, YTO BCE K/MEHTbl OBCNYXMBAKTCA HE3aBMCMMO ApYr OT
apyra. OAoHako 3TO MOXET 6biTb He Tak. Ecnu, K npuMepy, Bbl MULIETE 4YaT-CepBep, TO Balla OCHOBHas
3ajava - NoAAepXuBaTb B3aMMOAENCTBME BCEX K/IMEHTOB, MPUCOEAUHUBLIUXCA K HEMY. B 3Tux ycnosusx
rpaHuUbl MeXay MpoueccaMn CTaHyT AnA Bac CepbE&3Hol nomexoi. B nogobHoM cnyyae Bam cneayet
CepbEé3HO paccMOTPETh ApYroi cnocob 06CnyKMBaHUSA KINEHTOB.

Cnocob6 2

BTopoli cnoco6 ocHOBaH Ha MCNonb3oBaHUW Hebsokupyrowmx cokeros (nonblocking sockets) n dyHKUnK
select. CHauana pa3bepémcqa, uto Takoe Hebnokupyrowme cokeTbl. COokeTbl, KOTOpble Mbl A0 CUX MNOP
ncnonb3oBanu, aensanuce 6okupyrowmmy (blocking). 3To Ha3BaHMe o03HayvaeT, YTO Ha BPeMS BbINOJSIHEHUS
onepaumun c TakKMM COKETOM Balla nporpamMma 6nokupyeTca. Hanpumep, ecnv Bbl Bbi3BaJN Fecv, a AaHHbIX
Ha BalLeM KOHLe COeAMHEHNS HET, TO B OXXMAAHUM UX NpuxoAa Balla nporpaMma "3acbinaer". AHanornyHas
cuTyaumsa HabniopaeTcs, Koraa Bbl Bbi3biBaeTe accept, a oyepefb 3anpocoB Ha coeAnHeHue nycra. 370
noBeAeHne MOXHO M3MeHUTb, ncnonb3dysa dyHkuuio fentl.

#include <unistd.h>
#include <fcntl.h>

sockfd = socket (AF INET, SOCK STREAM, O0);
fentl (sockfd, F_SETFL, O NONBLOCK) ;

OTa HecnoXHas orepauns npeBpallaeT CoOKeT B Hebnokupywwuii. Bbi3oB nwbor QyHKUUMM C TakuMm
cokeToM 6yaeT Bo3BpalwaTb ynpaBneHne HemeaneHHo. MNpuuém ecnn 3atpeboBaHHas onepaums He bbina
BbIMOJSIHEHA A0 KOHUA, (QYHKUMS BEPHET -1 M 3anuweT B errno 3HadyeHne EWOULDBLOCK. YT1o6bl
[OXAATbCS 3aBepLIeHUss onepauun, Mbl MOXEM OMnpalunBaTbh BCE HalM COKETbl B LMKJE, MOKa Kakas-To
dYHKUMA He BepHET 3HayeHne, otnmyHoe oT EWOULDBLOCK. Kak TonbKO 3TO Npou30MA&T, Mbl MOXeEM
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3anyCTUTb Ha BbINOSIHEHWE C/leAyloWyo onepauuid C 3TMM  COKETOM U BEepHYTbCA K HaweMmy
onpawwuBatwowemMy umkny. Takas TakTuka (HasblBaeMas B aHrnosA3bi4HOM nuTepatype  polling)
pabotocnocobHa, HO oueHb HeaddeKTUBHA, MOCKONbKY MNPOLECCOPHOE BpeMs TpaTUTCA BMYCTYHO Ha
MHOrokpaTHble (1 6e3pe3ynbTaTHbI€) ONpOoChl.

YT0obbl MCNpaBuTb CUTyauutlo, UCnonb3yT ¢yHKkuuio select. 3Ta dyHKUMS NO3BOMSET OTCNEXMBATb
COCTOSIHME HecKoNbkux darnnosbix Ageckpuntopos (a B Unix K HUM OTHOCATCS M COKETbl) OAHOBPEMEHHO.

#include <sys/time.h>
#include <sys/types.h>
#include <unistd.h>

int select(int n, fd set *readfds, fd set *writefds,
fd set *exceptfds, struct timeval *timeout):;

FD CLR(int fd, fd set *set);
FD ISSET (int fd, fd set *set);
FD SET (int fd, fd set *set);
FD_ZERO (int f£d);

dyHkums select paboTtaeT ¢ Tpemsa MHOXeCTBaMM AECKPUNTOPOB, Kaxaoe u3 koTopbix umeet Tun fd_set. B
MHoXxecTBO readfds 3anucbiBaloTCA AeCKpPMNTOPbl COKETOB, M3 KOTOPbIX HaM TpebyeTcsi uuMTaTbh AaHHble
(cnywatouwme cokeTbl A06aBASOTCA B 3TO Xe MHOXecTBo). MHoxectBo writefds aonxHo coaepxaTb
AECKpUNTOpbl COKETOB, B KOTOpble Mbl cobupaemcs nucatb, a exceptfds - feckpunTopbl COKETOB, KOTOPblE
HY>XHO KOHTPO/IMPOBaTb Ha BO3HWKHOBeHWe owunbkn. Ecnm kakoe-TO MHOXEeCTBO BaC He WHTEpPeCyloT, Bbl
MOXeTe nepeaaTb BMecTo ykasatensa Ha Hero NULL. YTo kacaeTcs agpyrux napamMeTpoB, B N HYXHO
3anucaTb MakcuMasbHOe 3HayeHue AeCcKpunTopa Mo BCEM MHOXECTBaM MAC eauHuua, a B timeout -
BeNnumHy TanmayTta. CtpykTtypa timeval nmeet cneayowmnii popmar.

struct timeval {
int tv_sec; // CeKyHOEI
int tv_usec; // MMKPOCEKYHIE

bz

Mone "MuKpocekyHAbl" cMOTpUTCA BrnedyaTnswwe. Ho Ha npakTtmke BaM He A06UTbCA TakoM TOYHOCTMU
W3MEepEeHUss BPEMEHM nMpu wucnosnb3oBaHum select. PeanbHass TOYHOCTb oOKaxeTca B panoHe 100
MWISTNCEKYHA.

Tenepb 3aMMEMCS MHOXECTBaMWM AeCcKpuMnTopoB. s paboTbl C HUMKU NpeaycMoTpeHbl pyHkunm FD_XXX,
NnoKasaHHble BbllWe; WX MCMOAb30BaHMe MOSIHOCTbIO CKPbiBaeT OT HAc AeTaJn BHYTPEeHHero yCTpoMCTBa
fd_set. PaccMOTpMM nx Ha3sHayeHMe.

= FD_ZERO(fd_set *set) - ounwaer MHOXxecTBO set

= FD_SET(int fd, fd_set *set) - nob6asnset geckpuntop fd B MHOXecTBO set

= FD_CLR(int fd, fd_set *set) - yaoanset geckpuntop fd ns mHoxecTBa set

= FD_ISSET(int fd, fd_set *set) - npoBepseT, coaepxutcs nn geckpuntop fd B MHOXecTBe set

Ecnu xoTa 6bl OAMH COKET roTOB K BbIMOJIHEHUIO 3aaHHOW onepauuu, select Bo3BpallaeT HeHynesoe
3HayeHne, a BCe [AeCKpUNTOopbl, KOTOopble npuBenu K "cpabaTbiBaHMO" GYHKUWM, 3anucbiBalOTCA B
COOTBETCTBYIOLLME MHOXECTBA. IJTO MO3BOMASET HaM MpoaHanAM3MpoBaTb COAEpXallMecs B MHOXEeCTBaX
AEeCKpUNTOpbl WM BBLIMOMHUTL HaZ HMMU Heobxoaumble pfelictBusi. Ecnu cpaboTtan TarimayT, select
BO3BpalLaeT HOJb, a B ciyyae ownbkm -1. PacluMpeHHbIN KoA 3anucbiBaeTcsl B €rrno.

MporpaMMbl, ncnonb3ytowme HebnokupyrLwmne coketol BMecTe ¢ select, nony4yaloTcs BecbMa 3anyTaHHbIMU.
Ecnn B cnyyae c fork Mbl CTpOMM NOrMKY MporpaMMbl, Kak 6yaTO KIMEHT BCEro OAWMH, 34eCb nporpamma
BbIHYXA€EHa OTC/ieXuBaTb AECKPUNTOpbl BCeX KAMeHToB W paboTtaTb C HUMM napannenbHo. YTobbl
NpOMNIOCTPMPOBaTb 3TY METOANKY, 1 B OMepefHOM pa3 nepenucasn 3Xo-cepBep C ucnonb3osaHnem select.
HoBas Bepcus npuBeneHa B nnctuHre 7. Obpatute BHUMaHuWe, 4YTO 3Ta NporpaMMma, B OT/IMYMe OT BCeX
OoCTanbHbIX, HanmcaHa Ha C++ (a He Ha C). 4 Bocnosnb3oBascsa knaccom set ns 6mbnmotekn STL sa3bika
C++, uyTo6bI 06n€erunTb paboTy c HAboOpoM AECKPUNTOPOB M caenaTb eé 6osiee NOHATHOMN.

JNinctuHr 7. 9xo-cepsep (Bepcua 3, Hebnokupyrowme cokerbl u select).

#include <sys/types.h>
#include <sys/socket.h>
#include <sys/time.h>
#include <netinet/in.h>
#include <stdio.h>
#include <unistd.h>
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#include <fcntl.h>
#include <algorithm>
#include <set>

using namespace std;

int main()

{

int listener;

struct sockaddr in addr;
char buf[1024];

int bytes read;

listener = socket (AF INET, SOCK STREAM, O0);
if (listener < 0)
{

perror ("socket") ;

exit (1),

fcntl (listener, F SETFL, O NONBLOCK) ;

addr.sin family = AF INET;
addr.sin port = htons(3425);
addr.sin_addr.s_addr = INADDR ANY;
if (bind(listener, (struct sockaddr *)&addr, sizeof (addr)) < 0)
{
perror ("bind") ;
exit (2);

listen(listener, 2);

set<int> clients;
clients.clear () ;

while (1)
{
// BanoJyIHIeM MHOXEeCTBO COKETOB
fd set readset;
FD ZERO (&readset) ;
FD SET (listener, &readset);

for (set<int>::iterator it = clients.begin(); it != clients.end();
FD SET(*it, &readset);

// BapaéMm TanmMayT
timeval timeout;
timeout.tv _sec = 15;
timeout.tv _usec = 0;

// Xném cOOGHTMS B OIHOM M3 COKETOB

int mx = max(listener, *max element (clients.begin(), clients.end()));

if (select (mx+1, &readset, NULL, NULL, &timeout) <= 0)
{

perror ("select");

exit (3);

// OmpenesisieM Tul COOEITHMS M BBEIIOJIHAEM COOTBETCTBYIIME IEHMCTBUS
if (FD ISSET (listener, &readset))
{
// HocTynus HOBEI 3amlpoC Ha COeOMHEHME, MCIOJIB3yeM accept
int sock = accept(listener, NULL, NULL);
if (sock < 0)
{
perror ("accept");
exit (3);

fcntl (sock, F SETFL, O_NONBLOCK);

clients.insert (sock);
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for (set<int>::iterator it = clients.begin(); it != clients.end(); it++)

{
if (FD ISSET (*it, &readset))

{

// IMocTymnmin OAaHHEE OT KJIMEeHTAa, YMTaeM MUX
bytes read = recv(*it, buf, 1024, 0);

if (bytes read <= 0)
{
// CoemmHeHMe pas3opBaHO, yHaJlseM COKEeT M3 MHOXECTBA
close (*1it) ;
clients.erase(*it);
continue;

// OrmnpasjiseM LaHHEE OOPATHO KJIMEHTY
send (*it, buf, bytes read, 0);

return 0;

PABOTA NO CTAHAAPTHbLIM NMPOTOKOJIAM

Kak s yXxe rosopwus, COKETbl MOryT WCMOMb30BaTbCA MNPU HaNMCaHUW MNpuUAoXeHun, paboTatowmnx no
npoTokonam npuknagHoro yposHs Internet (HTTP, FTP, SMTP un 1. 4.). MNpn 3TOM B3anMoAeNCTBME KIIMEHTA
N cepBepa MNpPOMCXOAMT MO TOW >Xe CaMOl CxeMe, YTO U B3auMOALENCTBME 3XO-K/IMEHTa U 3X0-cepBepa B
HaweM npumepe. PasHuMua B TOM, 4YTO pJAaHHble, KOTOpbIMM OO6MEHMBAKOTCA KINEHT W CepBep,
WHTEPNPETUPYIOTCHA B COOTBETCTBUM C NpeAnUCaHMsaMM COOTBETCTBYHOLEro NpoToKoa.

Hanpumep, Be6-cepBep MOXeT paboTaTb MO CeAYIOLEMY anropuTmy.

1. Co3paém cnywarwwmim coket n npuesasbiBaeM ero Kk 80-my nopTty (cTaHAapTHbin nopT ans HTTP-
cepBepa).

. MpuHMMaem o4vepenHOM 3aNpoc Ha CoefMHEHMNE.

. YUntaem HTTP-3anpoc oT knneHTa (OH UMeeT CTaHAapTHbIA dopMaT n onmcaH B RFC2616).

. ObpabaTbiBaeM 3anpoc n OTNpaBAsEM KJIMEHTY OTBET, KOTOPbI TakXe nMeeT CTaHaapTHbIN dopmMar.

. PazpbiBaem coegnHeHue.

auhrwnN

Be6-6poy3ep, KOTOprVI ABNAETCA KNINEHTOM MO OTHOLWEHUIO K Be6-cepBepy, MOXeT MCMOJIb30BaTb MOX0XUMN
anropuTMm.

1. CoeamHsieMcsa C cepBepoOM MO 3a4aHHOMY ajapecy.

2. OTnpasnsem emy HTTP-3anpoc.

3. Monyyaem wn obpabaTbiBaeM oTBeT cepBepa (HanpuMmep, dopmaTupyeM W BbIBOAMM Ha 3KpaH
nony4deHHyo HTML-cTpaHuuy).

4, Pa3pbiBaeM coegnHeHMne,

Kak snaum, B pa60Te Nno CTaHAApPTHbIM MPOTOKOJIaM HET HUYEro CJZI0XKHOIro Uan npuHUmnmaiabHO HOBOrO.

[TPOPBLIB 3A MPEAEMBLI MAAT®OPMbI

B mupe Internet B3anmogencreme nporpamMm, paboTatowmx Ha pasHbIX NnaTtdopmMax, BCTpeyaeTCs Cniowb 1
psagoM. Tak, NMpakTUYeCKM execekyHAHo odepeaHon Internet Explorer noacoeanHsieTcs k Beb-cepsepy
Apache, a ouepepHoi Netscape Navigator coBeplieHHO CMOKOWHO noakntodaetrca k IIS. BoT nouvemy
BeCbMa MNOMIe3HO nucaTb MNporpaMmbl TakK, 4YTOObl MX MOXHO O6bino 6e3 Tpyda NepeHoCUTb Ha Apyrue
nnaTtdopMbl. B 3TOM pasgene Mbl NOCMOTPUM, KakK MepeHoCUTb Linux-nporpaMMbl, MCNOMb3YOLWNE COKETHI,
Ha nnatdopmy Windows.

Cnuncok oCHOBHbIX oTnmumin socket API n Winsock API BbIrnsanT npnMMepHo Tak.

= B Windows Habop 3aronoBoyYHbIX aisioB CyLwecTBEHHO yMeHbleH. CO6CTBEHHO roBOps, BaM HYXHO
BKNIOUMTL Bcero oauH darnn winsock.h (nnn winsock2.h, ecnn Bbl XOTUTE WCMNOMbL30BaTb
pacwunpeHHble Bo3MOXxHoCcTM Winsock 2).

= B Windows 6ubnunoteky Winsock Heo6xoanMo SBHO NpovHMUMann3npoBaTb A0 obpalleHuns K nobbim
ApyruM  dYHKUMAM M3 Heé. DTo AJenaetca C nomowbo @yHkumn WSAStartup. Kpome ToOro,
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cywecteyeT dyHkuna WSACleanup, KOTOpyl creayeT Bbi3blBaTb MO 3aBeplieHun paboTbl C
cokeTamu.

= Kak Mbl 3HaeM, B Linux geckpunTtopbl cokeToB uMmetoT Tvn int. B Windows cokeTbl He saBnstoTcA
dannoBbiMM peckpuntopamu, nostomy ans Hux BBeaéH cBo Tvn SOCKET. XoTa 3ToT TvN M
obbsaBneH kak u_int, nonaratbCcs Ha 3TO B NporpaMMe He cnejyer.

= B Windows ans paboTbl C cokeTaMn He Mcnonb3ylTcs dyHKUuMn dannosoro seoaa/BbiBoaa (read u
write). Bmecto close ncnonb3syetcs closesocket.

= B Windows rnobanbHasi nepeMeHHas errno He MCNosib3yeTcs. BMmecTo 3Toro koa nocnegHen owmbku
COXPAHAETCS CUCTEMOM ANA KaxAoro noTtoka oTaenbHOo. YTobbl ero nonyunTb, MCNOJb3yeTcs
dyHkumnsa WSAGetLastError.

= B Windows BBeAeHbl [AOMNOJIHUTE/IbHbIE KOHCTaHTbl, KOTOpble cneayeTr MpUMEHSATb BMECTO
KOHKpPETHbIX yucen. Tak, 3HayeHus, Bo3Bpawaemble dyHkumaMn Winsock, cnepgyeTr cpaBHuMBaTb C
koHcTaHTamn INVALID_SOCKET v SOCKET_ERROR, a He c -1.

Ecnu nepenucatb HaWw 3XO-KJAMEHT C Yy4YETOM npuBeaéHHbiX ocobeHHocTer Winsock API, a 3artem
ckomnunmposaTtb ero nog Windows (Hanpumep, ¢ nomowbto Visual C++), OH BMNO/HE CMOXET
B3aMMOAENCTBOBATb C 3X0-cepBepoM, paboTatowmm nog Linux. Takum o6pa3om, COKETbI MO3BONSAIOT PELNTb
npobnemy kpoccnnatdopMeHHOro B3auMoAenCcTBUA ABYX MPUTTOXKEHWUN.

K coxaneHuto, pasnnumsa socket API m Winsock He orpaHuumBatoTcs npuBeaEHHbIM cnuckoM. [lpu
nopTupoBaHum 6onee CNoXxHblX, "MpoABMHYTbIX" MPOrpaMM HauyMHaKT BO3HMKaTb 6osiee npuHuMnmanbHble
npobnembl. Hanpumep, nog Windows cyLlecTBYOT OrpaHMYeHus B NOAAEPXKE HU3KOYPOBHEBbLIX COKETOB
(oHn Bnepeble nosiBuNMCb B cneumdukaunm Winsock 2, a BO3MOXHOCTb HanpsMyl MaHunyauposaTb IP-
3arosioBkamMn goctynHa Tonbko nog Windows 2000). Kpome Toro, npobnembl MOryT BO3HWUKHYTb C
dYHKUMAMKN, HE UMerLWMMU NpsSMOro oTHoweHus K socket API. Tak, B Windows HeT npsiMoro aHanora
dyHkumn fork, v ansa opraHuMsauuu napannenbHoro 06CNyXMBAHUS KIMEHTOB MNpUAETCA NpuberHyTb K
ApYrvM cpeacTBam.

SAKJTIOYEHUE

B 3Tol cTaTbe Mbl pacCMOTPENU Lenblil psa BaXHbIX acreKToB NMPOrpaMMUPOBAHUSA COKETOB. TEM CaMbIM Mbl
3a710KMIN MPOYHYKO OCHOBY ANS AanbHEWWuMX uccneaoBaHwin B 3Tok obnactu. Pasymeetcs, 6onbluioe
KOMYeCTBO AeTafien OoCTanoCb 3a paMKaMu Haweln 6eceabl. Ho Tenepb Bbl CMOXeETe CaMOCTOATENIbHO
noyepnHyTb HeaocCTaloLwy KHMOpPMaUMIo M3 man-cTpaHuy Linux u mn3 cobCTBEHHOrO MNpaKTUYecKoro
onbiTa. XKenat yaauu.

JTioboli us Mamepuanos, onybruKo8aHHbIX Ha 3MOM cepeepe, He Moxem 6bimb 80Crpou3sedeH 8 Kakol bbl Mo HU 6bI1o
gopme u kakumu 6b1 mo Hu bbino cpedcmeamu 6e3 MUCbMEHHO20 pa3pelleHusi 8radernbyes asmopCcKuX rpas.
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