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CreraHorpadus (oT rpey. oTeyavog — CKpbITbIN + YpA@w — nuLwy; 6yKBasbHO
«TaMHOMUCb») — HayKa, MNO3BOMAIOLLAA CNPATATb NepefaBaemMble AaHHbIE B
HEKOTOPOM KOHTENHEpPE, TaKMM O6pPa3oM CKpbIB caM ¢aKT nepepaym
nHbopmMaumu.

B oTnnume ot kpunTorpadum, KOTopasi CKpbiBaeT COAEPXKUMOE TaHOro
coobleHuns, cteraHorpadus ckpbiBaeT caM GaKT ero CyLecTBOBaHuUS.
BrniepBble NoHATMe cTeraHorpadum 6bi1o BBegeHo B 1499, Ho cam meTon
CyLLLeCTBYET OY€Hb AaBHO. JlereHabl LOHECN A0 HaC MeTOoJ, KOTOPbIN
MCronb3oBancs B PUMCKon nmnepumn: gns OCTaBKU COOBLLEHMS Bbl6Upanu
paba, rofoBy KOTOPOro 6puK, a 3aTeM C MOMOLLbIO TaTYMPOBKU HAaHOCUIU
TekcT. [locne Toro, kak BONoOChl oTpacTanu, paba oTnpasnsam B NyTb.
Monyyatenb coobleHns CHoBa o6puBas rosioBy paba v Yntan coobLIeHME.
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B paHHOI cTaTbe Mbl 6yaemM MCNONb30OBaTh CNeAyoLne onpeaeneHus:

e CoobLleHne — BHegpseMoe CKpPbITHbIM 06pa3oM NociaHmne, KoTopoe
Heo6XoAMMO CrpsATaThb;

o KoHTenHep (cTerokoHTenHep) — Nto60OM O6BEKT, UCMONb3yeMbIN ANS
TalHOrO BHEAPEHUSA COOBLLEHUS;

« CrerocuctemMa — MeToAbl U CPEACTBA, UCMOJIb3yEMbIE AJ1S CO3AaHUS
CKpbITOro KaHasna ans nepenayv nHpopmaumu;

o CrerokaHan — KaHan ans nepepaym CTErokOHTENHepa;

o Knou — KoY gns nosiydeHus CKpbITOro CoOAep)KaHUS U3 KOHTelHepa
(ncnonb3lyeTcs He Bceraa).

B TeueHmne Bcero XX Beka akTMBHO pa3BMBasnacCb Kak cteraHorpadus, Tak un
Hayka 06 onpegeneHun dakTa BHeAPEHHOM MHPOPMaLMN B KOHTENHEP —
cTeroaHanus (No cyTn — aTaku Ha cterocucTtemy). Ho cerogHs Mbl Habnogaem
HOBbIW W OMACHbIN TPEHA: BCe 60/blLe U 60/bLLE Pa3paboTUYNKOB
BpenoHocHoro O 1 cpeacTB KMbepLINUOHaXa npnéeraeT K NCNob30BaHUIO
cTeraHorpadun. boNbLUIMHCTBO aHTUBUPYCHbBIX PeLUEHNIA Ha CerOAHSALLIHNI
JeHb He 3alUMLaloT OT CTeraHorpadum uim 3almLatoT cnabo, Mex TeMm,

HY>XHO MOHMMaTb, YTO KaXAblM 3aMONHEHHbIN KOHTENHep onaceH. B Hem
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MOTYT 6bITb CKPbITbl JAHHbIE, KOTOPbIE IKCPUNBTPYIOTCS WNUOHCKUM MO, nnu

KOMMYHUKaUUs BpeaAoHOCHOro MO ¢ KOMaHAHbIM LLEHTPOM, WUAN HOBble

mopaynu BpegoHocHoro 0.

Ha ceroaHs yyeHbiMu paspaboTaHbl M ONpo6OBaHbl PasfiniHble

aJITOPUTMbI N MeTOoAbl CTeI'aHOl'pa¢I/II/I, Mbl OTMETUM

cnepywowme:

LSB-cTeraHorpadus (coobLieHme CKpbIBaeTCs B MaaaLwmnx
61Tax (BO3MOXHO UCMOJIb3OBAHUE OAHOMO UAN HECKOMbKMX
MAaALWmx 6UT) KOHTeHepa. Yem MeHbLue 6UT
334eMCTBOBAHO, TeM MeHbLUue apTedaKToB nosyyaeT
OPUrNMHaNbHbIN KOHTENHEP MOC/E BHEAPEHMS.
MeTopA, OCHOBaHHbIM Ha COKPbITUM AaHHbIX B
Ko3dpPULMEHTaX AUCKPETHOIO KOCUHYCHOIO
npeo6pasoBaHus (nanee OKI) — pasHOBUOHOCTb
npeabiayLero Metoaa, Kotopas akTUBHO MCMOMb3yeTCs,
Hanpumep, NP1 BHEAPEHUM COOBLLEHNS B KOHTENHED
$dopmaTta JPEG. NMpun npounx paBHbIX, TAKON KOHTENHEP
MMeeT HECKOJIbKO MEHbLUYIO EMKOCTb YEM B NpeabiayLiem
MeToje, B TOM YMCIIE 3a CHET TOro, YTO KOIGPULMEHTDI
«0» 1 «1» ocTaloTCsA HEU3MEHHbIMU — BHeApeHune
COO6LWEHNS B HAX HEBO3MOXHO.
MeTop cOKpbITUS UHPOPMaLIMK NPU MOMOLLY MJIASLLNX
6UT NanUTPbl— 3TOT METOL MO CYTU ABNSIETCS BapUaHTOM
o6uwero metopa LSB, HO nHPoOpMauma BCTpamBaeTcsl He B
HauMeHee 3Havalme 6UTbl KOHTENHEpPa, a B HAaUMeHee
3Havalme 6UTbl NANNTPbI, OYEBUAHBIN HEAOCTAaTOK TaKoro
MeToJa — HU3Kas EMKOCTb KOHTelrHepa.
MeTop cOKpbITUS UHPOPMALIMU B CNYXKEBHBIX NONAX
¢dopmaTa — AOBOJIbHO MNPOCTON METOJ, OCHOBAHHbIN Ha
MCMOJIb30BaHMWN CNY)XE6HbIX MNOJEN 3arofoBKa KOHTENHepa
Ans xpaHeHus coobweHns. OyeBMaHblIE MUHYCbl — HMU3Kas
€MKOCTb KOHTeHepa 1 BO3MOXHOCTb O6HapPYXXeHUs
BHEZPEHHbIX AAHHbIX MPU NOMOLUY O6bIYHbIX MPOrpamMMm
AN NPOCMOTpa n3o6paXkeHus (KoTopble MHoraa
MO3BOJIAIOT BUAETb COAEPXKUMOE CNYXKEBHBIX MONen).
MeTtop BcTpanBaHUsi COOBLLLEHUS — 3aKJIOYAETCS B TOM,
YTO COOBLLEHNE BCTPAMBAETCS B KOHTENHEP, 3aTEM NPWU
NMOMOLLM CXEMbI, NU3BECTHOM 06EUM CTOPOHaM,
n3BnekaeTcsi. MOXXHO BCTPOUTb HECKONIbKO COOBLLEHMI B
OOVIH KOHTEWNHEeP, Mpu YCIOBUU, YTO CMOCO6bI NX
BHeApPEHUS1 OPTOrOHAJIbHbI.
LLiInpokononocHblie MeToAbl, KOTOPblE NOApPa3AensoTcs
Ha:

o MeToj NCeBAOC/y4alHOW NOCNeAOBaTENbHOCTH;

WUCMNONb3yeTCs CEKPETHbIN CUrHaJ, KOTOPbIN

MogennpyeTtcs I'ICGBJJ,OCJ'Iy‘-Ié\I;IHbIM CUTHaJIOM.



o MeTop MpbIratoLWwmx YacTOT: YaCTOTa HeCyLlero curHana
MeHseTcs No onpeaeneHHoOMy NceBaoCc/ly4YanHOMY
3aKOHY.

* MeTop oBepnest — Mo CyTH He IBNIIeTCS HacTosALeN
cTeraHorpadmuen, OCHOBaH Ha TOM, YTO HEKOTOPbLIE
dopmaTbl coaepxkaT B 3aroJioBke pasmep AaHHbIX, UK Xe
06paboTUnK 3TUX GOopMaTOB ByaeT UnTaTb dparn oo
Mapkepa KOHLUa AaHHbIX. [puMmepom Takoro metoaa
SIBNISIETCSA XOPOLIO U3BECTHbIA METOS, «rar-jpeg», KOTOPbIn
OCHOBAaH Ha KOHKaTeHauuun rpapunyeckoro dainna B
dopmate JREG n RAR-apxuBa. MO gngd npocmoTtpa JPEG
6yneT cunTbiBaTb UHOPMALMIO A0 FPaHMULbl, YKa3aHHOW B
3aronoeke danna, a RAR-apxmBaTop OTKMHET BCE, YTO
HaxoauTcs oo curHaTypbl «RAR!», koTopas o603HavaeT
Ha4yano apxmBa. Takum o6pa3om, ecnm Takon dann
OTKPbITb B NPOCMOTpLUKUKE rpadnyecknx Gannos — mbl
YBUAMM KapTUHKY, a ecnu B RAR-apxuBaTtope —
cogepxmmoe RAR-apxmBa. OueBUAHbIE MUHYCbI TAKOTrO
noaxona 3ak/lo4yaloTCs B TOM, YTO OBepJien, 06aB/IEHHbIN
K KOHTEMHEPY, Nerko BblAeNSIEM NPU BU3yaJlbHOM

nccnefoBaHum Takoro damnna.

B aTOWM cTaTbe Mbl paccMaTpUBaEM TONbKO METOAbI COKPbITUS
MHdopMaumm B rpadUHECKNX KOHTEMHEPAX N B CETEBBIX
nakeTax, HoO 061acTb NPUMEHEHNs cTeraHorpadumn
3HauYUTENIbHO LIMpe.

3a HepaBHee BpeM4 Mbl Ha6n4aNM NCNONb30OBaHNE CTeFaHOFpad)I/IVI B

cnepgyroumx BpeOoHOCHbDbIX MporpamMmmax n cpeacrtBeax KI/I6epLIJI'IVIOHa)KaZ

Microcin (AKA six little monkeys);
NetTraveler;

Zberp;

Enfal (its new loader called Zero.T);
Shamoon;

KinS;

ZeusVM;

Triton (Fibbit).

lMouemy aBTOpPBI BpeaoHocHoro MO Bce akTMBHEN MCMONb3YIOT

cTeraHorpaduio B CBoux pa3paboTkax? Mbl BUAMM TPU FNaBHbIE MPUYMHBI;

DTO NO3BONSET UM CKPbITb CaM PaKT 3arpy3Ku/BbIrPy3KM AaHHbIX, a He
TONIbKO CaMU AaHHbIE;

MomoraeTt o60mnTM DPI-cUCTeMBI, YTO aKTyaNbHO B KOPNOPATUBHBIX CETAX;
Mcnonb3oBaHue cTteraHorpadum MoXeT NO3BONIMTL O60MTU NPOBEPKY B
AntiAPT-npopykTax, MOCKOJIbKY NociegHne He MoryT o6pabaTbiBaTb BCE
rpadpuyeckume dansnbl (MX CIUNWKOM MHOTFO B KOPNOPATUBHbIX CETSX, a
anropuUTMbl aHan3a AOBOJIbHO AOPOrMeE).



[ns KoHeYHOro Nonb3oBaTeNs AeTEKTUPOBaHNE CTETOKOHTENHEPa MOXET
6bITb HETPUBMANbHOM 3afadvelt. 1ns npumepa npmBeAem ABa KOHTeEHepa:
MyCTOM 1 3aMNOSIHEHHbIN, B KAYeCTBE KOTOPbIX 6yAeM NCNONb30BaTb

CTaHAapTHOe nsobpaxeHune ansi rpadnyecKmx nccnenoBaHun Lenna.

Lenna.bmp Lenna_stego.bmp

O6a nzobpaxxeHus «BecaT» 786 486 6aiT, HO NpaBoe COAEPKUT COO6LYEHUS
10 nepBbix rnas «J/lonntel» HabokoBa.

MocMoTpUTE BHMMATENIBHO Ha 3TW ABe KapTUHKMW. Bbl MOXeTe pasnnumnTtb nx?
OHM oavHaKoBbIe U MO pa3Mepy, U NO BHELWWHEMY BUAY. TeM He MeHee, OfiHa 13
HUX — KOHTENHep C BHEAPEHHbIM COOBLEHNEM.

Mpo6nembl HaNULO:

* Wcnonb3oBaHue cTeraHorpadpumm cerogHs — oveHb NonynsipHas naes
cpeau aBTOpPOB BPeAOHOCHOIO U WnnoHckoro MNO;

o AHTUBUPYCHble CpeacTBa BOO6LLE N CPEACTBA 3aMThbl NEpUMETPa B
YaCTHOCTM MaJio YTO MOTYT CAEeNaTh C 3aMOJIHEHHbIMU KOHTEMHEPAMU: UX
OY€eHb TPYAHO O6HaPYXXUTb MOCKO/NbKY OHU BbIMSASAT Kak O6blYHbIE
rpadpuyeckme (1 He ToNbKO) hannbl;

* Bce cyuwecTBytowmne nporpammsl oist AE€TEKTUPOBaHUSI CTeraHorpadum no
cyTu aenarotca PoC— Proof-of-Concept, n nx normka He MoxeT 6bITb
UMMJIEMEHTMPOBAHA B MPOMbILUSIEHHbIE CPEACTBA 3aUTbl U3-3a HU3KOM
CKOPOCTU paboTbl, HE CJINLLIKOM BbICOKOIO YPOBHS IETEKTUPOBAHUS, U
MHoraa pa)ke MHoraa — M3-3a oWKn60K B MaTemMaTuke (Mbl BUAENU U Takne
cny4yaum).

Bbiwe 6b1n1 NpuBeaeH cnmMcok BpegoHocHoro MO (Bnpoyem, faneko He
MOJHbIN), KOTOPOE UCMOJb3YET CTErAaHOrPaAdUIO AN COKPbLITUS CBOEN
KOMMYHMKauMnN. PaCCMOTPUM KOHKPETHBI NpUMeEp U3 3TOro CNUcKa —
BPEAOHOCHbIN 3arpy34nk Zero.T.

DTOT 3arpy34mK 6b11 06HapyeH Hamu B KoHue 2016 roga, HO nepBoe
onucaHue 6b110 ony6IMKOBaHO HaWmMMK Konsieramu 13 Proofpoint.

Mbi Ha3Banu ero Zero.T, T.K. Takasi CTPOKa NPUCYTCTBYET B €ro UCMOJSIHIEMOM
koge (B nytu Kk pdb-danny npoekTa):
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He ocTtaHaBnnBasicb 34eChb Ha NonagaHUmM B CUCTEMY U 3aKpPeENIEHUN B HEN,
OTMETUM, YTO Zero.T cKaumBaeT NONE3HYIO Harpy3Ky B Buae Bitmap-dannos:

B fsguidll.bmp
@fslapi.l:ump
B fslapi. dil. bmp

O6pabaTbiBaeT nx ocobbiM 06pa3omMm, NOC/IE Yero noJsiyyaeT BpefOHOCHbIe
Monynu:

V faguidll.exe
%) fslapi.dl
B fslapi.dll.bmp

Ha noBepky a3Tu Tpu BMP-danna okasanmcb KapTUHKaMU:

Tom
Hanks,
Forrest
»Gump

I

Ho KapTUHKM 3TN He COBCeM OB6bIYHbIE. DTO — 3arMOJIHEHHbIE KOHTENHepPSI. B
KaXKAOM M3 KOTOPbIX HECKOJIbKO (a/IrOpUTM AOMYCKAET BApUAaTUBHOCTD)
MJTAALINX 3HAYALWMX 6UT 3aMEHEHbI Ha MOJIE3HYIO HarpysKy.

Tak KaK xe onpenennTb ABISETCS N KapTMUHKa 3aMOJIHEHHbIM KOHTEMHEPOM
mnu HeT? CyLLecTBYIOT pa3Hble CNOCO6bI, HO CaMbll MPOCTON U3 HUX —
BM3yasibHas ataka. CyTb ero 3akntoyaetcsi B GOpMUPOBAHUM HOBbIX
N306paxKeHNn Ha OCHOBE MCXOLHOTO, COCTOALLMX U3 HAMMEHee 3HaYalLMX 6UT
pa3fINyHbIX LBETOBbIX MIOCKOCTEN.

PaccMmoTpum Ha npumepe nsobpaxeHus ¢ potorpadumen Ctmea xobca:
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an/IMeHMM K 9TOMY M306pa>Keano BU3YyaJibHYIO aTaKy, MOCTPOUM HOBbI€

N306paxKeHns: U3 OTAENbHbIX 3HAYaALMX 6UT COOTBETCTBYIOLNX Pa3pALOB:

Red plane 7 Red plane 0

Random colour map 2
S

5 Eat 2t i £ 3 i i
Ha BTOpOM 1 TpeTbeM N306parkeHnn 3aMeTHbl 06/1aCTU C BICOKOW SHTPOMMEN

(BbICOKOM MNOTHOCTbLIO AAHHbIX) — 3TO U €CTb BHegpEeHHOEe coobLieHmne.

MpocTo, He Tak nn? M pa, 1 HeT. DTO NPOCTO, MOTOMY YTO aHANINTUK (N paxke
NpPOCTOW NONb30BaTESb!) MOXET C NErKOCTbIO YBUAETb BHEAPEHHbIE AAHHbIE).
M cno)XHO NOTOMY YTO TaKoM aHaNn3 OBObHO TPYAHO aBTOMaTU3NpPoBaTh. K
CYACTblO, YUEHDIE Y)Xe faBHO pa3paboTanm HECKObKO METOAOB BbisIBJIEHUS
3aMnoJIHEHHbIX KOHTEMHEPOB, OCHOBAHHbIX HAa CTAaTUCTUYECKMX
XapaKTepucTMKax nsobpaxkeHust. Ho Bce oHM OCHOBBLIBAKOTCS Ha
NPeAnoJIOXEHUMN, YTO BHEAPEHHOE COOBLLEHNE UMEET BbICOKYIO SHTPOMMUIO.
Yawe BCcero sTo AeNCTBUTENIbHO TaK: MOCKObKY EMKOCTb KOHTenHepa
OrpaHu4YeHa, CoOobLIEHNE Nepes BHEAPEHNEM CKUMAETCS U/nnu wndpyeTcs,

T.€. €ro SHTPONMA NOoBbLILLaETCA.

Ho Haw npumep 13 peanbHOM XU3HN — BPEAOHOCHbIN 3arpy3unk Zero.T, — He
CXXMMaeT CBOU Moaynu nepen BHegpeHnem! BMecTo aToro oH ysennymnsaet
KOJINYECTBO MUCMOJ/b3yEMbIX HAMMEHEE 3HAYMMbIX 6UT: 1,2 unun 4. [a,
MCMob30BaHUE 60MbLIErO KONMYECTBa HAMeHee 3Havaluux 6UT NPMBOAUT K
NOSIBNEHUIO BMU3YaslbHbIX apTedaKTOB B U306paXKEHUU, 3aMETHbIX MPOCTOMY
nonb3oBaTento. Ho Beab peyb naet o6 aBTomaTnyeckom aHanmse. Bonpoc,
KOTOpPbIA HaM NPEeACTOUT BbISICHUTb: MPUro4HbI Jin CTaTUCTUHECKME METOAbI
A5 O6Hapy)KeHUs1 BHEAPEHHBIX COOBLLUEHUI B TOM CJ1y4ae, eCJiN UX SHTPOMUS
He BbiCcOKa?

CtaTuctnyeckme metToabl
aHan3a: rMCTorpaMMHbIN MeToA

OnucbiBaembit MeTopq, nNpepnoxeHHbii B 2000 rony AHapecom Bectdengom u
AHppeacoM MNoUTuMaHOM, TaKKe U3BECTEH KaK «X1-KBagpaT»-MeTO/.
MonblTaemMcs U3NOXUTb €rO CYTb.

Becb pacTp aHanusmpyeTcs, Ans Kaxaoro LBeTa CYMTaeTCs KONMYECTBO ToYeK
TAKOro LBETA B pacTpe (o9 NpOCTOThI 34€Ch FOBOPUM NPO U306paXKeHME,
MMeloLLee OHY LIBETOBYIO MJIOCKOCTb). MeToa NCXOAMUT U3 NMPearnonoXeHus,
YTO KOJIMYECTBO TOYEK ABYX COCEAHMX LBETOB («coceaHue» LBeTa — LBETa,
KOTOpble OT/INYAIOTCSA TOJIbKO HAaMMEHee 3Ha4YMMbIM BUTOM) pasInyaeTcs
CYLLECTBEHHO AJ19 HOPMAaJIbHOTO, O6bIYHOTO N306paXKeHus (NycToro
KOHTelHepa) (puc. a HUXxe). N KonnuecTBo NMKcenei TakmMx LBETOB ABAsSETCA

NPUMEPHO OAMHAKOBbIM A1 3aNOJIHEHHOIO KOHTeNHepa (puc. 6)
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a — NyCTOW KOHTenHep 6 — 3anONHEHHbIN KOHTeNHep

BusyanbHO MOXHO npeacTaBnaTb cebe anropuTm Takmum o6pasom, 3To
OOBOJIBHO NPOCTO A1 MOHMMAaHMS.

rOBOpﬂ CTPOro, aJirOPUTM 3aK/Ito4aeTCA B NocnenoBaTe/ibHOM BbINOJIHEHUN
cnepyrowmx waros:
L TeOpeTI/I‘-IECKI/I OXnagaemad 4aCTtoTa BCTpEe4YaeMoCTHn nukceneu upeTa i

nocne BHeApPeHMs COOBLLEHNS PacCYMTbIBAETCS C/ieayoWwmmM o6pasom:

. {colour|sortedIndexOf(colour) € {2¢,2i + 1}}|
i 2

i

. l/I3mepeHHa9| YaCTOTa BXOXAeHNA CUMBOJIa onpeaeneHHoro uBeTa
onpepesieHa Kak:

n; = |{colour|sortedIndexOf(colour) = 2i}|

o Xn-kBagpaT KpUTEpUM Ans KonudecTBa cteneHen ceob6oabl k-1
paccuUnTbIBaETCA C/eAyOWUM O6Pa3oM:

2 _ w—k  (ni—n)?
Xk—l _Zi=1 n;

e P— 3TO BEepOSITHOCTb TOrO, YTO pacnpeaeneHns n; U n;" Npu 3TUX YCIOBUSX
paBHbl. OHa paccyMTbIBaeTCS NPU NOMOLLM UHTEFPUPOBaHUA GYHKLUN
rMagKocTu:

2
1 Xk—1 _z k=14
p:]— k—1 e 2

x 2 dx

Pa3yMeeTc;|, Mbl NPOBEJIN NPOBEPKY MPUMEHNMOCTUN 3TOIro MeToAa ANs
AETEKTUPOBaHUA 3aNOJIHEHHDbIX CTeFOKOHTeﬁHepOB 1 BOT pe3ynbTaThbl:

OpurnHanbHoe ATaka «xu-KBagpatT», 10
BusyanbHas aTaka
n3o6pakeHue 30H
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lMoporoBble 3Ha4YeHMa pacnpeneneHus xm-keaapat gas p=0,95 n p=0,99
cooTBeTCcTBeHHO 101.9705929 1 92.88655838. Taknm ob6pa3om, ans 30H, y
KOTOPbIX pacCYnTaHHOE 3Ha4YeHMe XM-KBafpaT MeHbLIE MOPOrOBOro, MOXHO
NPUHATb UCXOAHYIO FTMNOTE3y «pacnpeneneHne 4YacToT COCefHNX LIBETOB —
OAMHAKOBOE, CNefoBaTe/IbHO, 3TO 3aNO/IHEHHbIN CTETOKOHTENHEPY.

JencTteurtensHo, ecnm NMOCMOTpPETb Ha M306pa)KeHVIFI ana Bwayaanoﬁ aTaKy,
HECJIOXXHO 3aMeTUTb, YTO 3TU O6slacTun copepXat BHeApeHHOe coobueHue.
Taknm o6pa30M, Ana BHeAPEHHbIX COOb6LEHNN C BbICOKOM 3HTpOI'II/IeI7I MeTon

pa6oTaer.

CtaTuctnyeckme metToabl
aHanusa: RS-meTtop,

Ewe oanH ctaTucTMYeCcKknin meton o6HapyXXeHUs 3anoJIHEHHbIX
CTEroKOHTENHepPOB 6b11 NpeanoxeH xeccukon Opuapux, Mupocnasom
lonbsaHom n AHgpeacom lMNMontumaHom B 2001 roany. OH HasbiBaeTcs RS-meTop,
roae RS o3HavaeT «perynsipHbIi-CUHTYNIIPHBIAY.

Bce n3o6paxeHne pasaensetcs Ha MHOXeCTBO rpynn nNuKcenewn, ganee s
Ka)kAoW rpynnbl NpUMeHseTcs crneumnanbHas GanmnnuHr-npoueaypa. Ha
OCHOBaHMUM 3HaYeHUs GYHKLMU-AECKPUMUHAHTA 4O M NOc/ie MPpUMeHeHus
bAMNNMHra BCe rpynnbl 4eNATCA Ha PErynsipHble, CUHTYNSPHbIE U
HencnoJsib3yemMble.

ANropnTM OCHOBbBIBAETCS Ha NPEAMNONIOXEHUU, YTO KOJIMYECTBO PEryNSPHbIX U
CUHTYNSIPHBIX TPYMM MUKCENENn B OPUTrMHANIbHOM U306paXKeHnn U B
n306paxeHnn nocne NpUMeHeHns GANNMUHIa [ONMKHO 6bITb MPUMEPHO
paBHbIM. EC/IM KONIMYECTBO TaKMX IPynm CyLLEeCTBEHHO MEHSETCS B NpoLiecce
NpUMeHeHuss GANNMUHTA, 3TO 3HAYMUT, YTO UCCNelyeMOoe N3obpaxeHme
ABNSETCS 3aNOSIHEHHbIM KOHTEMHEPOM.

Mo waram anropuTm paboTaeT cnegyowmm ob6pa3om:
» U3o6parkeHune pasgensetcs Ha rpynnbl U3 n pixels (Xq, ..., Xp).
e OnwucbiBaeTcs T.H. ANCKPUMUHAHT-YHKLMS, KOTOpasi CONoCTaBnseT
Kaxkgon rpynne nukcenen G = (xy, ..., Xp). AeNCTBUTENbHOE Yncno f(xq, ...,
Xn) € R.
e Mbl MOXeM onpeaenmTb ANCKPUMMNHAHT-OYHKLUMIO AN FPpynnbl NMMKCenen

(X4, -..r Xp) CNEOYIOWNM O6PA3OM:
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o Takxe Mbl onpegensiem ¢yHKUMIO GAUNNNHIA, UMEIOLLYIO Clefytolme
CBOWCTBaA:

F(F(x))=x
Fi:0 1,243, ..., 254 <> 255
F_l(_\’.‘) = FI(T+1}—1
Ha ocHoOBaHWM 3Ha4YeHUN I}J,I/ICKpl/IMl/IHaHT-q)yKHLl,I/II/I A0 n nocne ¢J1VII'II'IVIHFa,

BCe rpynmbl NMUKCeNen fensaTcsa Ha PerynsipHble, CUHIYNSPHbIE U

HEUCNOJIb3yeMbl€E:
Regular groups: Ge R < fF(G)) = AG)
Singular groups: Ge § < AF(GQ)) <AG)
Unusable groups: G e U & fIF(G)) = fG),

1
Rw(1-p/2) : ~

e
-

'Sulp/2) __—
e

Mbl NpoBenn ccnegoBaHMe N 3TOFO METOAA TOXE, MOJIyUMB cleaylowme
pe3ynbTaTbl. Mbl NCMOIb30BAIN TE YKE 3aNOJIHEHHbIN N NYCTON KOHTENHEPI,
4YTO W B NpeablayLLEM OnbITe.

OpwurnHanbHoe BusyanbHas
ATaka «xu-kBagpat», 10 30H
n3obpaxxeHue aTaka

s for green: 0.1

s for blue: 0.142458
len for blue:

e percent of flip <els for the whole sample: 0.141646
len for the wh nple 9. 441497
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O6paTMM BHUMAHWUE, YTO STOT METO/, aTakn He BbIHOCUT BUHAPHOIO BEPAUKTA
«COOEPXKUT NN STOT KOHTENHEP BHEAPEHHOE COObLLEHME», BMECTO 3TOIO OH
onpeaenseT NPUMEpPHYO ANIMHY BHEAPEHHOIO coobLeHus (B npoLueHTax).

M3 pe3ynbTaToB Bbille MOHSATHO, YTO A4Sl MYCTOrO COO6LEHNs 3TOT METOL
BbIHEC BEPAUKT O 3aMOJIHEHUN MeHee 1% KOHTeNHepa, a Ans 3arnoJHEHHOro —
O 3anoJIHEHUN NPUMEPHO 44% KoHTelHepa. O4YeBUAHO, YTO pe3ybTaThl
cnerka HeTo4Hble. O6paTUM BHUMaHME Ha 3aMoJIHEHHbIA KOHTENHEP: N3
BM3yaJIbHOM aTaky OAHO3HAYHO CNeayeT, YTo 3anonHeHo 6onee 50%
KOHTelHepa, B TO BpeMs Kak RS-aTaka roBOpUT HaM, YTO 3anosiHeEHO 44%
KOHTelHepa. [To3TOMY Mbl MOXEM NPUMEHSTb 3TOT METO/, €CIN YCTAaHOBUM
HEKWUI «MOPOT CpabaTbiBaHUSA»: HALLM SKCMEPUMEHTbI NOoKasanu, uto 10%
ABNeTCA AOCTAaTOYHbIM MOPOromM HagexHocTun. Ecnn RS-ataka yTBepxaaer,
4yTo 60nee 10% KOHTeNHepa 3aNOJIHEHO — MOXHO AOBEPSTb 3TOMY BEPAUKTY

M MapKUPOBaTb KOHTEMHEP KaK 3anOJIHEHHbIMN.

Tenepb NPULLIO BPEMS BbISCHUTb, MPUrOA4HbI /M ABa PAaCCMOTPEHHbIX CNoco6a
AN TECTUPOBaHMUS B peasibHbIX YCIOBUAX Ha KOHTENMHepax Zero.T, cooblueHne
B KOTOPbIX UMEIOT O6bIYHYIO SHTPOMMUIO.

Mbl npoBenn COOTBETCTBYIOLWNE TECTbI N BOT PE3YyJibTaTbl:

OpuruHanbHoe
ATaka «xu-KBagpaT» RS-aTaka
M3o6pakeHue

OueBUAHO, YTO Ha N306PAXKEHUSAX C HU3KOM SHTPOMMEN aTaKa TUMNa <KXn-

KBaZpaT» He NPUMEHMMA — Pe3y/ibTaTbl UM HEYLOBNETBOPUTESIbHbIE, USIN HE
BMOJIHE TOYHbIE, 3aTO RS-aTaka oTpaboTana OTANYHO: B 06enx cinydasax 6b10
onpepaesieHo Hannume CKpbITOro coobueHusa. Ho uTo xe genaTb ecnu
aBTOMAaTUYECKME METObI aHa/IM3a MOKasaan OTCYTCTBUE BHEAPEHHOTO
COoOb6LLEHMS, a Mbl BCE ellle NOA03peBAaEM 3TO?

MO>HO MCNONb30BaTb KOHKPETHbIE MPOLLEAYPbI AJ1F U3BJIEYEHMS MONE3HOWN
Harpysku, paspaboTaHHbIe AJ1 KOHKPETHbIX CeEMeNCTB BpefoHocHoro [10.

Tak, Ansi pPaCCMOTPEHHOrO B 3TOW CTaTbe 3arpysynka Zero.T Mbl HaNnucanu

COBCTBEHHYIO NMPOLLEAYPY SKCTPAKLUUN BHEAPEHHOTO COOB6LLEHMS, KOTOPas
CXEMATUYHO paboTaeT crepyowmm ob6pasom:
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e run in DOS 3]
pe » iTo @

OueBMAHO, YTO, €C/IN B UTOrEe Mbl MONYYUAU BaMAHbIA pe3ynbTaT (B JaHHOM
cllydyae — ucnonHsemoi dain), ncxogHoe nsobpaxxeHne 66110 KOHTENHEPOM.

DNS-Tunneling: Toxe
cTteraHorpaduma?

MoykemM nn Mbl cumTaTb Mcnonb3oBaHne DNS-TyHHens nogsuaom
cteraHorpadpummn? OnpepeneHHo, ga. [lns Hayana gaBanTe BCNOMHUM, Kak
BbIrNaAnT cxema DNS-TyHHensi B 061mnx YepTax.

B 3aKpbITOM CeTU C NOJIb30BaTE/IbCKOMN MaLUWHbI MOCbI1IaeTCa 3anNpocC Ha
«pe30sB» AOMEHa, Hanpumep,
wL8nd3DdINcGYAAj7HhOH56a8nd3DdINcGYAIFDHBurWzMtl.Jimbadguyl.lco
m (rae AOMeHHOE NMS BTOPOTrO YPOBHSI HE HECET CMbICJIOBOW Harpy3km).
NokanbHbin DNS-cepBep nepepaet 3anpoc BHewHemy DNS-cepsepy. Tomy, B
CBOIO o4yepeb, HEN3BECTHO MMS 3-TO YPOBHS U 3anNpocC nepepaeTcs Aasblue.
Takmm 06pasomMm, No LienoyKe rnepeHanpasieHnin ot ogHoro DNS-cepBepa k
Apyromy 3anpoc gocturaet DNS-cepBepa nomeHa imbadguyl.Jcom.

Intermediate
(external)

DNS I
Local DNS Resolver resolver

N

DNS request

DNS tunnel client

DNS tunnel server
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BMmecTo paspelueHus 3anpoca Ha cepsepe 3/10YMbILIEHHUK MOXET MU3BNeYb U3
NONYYEHHOro AOMEHa HYXHYIO eMy MHbOpPMaLMio, paclindpoBas NepByto
4yacTb ero umeHu. Hanpumep, Takmm cnoco6omM MOXHO nepepaTb
nHpopmauuio o cucteme nonb3oaTens. B orsetr DNS-cepsep
3/10YMbILIEHHUKA TaK e NOCbIIaeT HEKYO NMHGOPMaLUMIO B 3alLMPPOBaHHOM
BMAe, NnepefaBas €e B JOMEHHOM MMEHU 3-rO YPOBHS WK Bbille.

Taknm 06pasom, 3/I0yMbILLIEHHMK UMeET B 3anace ans kaxaoro DNS pesonsa
255 cumBonos, o 63 cuMBONOB A/ NOAAOMEHOB. 63 CMMBONa B O4HY
CTOpOHY — 63 B oTBeT, 63 — Tyaa, 63- o6paTHO... Hennoxon kaHan ang
nepefayun faHHbix! A rnaBHoe — CKpbITbIA, BeAb HEBOOPYXXEHHbIM B3rNSA0M He

BUOHO, YTO NAET O6MEH KaKOMN-TO AOMNONHUTENIbHON MHPOPMaLMEN.

Ml 1244382281103 eaadccbfab9374d2,e452643a2454ee4f15d24d85461£403d peap - [m] X
File Edit ¥iew Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm 2@ RE Qe=s=7 s5Eaaan
[ Judp.stream eq 5 [X] ~ | Expression...  +
Wireless controls are not supported in this version of Wireshark, 802.11 Preferences
No. Time Source Destina Protoc Lengl Info [a)
— 12 1.3133.. 10.14.. 8.8... DNS 322 Standard query @x@42c NULL HHL.z.teriava.com
14 1.5391.. 8.8.8.. 1@.1.. DNS 165 Standard query response @x@42c HULL HHL.z.teriava.com NULL ..
= 15 1.5436.. 1@.14.. 8.8... DNS 322 Standard query @x@42c NULL ktCrkgQAAAAAAAEAAAAARAAAAAAAAHOP . AAARADWAAAABAAAAE JwLBnd3DdTN..
- 16 1.7455.. 8.8.8.. 18.1.. DNS 226 Standard query response @x@42c NULL ktCrkgQ, E HoP . AAAAADw Iw...
19 3.2475.. 18.14.. 8.8... DNS 322 Standard query 8x@42c NULL ktCrkgAAAAAAAARRAAAARAAAAMAAAHCE.Z. teriava.com
2@ 3.4389.. 8.8.8.. 10.l.. DNS 138 Standard query response 8x842c NULL ktCrkgAAAAARAAAAAAAAAAAAAAAAAHrE .z, teriava.com NULL .
23 4.9480.. 10.14.. 8.8... DNS 322 Standard query @x@42c NULL ktCrkgAlAAAAAARAAAAAMAAANMMANTF-. 2. teriava.com
24 5.1387.. 8.8.8.. 10.l1.. DNS 138 Standard query response @x842c NULL ktCrkgAAAAAMAAAAMAAAAAAAAAAAATF- 2. teriava.com NULL ..
46 6.6488.. 10.14.. 3.8... DNS 322 Standard guery @x@42c NULL ktCrkgAAAAAAAAMAAAMAMAAARMAAATES  z. teriava.com
47 6.8415.. 8.8.8.. 1@.1.. DNS 138 Standard query respense 8x842c NULL ktCrkgAAAAARAAAAMMAARAAMALAAAT ] 2. teriava.com NULL ..
43 8.3487.. 18.14.. 8.8... DN5 322 Standard query @:@42c NULL ktCrkgAAAAAAAARAAARAMAAAAAAAATTH. z.teriava. com
49 8.5393.. 8.8.8.. 1@8.1.. DNS 138 Standard query response @x842c NULL ktCrkgAAAAARAAAAMRAAAAAMAAAAATTH.Z. teriava.com NULL ..
56 18.849.. 18.14.. 8.8... DNS 322 Standard query 8x842c NULL ktCrkgAAAAAAAARRAAAARAAAAAAAATVF . Z. teriava.com
57 10.240.. 8.8.8.. 10.l.. DNS 138 Standard query response 8x842c NULL ktCrkgAAAAARAAAAAAAAAAAAAAAAATYF .z, teriava.com NULL .
61 11.749.. 18.14.. 8.8... DNS 322 Standard query @x@42c NULL ktCrkgAAAAAAAARRAAAARAAAAMAAATWY.Z.teriava.com
62 11.942.. 8.8.8.. 10.l1.. DNS 138 Standard query response @x@42c NULL ktCrkgAAAAAMAAAAMAAAAAAAAAAAATWQ. 2. teriava. com NULL ..
75 13.449.. 18.14.. 8.8... DNS 322 Standard query @x@42c NULL ktCrkg KKe.z.teriava.com
76 13.640.. 8.8.8.. 10.1.. DNS 138 Standard query respense @x@42c NULL ktCrkgAAAAARAAAMMMAAAAAAALAAAKKS. 2. teriava.com NULL ..
78 15.156.. 18.14.. 8.8... DNS 322 Standard guery @:@42c NULL ktCrkgAAAAAAAARRARARARAAAAAAAAKTY .z teriava. com
0 15 244 18 1 o 1 e BuBAY - ML Lirol V17 = tacs T h
Frame 15: 322 bytes on wire (2576 bits), 322 bytes captured (2576 bits) "
Ethernet II, Src: IntelCor _e4:ce:4d (B8:87:e9:ed:ce:ad), Dst: e2:4e:ce:3B:bS:ec (e2:de:ce:3B:b5:ec)
Internet Protocol Version 4, Src: 18.14.8.2, Dst: 8.8.8.8
User Datagram Protocol, Src Port: 49579 (48579), Dst Port: 53 (53) v
e2 4e ce 30 b5 ec 80 87 9 e4 ce 4d 03 @0 45 @@ WN.@.... ...M..E. ~
91 34 20 b3 20 @2 32 11 le e2 0a 9c 0@ 92 08 @3 .4
©8 @8 cl ab 2@ 35 @1 28 17 99 94 2c 01 @0 8@ el PPN
©0 @0 00 @0 9@ @0 20 6b 74 43 72 6b 67 51 41 41 . tCrkgQas
41 41 41 41 41 45 41 41 41 41 41 41 41 41 41 41 AAAAAEAR AAAARAAL
41 41 41 41 48 6 58 32 41 41 41 41 41 44 77 41 AAAAHOP> AAAAADWA, v
@7 Packets: 97 - Displayed: 36 (37.1%) - Load time: 0:0.17 || Profile: Default

[nsa cneunanncTos, 3HaKOMbIX C CETEBbIMU NPOTOKOSIAMU N B HaCTHOCTU C
DNS-TyHHenupoBaHueM, Takol pamn Tpaduka 6yneT BbirNSAeTb JOBONbHO
NOAO3PUTEJIbHO: OYEHb Y)X MHOIO YCMELLHbIX Pe30/IBOB AJIMHHbIX AOMEHOB. B
OaHHOM ciyyae Mbl Habllopaem peasbHbIv Npumep TpadurKa 3oBpesa
Backdoor.Win32.Denis, koTopbi ucronb3yeT DNS TyHHenb Kak CKpbITbIN

KaHan o6LeHnss CO CBOMM KOMaHAHbIM LLEHTPOM.

O6HapyXuTb DNS-TyHHEeNb MOXHO C MOMOLLbIO 0601 n3BecTHom IDS,
Hanpumep, Snort, Suiricata unm BRO Ids. Kak nmeHHO pacno3Hatb DNS-
TyHHenupoBaHue? CyLlecTBYIOT pasfiniHble cnocobbl. Hanpumep, oyeBnaHo,
4YTO IOMEHHbIE MMEHa A5l Pe30JiBa NPU TYHHEIMPOBAHMN 3HAYUTENBHO
AJINHHee, YeM O6bI4HO. B ceTn MOXHO HalTK OCTaTOYHOE KOIMYECTBO
Bapuauui Ha 3Ty Temy:

alert udp any any -> any 53 (msg:»Large DNS Query, possible
cover channel»; content:»|01 00 00 01 00 00 00 00 00 00|»;
depth:10; offset:2; dsize:>40; sid:1235467;)

CoBcem APUMNTUBHO, HO BCTPEYYAETCA U TaKOeE:
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Alert udp SHOME_NET and -> any 53 (msg: «Large DNS Query»;
dsize: >100; sid:1234567;)

TyT MOXXHO 3KCNEPUMEHTUPOBATb U CTPEMUTLCSH HANTU CBOM MAEaSTbHbIN
6anaHC Mexay KOIMYECTBOM NOXHbIX CpabaTbiBaHUI U HAXOXAEHNEM
peanbHoro DNS-TyHHennpoBaHus.

Ha uTo eLLe MOXHO 06paTUTb BHUMAHWE MOMUMO MOAO3PUTENBHO 60/IbLLOW
OJIMHbl JOMEHHOIo MMeHU? Ha aHOMabHbIN CUHTAKCUC AOMEHHbIX UMeH. Bce
Mbl NIPUMEPHO NpeacTaBasieM, Kak BbiraaaT TUNOBbIE JOMEHbI — 3TO B
60/1bLUIMHCTBE CBOEM 6YKBbI U Lidpbl. ECIn B LOMEHHOM MMEHU
NMPUCYTCTBYIOT CUMBOJIbI, XapaKTepHble ans Base64 koanpoBku, TO 3TO
BbIMSANT AOBOJIBHO NOAO3PUTENBHO, HE Tak n? Ecnun npm 3ToMm elle 1 AnnHa

He MaNieHbKad, TO ABHO CTOUT NPUCMOTPETbCA NOBHMMaTE/NIbHEN.

M Takmx aHOManmm MOXXHO ONncaTb AOBOJIbHO 60/bLLIOE KOJIMYECTBO,

perynapHbie BbipaXXeHnd HaM B MOMOLLb.

XoyeTcq OTMETUTb, YTO JaXKe TaKOW MPOCTON NO CBOEMY CMbIC/Y MOAXOA, K
nouncky DNS-TyHHenen gaet oyeHb xopolume pesynbTaTthl. bhnaropgaps
HECKOJIbKMM TakuMM npasunam pgas IDS mbl Ha BxoasLwem noToke
BpegoHocHoro MO, noctynatowem K Ham B «JlabopaTopuio», O6HapYXuu
HECKONbKO HOBbIX, HEU3BECTHbIX A0 3TOr0 63KA0POB, UCMOJb3YIOLNX
CKpPbITbIM KaHan O6LEeHNS C KOMaHAHbIM LeHTpoM — DNS-TyHHenb.

BbiBOAbI

Mbl OTMEeYaeM CUbHBIN NOJIOXUTENbHbIV TPEHA,: BCe 60blUE U 60JbLLE
pa3paboTumMKoB BpeAOHOCHOro 1O HauynHaeT ncnonb3oBaTb CTeraHorpadmio,
B TOM 4Yncie — Ans COKPbITUS KOMMYHUKaALUM C KOMaHAHbIM LLEHTPOM U Ans
3arpyskum mogynen. OTo faeT pe3ynbTaT, BeAb Npouenypbl aHanm3a
KOHTENHEPOB BEPOSATHOCTHbIE N flOpOTrUe, ClefoBaTeNIbHO, 60bLMHCTBO
3alLUNTHBIX peLeHU He MOryT cebe no3BoNINTb O6pabaTbiBaTb BCE O6BEKTDI,
KOTOpbI€ NOTEHLMANbHO MOTYT 6bITb 3aMONHEHHbIMU KOHTENHEPaMU.

OpHaKo peLueHmns ecTb, OHN OCHOBaHbl HA KOMBUMHMPOBAHUN PA3INYHbIX
CNoco60B aHaNn3a, BBICOKOCKOPOCTHbIX NpefeTeKTax, UCCnefoBaHnm
MeTafaHHbIX MOTEHUMAaNbHO 3aNO/IHEHHOIO KOHTENHEPaA U T.M. Takue pelueHus
cenyac Haller KOMMNaHuen peanusyloTcs B Hawen niaatdopme 3awwmTbl OT
TapreTnpoBaHHbIx aTak — KATA. Ee ncnonb3oBaHue no3sonsieT COTPYAHUKY
Cny>k6bl UHPOPMaALIMOHHOM 6€30MaCHOCTU CBOEBPEMEHHO Y3HaTb O
BO3MOXHOW TapreTMpOBaHHOM aTaKe Ha 3alMLaeMblii nepumMmeTp n/vnm
3KCPUNbTPaALMKN AAaHHBIX U3 HErO.

Share post on:
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My6nmMKaumm Ha CXOXXMe TeMb

BCEIO KOMMEHTAPUEB: 2

Anekc
Ony6nukoBaHo 06/08/2017. 13:11

a 4ToO ecnn Ans 3alMTbl MPOCTO «CAErka NOPTUTLY NIOGYIO KBXOASLLYIO»
KapTUHKY Nérkon moauduKaumemn HUKHNX GUTOB HEKOEN CryYyaliHOM
nocnefoBaTeNbHOCTbIO. DTO MOXET «C6UTb» AaHHbIE, a O6bIYTO
DOCTAaTOYHO HECKOJbKO 6aiT ansa «cb6oa» B koge. MNonb3oBaTenb Mor 6bl
MPUHATL TaKOW PUCK «nopum» dansioB Npu paboTe C MHTEPHETOM (a
MOMET U Be3ge).

Anekcen lWynbMuH
Ony6nnkosaHo 08/08/2017. 12:39

[a, nHorga aTo MmoxeT cpaboTaTb. Ho, ecnn nonb3oBaTtenb u
NMPUMET BO3MOXHYIO MOANDUKALMIO MOTEHLUMANbHbIX
KOHTEMHEPOB BO BXoAsLLEM TpaduKe, TO B UCXOASLLEM 3TO
MOXEeT 6bITb HEMPUEMSIEMO. A UMEHHO B UCXOAALLEM
Tpaduke 06bIYHO NepenatoTCs SIKCHUNLTPOBAHHbIE AAHHbIE
M3 CKOMMPOMETUPOBAHHOM CUCTEMBI.
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