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YTOYHEHUE KPUTEPUA U3BBITOYHOCTHU HOMEXOYCTOP'I‘II/IBOFO
COKPBITUA HHOPOPMAIINU B PAMKAX ACCOTMATUBHOU CTEI'AHOI'PA®UN

N.C. Bepmiuaun

PaccMaTpuBarOTCS BOMPOCHI MOMEXOYCTOMYMBOCTH aCCOLIMATUBHOIO METO/a cTeraHorpaduu
MyTeM BBEJICHUs W30bITOYHOCTU HA YPOBHE KIIIOUEH C yUeTOM HOMYCTUMOIO YPOBHSI UCKaXKEHUit

NP Pacrio3HaBaHUH
KnroueBbie
creranorpadus

cjioBa:

PaccmaTpuBaroTCst BOMPOCHL, OTHOCSIITHECS
K oOjacTu, CBsA3aHHOM C TeHepalrued u
pacro3HaBaHUEM 3aMaCKHPOBAHHBIX OMHAPHBIX
H300paXEeHU C HCIOIB30BaHUEM 0a30BOTO
aITOPUTMAa MACKHUPOBAHMSI, MPEIJIOKEHHOTO B
pabote [1].

OcHOBHOU 3amayeil SBISETCS yYTOYHEHUE
OLEHKH ITOMEXOYCTOMYMBOCTH pPaclo3HABaHUS
CTUJIM30BAHHBIX OWHAPHBIX H300paXEHUH 10

JIAXOTOMATbHBIM TPOHUYHBIM STaJOHaM,
MOJTy4YeHHOH B padote [2].

B kauectBe wucxomHOW  HMH(pOpPMAIIHH,
MOJJIC)KAIIed  XpaHEHWIO WM Tepejaadye,

HCTIONIb3YETCS MHOXECTBO CTETOKOHTEWHEPOB
(KOJIOBBIX CJIOB), COCTOSIIMX H3 3 OyKB B
asi(paBUTE MOYTOBBIX HHJIEKCOB, MOTPYKEHHBIX
10 Macke B CIy4YailHyIO IOCJIeOBATEIHLHOCTD.
Pasmep xaxxmoro creroxkoHTeiiHepa paBeH 198
Oalit (mpu m = 60, TIe m — KOJUYECTBO
CTOJIOTIOB JIFOOOTO MMOYTOBOTO HHJIEKCA).

JIsi  TIOBBIIIEHUSI TTOMEXOYCTONYHUBOCTH

pu MIPOBEICHUT MaCKHPOBaHHS "
MocleAyIomel paHIOMM3allU Ui KakJIou
OYKBBI CTErOKOHTEHHEpa HE0OXO0IUMO

MCIIOJIb30BaTh HE OJMH, 4 HECKOJIBKO HabOpOB
MacoK km. VX COBOKYITHOCTH HCIIOJIB3YyeTCS B
KauecTBe KJII0Ya IPU paclio3HaBaHUU.
[Tponeypa pacrno3HaBaHuUs
MCKAKEHHOTO COOOIIEHUS MPOBOJIUTCS IO BCEM
Habopam Macok. JIJiss Kajoil cTeroOyKBBI 3a
pe3yibTaT  paclO3HAaBaHWS  IPUHUMACTCS
3TAJIOH, YHCIIO PACTIO3HABAHUI KOTOPOTO
ke > (km + 1)/2. (H
Ecim  nmanHOe ycnoBme 1O pe3yibTaram
pacro3HaBaHUS HEKOTOPOH CTEroOYyKBBI HE
BBITTOJTHSICTCS, dukcupyercs dakt  ee
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ABYMEPHO-aCCOLMAaTUBHOEC

MAaCKHUpPOBaHUE, acconyaTuBHasA

HCKakeHUsl (0TKa3 OT pacno3HaBaHusi). bbuin
MOJIy4EHbI JKCIIEpUMEHTAIIbHBIE OIICHKH
MOMEXOYCTOMYMBOCTH C YYE€TOM BBOJUMOI
n30BITOYHOCTH 11 km = 3, 5, 7, 9.

OKCIIEpUMEHT TMPOBOJWICS  CJICTYIOIIAM
o0OpazoM.

1. T'enepupyetcs MHOKECTBO
CTETOKOHTEHHEPOB (109 c
WCIOJIb30BaHUEeM Ky HAOOPOB Macok.

2. CnyyvaitaeiM 00pa3om BbeiOupaetrcs 16 (32,
64, 128)  ©GaifToB  miId  KaXJaoOro
CTErOKOHTEHHepa, B INpelesnax KOTOPBIX
OyZeT JeicTBOBATh MOMeXa.

3. B kaxmom u3 16 BbIlieyKa3aHHBIX OAMTOB
BCEX  CTETOKOHTEHHEPOB CIIy4alHbIM
o0pa3oM BBIOMpAETCS OJUH HCKaKACMBI
(MHBEpPTUPYEMBIii) OUT.

4. IlpoBoautcs pacrno3HaBaHHE HCKaKEHHOTO
MHOXKECTBa CTETOKOHTEHHEepoB Mo Kk
HabopaM Macok.

5. OmpenensieTcss  KOJWYECTBO  HEBEPHBIX
pacno3HaBaHUI 5| OTKa30B OT
pacro3HaBaHHUsI.

6. Ilyaxter 3-5 moBTOpstoTcss 8 pa3 (70
MOJIHOM  WHBEpPCHMH  BCeX OUTOB B
MIEeCTHAALATH Oaiitax KaXIIOTO
CTErOKOHTEMHEPA).

Ilo pe3ysibTatam MIPOBEJIEHHBIX

DKCIIEPUMEHTOB YCTAHOBJICHO, YTO YXe WpH
km = 5 4mcIO HegepHbix pacmo3HaBaHWUU TIPH
TIOOBIX 3HAUEHHUSX MCKaKaeMbIX OUTOB B OaiiTe
He mpebimaeT 2%. Bcé€ octanpHOE — MO0
BepHOE paclo3HaBaHWe, JUOO OTKa3  OT
pacrmio3HaBanwusi [2].

OrneHM BO3MOYKHOCTH PacCMaTpPUBAEMOTO
croco0a 1o Koppekuuu omuook. Ha puc. 1-4
MpOBEJIeHA OIleHKAa CTOMPOIIEHTHO BEPHOTO
pacrio3HaBaHusl B 3aBUCUMOCTH OT KOJIMYECTBA



HUCKa)KaeMBIX OUT B OaiTe (0Ch Y ) U KOJIMYECTBA
Kroueit (och X).

W3 nipencTaBiIeHHBIX PUCYHKOB BHHO, YTO
BO3MOXXHOCTH paccMaTpuBaeMoro crocoda 1o

CPaBHUTEIbHO MAJIBIM YHUCJIOM HCKAKECHUU OUT
B Oaiite.

B mpoTWBHOM cllydae MOXXHO TOBOPHTH
TOJILKO 00 o0OHapysycenuu omuOKU, HO HE ee

KOPPEKIUU 0ImMO0K OTPaHUYUBAIOTCS  KOPPEKIUH.
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Puc. 4. Cnyuait uckaxxenust 128 Gaiit
s CPaBHHUTEIHLHOM OLIEHKU no bonvuiuncmey. B 3ToM citydae JUisl Kaxoi

3 PEeKTUBHOCTH TIpeIaraeMoro Iojaxoaa Iio
BHEJIPCHUIO M30BITOYHOCTH HA YPOBHE KIIOUCH
yKa3aHHbIE SKCIIEPUMEHTHI OBLTH MPOBEACHBI C
UCIIOJIb30BAHUEM MEHEE KECTKOrO KPUTEPUS —

CTeTOOYKBBI 32 pe3yJbTaT  paCIO3HABAHMS
MPUHUMACTCS 3TAJOH, YHCJIO PacIO3HABAHUM
KOTOPOTO

ke > (km - 1)/2. (2)



bcam manHOe ycnoBHE IO pesyiabTaraM — OKCIEPHUMEHTHI IIPOBOJMIIMCH IO NPHBEACHHOU
pacro3HaBaHWsT HEKOTOPOH CTErOOYKBBI HE  BBIIIE METOJHKE.
¢bukcupyercs dakt  ee PesynpTarsl npeacrasiensl Ha puc. 5-8.
HCKaXXeHUsT  (0TKa3  OT  paclo3HaBaHUSA).

BBIITOJIHACTCA,
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Puc. 8. Uckaxeune 128 Oaitt, km="7

Psan 1 cooTBETCTBYET KOJIMYECTBY BEPHBIX
pacrio3HaBaHUi (B MPOIIEHTaX) B 3aBUCHMOCTHU
OT KOJINUECTBA UCKAXKaeMbIX OWUT B Oaiite, psia 2

— OTKa3aM oOT paclo3HaBaHHs, psg 3 —
HEBEPHBIM PACIIO3HABAHMSIM.
Jns paccMOTPEHHOTO KpUTEpHs

3(pPEKTUBHBIM SBIIIETCS CIIy9ail HCKaKEHUS
TUITH Majoro KonuyectBa O6ait (16). Ilpu atom

JIOCTaTOYHA  MHUHHUMalibHasi  HU30BITOYHOCTH
km = 3.
Jnst  cioyyaeB  MCKaxeHHs  OOJIBIIEro

KomudyecTBa OalWT km JomkeH OBITH paBeH
MUHUMYM 7. OJIHaKo naaxe B 3TOM Cly4ae
YUCJIO HEBEPHBIX pACMO3HABAHUN JOCTUTaeT
7%. [losTOoMy JUIsl yKa3aHHBIX cilydaeB (puc. 6-
8) 1enecoodpazHoO UCTIOIB30BaHUE KpUTEpHsI 1.

CToHKOCTh ~ acCOIIMaTUBHOIO  METOJIa
3aIMUTBl  WHGOpMAIMA  TIPH  BBEJCHHUHU

M30BITOYHOCTH I CiIy4as «JI000BOI» aTakw
MEHSIeTCsl HECYIIIECTBEHHO.

Bompoc cToiikocTr MeTo/1a Ipu BBEJCHUH
W30BITOYHOCTH ISl IPYTUX BUJIOB aTak TpeOyeT
MPOBEJICHAS OT/ACITBHBIX UCCIICIOBAHHH.
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CLARIFICATION OF THE REDUNDANCY ERROR-CORRECTING CRITERION
WITHHOLDING INFORMATION WITHIN THE FRAMEWORK OF ASSOCIATIVE
STEGANOGRAPHY

L.S. Vershinin

The article deals with the issues of noise immunity of the associative method of steganography
by introducing redundancy at the level of the keys given acceptable level of distortion for

recognition
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