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CTaTucTmueckas npoBepKa C/IyYanHOCTM ABOMNUYHbIX NOC/e[0BaTE/IbHOCTEN
metogamu NIST

Kpuntorpacus, Bnor komnanumn Kog BesonacHoctu

TMoboit, KTO, Tak UM MHaYe, cTankmearcs ¢ kpuntorpaduen, 3HaeT, YTo 6e3 reHepaTopoB Cry4aiHbIX YUcen B 9TOM Aerne He oboinTuck. OgHo n3
BO3MOXHbIX MPUMEHEHUIN TakvX reHepaTopoB, HanpMmep, — reHepauus krnodven. Ho He kaxaplii Npy 3TOM 3a4yMbIBAETCS, @ HACKOMbKO «XOPOLL» TOT UMK
VHOW reHepaTop. A ecnu 1 3ayMbiBarncs, TO CTankuBasncs ¢ TeM 9akToM, YTO B MUPEe He CYLLECTBYET KaKoro-nmbo eAMHCTBEHHOTO «OMULIMAIIEHOTO»
Habopa kpuTepues, KOTOPbIN Gbl OLIEHMBAnN, HACKOMbKO AaHHble CryYaiiHble Y/cna NPMMEHNMbl UMEHHO Ans AaHHOW obnacTu kpunTtorpadun. Ecnm
nocneaoBaTernbHOCTb CrlyYaliHbIX Yvcen npeackasyemMa, To Aaxe camblil CTONKUIA anropuTM WncpoBaHus, B KOTOPOM AaHHas nocriefoBaTtenbHoCcTb byaer
MCNONb30BaTbCs, OKa3blBAETCA, YS3BUM — HanpuUMep, Pe3ko YMEeHbLUAeTCs NPOCTPaHCTBO BO3MOXHbIX KIOYEel, KOTOpble He0bXoaAMMO «nepebpatby
3710yMBbILLNEHHMKY A5 NOMyYeHNst HEKOTOPON MHPOPMALIMK, C MOMOLLIbIO KOTOPOI OH CMOXET «B3roMaTby BClo cucTemy. K cHacTbio, pasHble opraHuaaLum
BCE XXe MbITaloTCA HAaBECTU 34eCb MOPSAOK, B HACTHOCTU, aMepUKaHCKWUI MHCTUTYT no ctaHgapTam NIST paspaboran Habop TecToB AN OLEHKN
cnyyaiiHocTv nocnefoBaTenbHOCTH Yncen. O HYX 1 NoiaeT pedb B AaHHOW cTaTbe. Ho cHavana — HeMHOro Teopum (nocTapakch U3MOXUTb He HYAHO).

Cnyqa|7||-|b|e ABONYHbDbIE NOoCnefoBaTe/ibHOCTU

Bo-nepBebix, Nof reHepaumeit cnyyaiHbIx Yucen nogpasymMeBaeTcs NonyveHne nocneaoBaTeNlbHOCTU U3 ABOWNYHBIX 3HakoB 0 1 1, a He BaiiTamu, kak 6bl HK
XOTenock nporpaMmmucTam. VigeansHelM nofobHbBIM reHepaTopoM sSBRsieTcs noadpackliBaHne «uaeanbHOW» MOHETbI (POBHasA MOHETa, Y KOTOPOWA
BEPOSITHOCTM BbIMafEHNs KaXXAO0M U3 CTOPOH OAUHAKOBbI), KOTOPYHO Obl MOABpackiBan CTOMNbLKO Pa3, CKOMbKO HYXHO, HO NpobrneMa B TOM, HUYero
naeanbHOro He Cyll eCTBYET, a MPOU3BOAMTENbLHOCTb Takoro reHepaTopa ocTasnsna 6bl xkenaTb ny4yllero (OAUH NoAPOC MOHETbI = ofHOMY 6UTy). Tem He
MeHee, BCe TEeCTbl, ONMUCLIBAEMbIE HIDKE, OLIEHMBAIOT, HACKOMbKO MCCIedyeMblil reHepaTop CriydanHbIX YMCEN «MOXO0XK» UMM «HE MOXOX» Ha Boobpaxaemyto
naeanbHy0 MOHETY (He MO CKOPOCTU MOMYYEHUs «CIydaiHbIX» 3HAKOB, a UX «KayecTBay).

Bo-BTOpbIX, BCE reHepaTopbl Criy4aiHblX Yucen AensTcs Ha 2 Tuna —UCTUHHO CrnyyaliHble — pusnyeckne reHepaTopbl/aaTymkm cnyyanHbix yicen (O CY/
OOCY) 1 ncepocny4aiiHble — NporpaMmHbIe AaTunku/reHepaTopbl cnyyanHbix Yucen (MOCY). MNepBble NPUHUMAIOT Ha BXOA HEKUIA CryYaiiHbIi
©6eckoHeYHbIN NpoLece, a Ha Bbixoae AatT 6eCKOHeYHYI0 (3aBUCKT OT BpeMeHu HabnoaeHus) nocnegosatensHocTb O 1 1. BTopble npeactaenstoT cobomn
3afjaHHYI0 Pa3paboTYMKOM AETEPMUHMPOBAHHYIO DYHKLMIO, KOTOpash MHULIMANMU3NPYETCs T. H. 3epPHOM, MOCTe Yero Takke Ha BbiXxoAe BblaaeT
nocneposatenbHocTb 0 1 1. 3Hasi 3TO 3epHO, MOXHO NpeaAckasaTth BClo nocrnefoBaTesnibHoCcTb. Xopowwi MOCYH — 3ToT TOT, A58 KOTOPOro HEBO3MOXHO
npeAckasaTb nocrneayoLye 3HaYeHusi, UMest BCIO UCTOPUIO MPeabIAyLLMX 3HAYEHWUI, He nMes 3epHa. OTO CBOWCTBO Ha3blBAETCsS NPSIMON
HerpenckasyemocTblo. EcTb elle obpaTHasi HenpeackadyeMoCTb — HEBO3MOXHOCTb BbIYMCIIUTL 3ePHO, 3Hast N0B0e KONMMYECTBO rEHEPUPYEMbIX 3HAUEHUIA.
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Kasanocb 6bl, NpoLLe BCero B3sTb UCTUHHO cryyaiHble/duandeckue JCY 1 He AymaTb HY O Kakoii npeackadyemocTu. OgHako TyT eCTb npobnemsi:

» CnyyaiiHoe siBneHve/npouecc, kotopoe bepeTcs 3a OCHOBY, MOXeET ObITb He CMOCOBHO BblAaBaTb YMCa C HYXXHOW CKOPOCThI0. ECnv Bbl BCMOMUHAETE,
Korga nocnegHuit pas reHepuposanu napy 20486UTHbIX kntodei, To He obonbLuanTeck. ATO NPOUCXOAUT oveHb peako? Torga Boobpasute cebs
CepBepOM, NMPYHUMAIOLLMM COTHM 3anpocoB Ha SSL-coeauHeHus B cekyHay (SSL handshake npegnonaraet reHepaumio napbl CryyYanHbIxX Yncen).

o C BUAy criyyaiiHble sBMeHVst MOryT BbiTb He TakMMK CriyYaiHbIMU, Kak kasanock 6bl. Hanpumep, anekTpoMarHuTHbIN WyM MOXET BbiTb cynepnosvumen
HECKOIbKUX Boriee-MeHee 0aHO0GPa3HbIX NEPUOANYECKUX CUTHAMOB.

Kaxapln n3 Tectos, npeanaraemMbix NIST, nonyyaeT Ha BXO[ KOHEYHYIO NOCnefoBaTeNbHOCTb. [lanee BbIYMCISIETCS CTAaTUCTMKA, XapakTepuayoLlas Hekoe
CBOWCTBO AJaHHOW NOCNeAoBaTeNbHOCTY — 3TO MOXET ObITb U €AUHMYHOE 3HAYEHME, U MHOXECTBO 3Ha4YeHuit. [locne Yero aTa ctaTucTUka CpaBHUBAETCS C
3TanoHHOW CTaTUCTMKON, KOTOPYHO AAaCT MAeanbHO criyvaHas nocnefoBaTenbHOCTb. OTanoHHasa CTaTUCTUKA BbIBOAMTCS MaTeMaTu4eckun, 3ToMy
MOCBSILLEHO MHOXECTBO TEOPEM U HayYHbIX TPYAOB. B KoHLE cTaTby GyayT AaHbl BCE CChINKM HA UCTOYHUKM, TAE BbIBOAATCS HYXXHbIE (hOPMYIIbI.

HyneBas n anbTepHaTUBHAsA rmMnoTesbl

B ocHOBe TecTOB NeXuUT NOHATUE Hynegol aurnomessl. NMonpobyo 06bACHUTL, YTO 3TO. [JoNyCTUM, Mbl Habpanu HeKyto CTaTUCTUYECKYIO MH(OPMaLMIO.
Hanpumep, nycTb 310 OyaeT KonnyecTBo niofew, 3aboneBLunx pakoM nerkmx B rpynne u3 1000 yenosek. I nycTb N3BECTHO, YTO HEKOTOPbLIE NOAN U3 3TON
rpynnbl ABASIOTCS KypUnbLUMKaMK, a Apyrue HeT, Npu4em U3BECTHO, Kakne KOHKpeTHo. CTouT crneaytoLwas 3agada: NoHATb, eCTb NI B3aMMOCBA3b Mexay
KypeHuem u 3abonesaHvemM. Hynesas runotesa — 370 NpeanonoXeHue, YTo Mexay AByMst dpakTamm OTCYTCTBYET Kakas-nnbo B3avMocBs3b. B Halwem
npumepe 310 NPeAnoNoXKeHNe, YTO KypeHve He Bbli3blBaeT pak nerkux. CyLuecTByeT Takke aflbmepHamuseHas auromesa, kotopas onpoBepraeT HyneByo
rmnoTesy: T.e. Mexay sIBNeHNsIMM B3aUMOCBA3b CYLLECTBYET (KypeHue BbI3blBaeT pak nerkux). Ecnv nepexoauts K TEpMUHaM criyqaHbIX Yncen, To 3a
HYNeBYyo rmMnoTe3y NpUHMMaeTCa NPeanonoXeHne, YTo NocnefoBaTeNbHOCTb SBMNAETCA UCTUHHO CryYalHOW (3HaKW KOTOPOW NOSBNASIOTCS paBHOBEPOATHO U
He3aBvcMMO Apyr oT Apyra). CnegoBaTenbHO, eCnv HyneBasi runoTesa BepHa, TO HaLl reHepaTop NPOU3BOAUT AOCTAaTOMHO «XOPOLUMEy CriydanHble Ynucna.

Kak npoBepsieTcsa runotesa? C ogHON CTOPOHbI, Mbl UMEEM CTATUCTMKY, NMOACHUTAHHYHO HA OCHOBE (DaKTUYECKM COBPaHHbIX AaHHBIX (T.€. N0 u3MepsieMon
nocnegosatenbHOCcTK). C Apyroi CTOPOHbI, €CTb dTanoHHasi CTaTUCTMKa, NofyYaemas MaTeMaTuyeckumm MetTogamm (TEopeTUYeckn BelUUCIEHHAS),
KOTOpyHo Bbl MMENa UCTUHHO CryyanHas nocnegosaTenibHOCTb. O4eBMAHO, YTO cobpaHHas CTaTUCTUKA HE MOXET CPABHATLCS C 3TanNOHHON — HACKOMbKO
6bl HM BbIN XOPOLLIO HaLL reHepaTop, OH BCe paBHO He naeaneH. MoaTomy BBOAAT HEKYHO MOrpeLlHoCTb, Hanpumep 5%. OHa o3HavaerT, 4To ecnu,
Hanpumep, cobpaHHasi CTaTUCTUKa OTKIMOHSETCS OT aTanoHHon 6onbLue Yem Ha 5%, To AenaeTcs BbIBOA O TOM, YTO HyneBasi rMnoTesa He BepHa ¢
6onbwoli HadexxHoOCMbHo.

Tak kaK Mbl UMeeM [Aero C rmnoTesamu, To CyLLECTBYeT 4 BapuaHTa pa3BuUTHsi COBbITUIA:
1. CoenaH BbIBOA, O TOM, YTO NOCIeA0BaTeNbHOCTb CryyaiHa, 1 9TO BepHbIii BbIBOA,

2. CpenaH BbIBOA O TOM, YTO MOCNEAOBATENBHOCTb HE CryyalHa, XoTs oHa bblna Ha caMoMm Aerne crny4vaiiHa. Takve owmnbku HasblBaoT owubkamu
rnepsoeo poda

3. MNocnepoBaTenbHOCTb NPU3HaHa Criy4aHoOM, XOTS Ha CaMOM Jerne TakoBOW He SBNseTcs. Takme ownbkM HasbiBatoT owubkamu emopo20 poda

4. MNocnepoBaTenbHOCTb CNpaBeAnMBO OTOpakoBaHa

BeposiTHOCTb OLLINGKM NepBOro poda HasbIBaKT ypo8HEM cmamucmuyeckol 3HayuMocmu n 0603HavaloT kak d. T.e. a — 3TO BEpOATHOCTb OTOpakoBaTb
«XOPOLUYIO» CriyvaiHyto NnocrnefoBaTenbHOCTb. OTO 3HaYeHWe onpeaenserca obnactbo npuMmeHeHus. B kpuntorpadpum npuHato a 6pats ot 0.001 go 0.01.

B kaxagom TecTe BblYMCNSETCS T.H. P-3HayeHue: aTo BEPOATHOCTb TOrO, 4YTO noaonbITHLIN reHepartop npousBeeT nocnenoBaTtenbHOCTb He XyXXe, YeM
rMnoTeTMYecknii UCTUHHBIN. Ecnn P3HaveHne = 1, TO Halla nocnegoBaTenbHOCTb aeanbHO cnyqaﬁHa, a ecnu oHo = 0, To NnocnegoBaTenbLHOCTb
NONHOCTbLIO Npefckasyema. B panbHenwem P-3HayveHne CpaBHMBAETCA C A, U eCcrnn OHa 6onbLe a, To Hynesas rmnotesa npuH1UMaeTca n
nocnenoBaTesibHOCTb NpU3HaeTCcA cnyqaﬁHon. B NPOTMBHOM clny4yae — OT6paKOBbIBaeTCﬂ.

B Tectax 6epetcs a = 0.01. V13 aToro cneayer, 4To:
o Ecnu P-3Havenune = 0.01, To nocnenoBaTenbHOCTb NPU3HAETCS CryyaniHon ¢ ypoBHeM fosepust 99%

o Ecnu P-3Havenune < 0.01, To nocnegoBaTenbHOCTb OTOPaKoOBbLIBAETCS C ypoBHEM AoBepus 99%

WTak, neperigem HenocpeacTBEHHO K TecTam.

YacTOTHbIN NO6GUTOBbLIN TECT

OueBunaHo, 41O YeM Boree crnyyaHa NOCNeaoBaTENBHOCTL, TEM Brvke 3TO COOTHOLEHME K 1. [1aHHbI TECT OLLEHMBAET, HACKOSBbKO 3TO COOTHOLLEHMWE
o6nmsko k 1.

MpuHumaem kaxayto «1» 3a +1, a kaxabii «0» 3a -1 1 cuMTaem cymmy no BCcer nocrnenoBaTenbHOCTU. OTO MOXHO 3anucaTtb Tak:
Sp=Xq+ Xp +... + X, rae Xj=2x;— 1.
KcTaTtn, roBopsT, 4TO pacnpeaeneHve KonuyecTBa «ycrnexoB» B CepUn IKCNIEPUMEHTOB, IAe B KaXA0M 3KCNepUMeHTe BO3MOXEH yCriex UM Heycriex ¢



3a/1aHHOW BEPOSATHOCTLIO, UMEET BUHOMUAsIbHOE pacrpefeneHme.
Bosbmem Takyto nocnegosatenbHocTb: 1011010101
TormbaS=1+(-1)+1+1+(-1)+1+(-1)+1+(-1)+1=2

Bbluncngem cratucTumky:

_ I8l - 2 _
Sobs = " = T = 0.632455532

Bbluncnsiem P-3HaveHne yepes ononHumernsHyo yHKUUK OWUbOoK:

Poatue = erfc(soﬁ) = erfc(o‘ﬁszjg%gz) = (0.527089

[ononHuTenbHas dyHkumsa owmnbok (complementary error function) onpegensiercs Tak:

erfc(x) = % f:o e~ dt

Buaum, yto pesynbrat > 0.01, a 3HauMT Halwa nocnegoBaTesibHOCTb NpoLuna TecT. PekoMeHAyeTCst TECTMPOBaThb NOCNEAOBATENBHOCTY ASIMHON HE MeHee
100 6uT.

YacTOTHbIN 6M0UYHBbIN TEeCT

3TOT TecT AenaeTcsi Ha OCHOBE MpeablAyLLEro, TONbKO Tenepb 3HaveHust nponopuumn «1»/«0» Ans kaxaoro 6rnoka aHanuavpyoTes MetTofom Xu-kBagpar.
SCHO, YTO 3TO COOTHOLLEHWNE AOMKHO BbITh NPUBNU3NTENBHO paBHbIM 1.

Hanpumep, nycte AaHa nocneposatensHocTb 0110011010. Pazobbem ee Ha 6noku no 3 6uta («6ecxo3Hblin» 0 Ha KoHLe oTOpoLLeH):
011 001 101

Mocuntaem nponopumu T ANa kaxgoro 6noka: my = 2/3, my = 1/3, 3 = 1/3. [lanee BblMMCnAeM CTAaTUCTUKY No meTody Xu-kBagpat ¢ N cteneHamu
cBoboabl (3gecb N — konunyecTso GroKoB):

N
e =4 M-S (= 1/22 =43 (G- )+ G- 32+ (G- 5
Bbluncnum P-3HadeHne Yyepes cneumanbHy dyHKumuo Q:

Pyatue = Q(AL, Xave) = Q(3/2,1/2) = 0.801252

Q — 3TO T.H. HerosnHas 8epxHsa eamma-gyHKUUS, onpefensieMas Kak:
1 O —tya—1
Qla,z) = =~ [ e "t* dt
I'la) Jx
Mpwu aTom dyHKuMsA [T — cTaHaapTHasa ramma-yHKUmS:

['(z) = fooo t*~le~tdt

MocnepoBaTenbHOCTL CYMTaETCS cnyyanHon, ecnu P-3HadeHne > 0.01. PekomeHayeTcs aHanmampoBaTh nocnefoBaTensHOCTV AnvHon He meHee 100 6uT,
a Takke OOIMKHbI BbINOMHATLCA cooTHoweHua M >= 20, M > 0.01n n N < 100.

p—

TecT Ha oAMHaKoBbIe naywue nogpag 6uThbl

B TecTe vuyTCs BCe NocnefoBaTesibHOCTU OAMHAKOBbLIX GUTOB, @ 3aTeM aHanManpyeTcsi, HACKOMbKO KOMIMYECTBO U pa3Mepbl 3TUX NoCreaoBaTeribHOCTEN
COOTBETCTBYIOT KOMWUYECTBY M pasmMepamM UCTUHHO CrydYanHol nocrnegosatensHocT. CMbICh B TOM, YTO ecniv cmeHa 0 Ha 1 (1 06paTHO) NpomcxoamnT
CMULLOM PeaKo, TO Takas NoCnefoBaTerlbHOCTb «HE TAHET» Ha CryYaiiHyto.

MycTb AaHa nocnegoBatensHocTb 1001101011, CHavana BblYMCnsAeM 0N eauHUL, B 06LLel macce:
Z j X i _ 6 _ 3

n 10 5%
[anbLie npoBepsieTcsi ycrioBue:

1 2

|7T—— <\/_ﬁ

Ecnu oHo He ynoBneTBopsieTcs, TO BECb TECT CYMTAETCH HEYCMNEeLUHbIM U Ha 9TOM Bce 3akaHumBaeTcs. B Hawem cnyyae 0.63246 > 0.1, a 3HaunT ngem

m =




aanblue.

Bbluncrsiem cymmapHoe qmino 3HaKkonepemeH V:
Vo => 0 r(k)+1
rne 1° (k‘) == 0 ecnm X‘L — X‘L-I—l i F* (kj) = 1 B MPOTUBHOM Cry4ae.

Vio=(1404+1404+14+14+14+140)+1=7
Bbluncnsiem P-3HaveHne Yepes hyHKLMI0 OWnBoK:

. |V, —2nm(1—m)|\ __ 7—(2-10-2-(1—-2))
Pva,lue — 6fr‘.}cc( 2v/2nm(1—m) ) — e’rfc( 2.\/2_10'5%'(1_5%) ) = 0.147232

Ecnu pesynerat >= 0.01 (kak B HaLleM npumepe), TO NOCNeaoBaTeNlbHOCTb NPU3HAETCS CryYanHoW.

TecT Ha camylo AIMHHYIO NOC/IeA0BaTEeNIbHOCTb U3 eANHUL, B 6110Ke

McxogHas nocnegoBatenbHOCTb U3 N 6uUToB pasbusaetcst Ha N 6nokoBs, kaxabi no M 6uT, nocne Yero B kaxaoM 6roke nweTtcs camast AnMHHas
nocrnefoBaTenbHOCTb eANHULL, a 3aTEM OLIEHMBAETCS, HACKOMNbKO nokasaTesb 6130k K TaKOMy e nokasaTernto AN UCTUHHO CriyYaiHomn
nocnegoBatenbHOCTW. OYeBMOHO, YTO aHaNOrMYHOro TecTa Ha Hynu He TpebyeTcsi, Tak Kak ecnu eAUHULLI pacnpeaeneHbl Xopowo, To HyNnu Takke 6yayT
pacnpegerneHbl Xopowo.

Kakyto B3siTb gnvHy 6rnoka? NIST pekoMeHAyeT HeCKONbKO OMOPHbIX 3HAYEeHUI, kak pa3buBaTtb Ha Groku:

O6was gnuHa, n [OnvHa 6noka, M
128 8
6272 128
750000 10000

MycTb AaHa nocrefoBaTenbHOCTb:

11001100 00010101 01101100 01001100 11100000 00000010
01001101 01010001 00010011 11010110 10000000 11010111
11001100 11100110 11011000 10110010

Pasobbem ee Ha 6rioku o 8 6ut (M=8), nocre 4Yero nocynTaem MakcuMarbHyto NocrneaoBaTenbHOCTb U3 AUHILL A Kaxaoro 6rioka:

Bnok OnvHa eguHny
11001100 2
00010101 1
01101100 2
01001100 2
11100000 3
00000010 1
01001101 2
01010001 1
00010011 2
11010110 2
10000000 1
11010111 3
11001100 2

11100110 3



11011000 2

10110010 2

[anee cuMTaem CTaTUCTMKY NO pa3HbiM ANIMHAM Ha OCHOBE creaytoLlen Tabnuubl:

Vi M=8 M=128 M = 10000

Vo <1 &led &le10

Vi 2 5 11

Vv 3 6 12

V3 4 7 13

Va 8 14

Vs 29 15

Ve 216

Kak nonb3oBaTbcst aTOM Tabnuueit: y Hac M = 8, N03TOMy CMOTPYM TOSbKO OAMH COOTBETCTBYOLLMIA cTonbel,. Cuntaem vi:
Vo = { Kor1-80 6r10Kk08 ¢ Makc. OnuHol < 1} =4
= { Kor1-80 6r10k08 ¢ makc. OnuHol =2} =9
Vv, = { Kos1-80 6110Kk08 ¢ Makc. OnuHol =3} =3
v3 = { Kor1-80 6110Kk08 ¢ MaKc. OnuHol 24} =0

Bbluncnsiem Xu-kBagpar:

2 K (Ui—Rﬂ'i)2

I'ne 3HayeHus K n R GepyTcsa ncxoas M3 Takon Tabnuubl:

M K R
8 3 16
128 5 49
10000 6 75

TeopeTnyeckne BEpOSATHOCTU TT; 3a4atoTcs KoHcTaHTamu. Hanpumep, ana K=3 n M=8 pekomeHayetcs B3siTb TTg = 0.2148, 111 = 0.3672, 11 = 0.2305, 113 =
0.1875. (3HaveHus ans gpyrux Ku M I'IpI/IBe,qubI B [2]).

(4—16-0.2148)% | (9—16-0.3672)2 = (3—16-0.2305)> = (0—16-0.1875)2
X(obs) 1605148 T 1603672 1602305 1T 1601875 ~ — 4-882605

[anee Bbluncnsiem P-3HayeHue:

2
X oo0s
Pooive = zgamc(fz(, ~lere)) = zgamc(g, %) = (0.180598

Ecnv oHo > 0.01, kak B Hawem npumMmepe, To NocnenoBaTeribHOCTb CHUTAETCA OCTAaTO4HO Cﬂy‘-IaVIHOIZ.

TecCT paHros 6MHapHbIX MaTPUL,

TecT aHanManpyeT MaTpuLbl, KOTOpPblEe COCTaBMEHbI M3 UCXOAHOW MOCMNEA0BAaTENBHOCTU, @ UMEHHO — PaCCUMTLIBAET PaHM HenepeceKatoLLnXcs
noamMaTpuL, NOCTPOEHHbIX U3 UCXOAHOW ABOUYHO nocnefoBaTensHocTV. B ocHoBe TecT nexar uccnegoeannsa Kosaneko [6], rae y4eHblii nccrneposan
cryyvainHble maTpuubl, coctosime 13 0 n 1. OH nokasar, YTo MOXHO CMPOrHO3NPOBaTL BEPOSITHOCTY TOro, 4To Matpuua M x Q 6yaem umets padr R, rae R
=0,1,2,...min(M,Q). 3T BEPOATHOCTN paBHbI:

Pp = 2R(Q+M—R)-MQ HR 1 (- 2;2(1_ 2°"™)

NIST pekomeHayeT 6pate M = Q = 32, a Takke, 4TobbI ANMHa nocnegosatensHocT N = M*2 * N. Ho Mbl Ans npumepa BosbMem M = Q = 3. [lanee Hy>Hbl



BEPOATHOCTU Py, Py M Py.o. C HeGonbLUOi forel NorpeLuHocTy (hopMysy MOXHO YNpOCTUTb, U TOrAa 3TV BEPOSITHOCTU PaBHbI:

Py =~ TI524[1 — 55] ~ 0.2888

Prr—o ~ 224~ 0.1284

= 1—0.2888 — 0.5776 = 0.1336
Wtak, nyctb gaHa nocnegosarensHocTs 01011001001010101101. «PacknagbiBaem» ee No MaTpuuam — XBaTuIo Ha 2 MaTpuLibl:

0 1 0 0 1 0
A1=11 1 0j4,=1]1 0 1
0 1 0 0 1 1

Onpegensiem paHr matpuy;: nonyyvaetca Ry = 2, Ry, = 3. [ins TecTa Hy>Ho 3 yncna:

o Fy = {kon-eo mampuy c paHzom M} = {kon-eo mampuy, ¢ paHeom 3} = 1
e Fpoq =1 (aHanorm4Ho)

. N—FM—FM_1 =2—1—1=0
Bbluncnsiem Xu-kBagpar:

2 __ (F;—NP;)?
X° =) NP,
(Far—0.2888N)2 | (Far_1—0.5776N)? . (N—Fas—Fas_1—0.1336N)%
X(obs) 0N T 057N + Y 01336N = 0.596953

Bbluncnaem P-3HayeHune:

2
2 “X(obs)

Pyaiue = tgamc(1, @) —e 2 = ¢ 0-596953/2 _ () 741948

Ecnu pesynetat > 0.01, TO nocnegosatenbHOCTb NpuaHaetcs crnyvanHon. NIST pekomeHayeT, 4Tobbl obLas AnvHa nocnegosaTtensHocT 6bina >= 38MQ.

CneKTpanbHbI TeCcT

MoponbITHasi nocrnefoBaTenbHOCTb paccMaTpUBaETCs Kak ANCKPETHBIV curHarn, Ans KOToporo Aenaetcst CnekTpanbHoe pasnoXeHne C Lenbio BbISBUTb
YacToTHble NukK. O4eBMOHO, YTO Takue NUKU ByayT CBUAETENbCTBOBATL O HANMUYUM NEPUOANYECKUX COCTaBMNALLMX, YTO He ecTb ryT. Ecnun Bkpatue, To
TECT BbISIBNSAET NUKK, NpeBbiLuatowme 95%-1 6apbep, nocne 4Yero NpoBepsieT, He NPEeBbILLAET NN A0NS 3TUX NMUKOB 5%.

Kak HeTpyaHo goragatbest, Ans NpeacTaBneHns nocneaoBaTenbHOCTM B BUAE CyMMbl MEPUOANYECKMX COCTaBMSOWMX ByaeM ncnonb3oBaTth AUCKPETHOE
npeobpasoBaHue Pypbe. OHO BbIFNSANT Tak:

2mikj

X; Zk O:L'ke n

34ecb Xy — MCXoaHasa nocnefoBaTenbHOCTb, B KOTOPOW eanHuue COOTBETCTBYET +1,a HyIo -1, Xj — MNony4yeHHble 3Ha4YeHUA KOMMIIEKCHbIX aMmnnnTyn
(KOMﬂJ'IeKCHbIe O3Ha4aerT, YTO B HUX COAEPXKUTCA KaK BeLLeCTBEHHOE 3Ha4YeHne aMnnnTyabl, Tak n qaasa).

Bbl cnpocuTe, a rae xe 3fgecb I'IepVIO,ElVILIHOCTVI? OTtBeT — OKCMOHEHTY MOXHO BbIpa3nTb Yepe3 TPUroHoMmeTpu4eckmne q)yHKLI,VIVIZ
2mikj

e n = cos(%Tkj) +1 - sz’n(zmkj W=0,..,n—-11=+-1)

[Ins Hawero TecTa MHTepecHbl He asbl, @ abCONOTHbIE 3HaYeHVs aMnNIuTyd. M ecnv Mbl BbIMMCAMM 3TN abCOMIOTHbIE 3HAYEHUSI, TO OKAXKETCS, YTO OHU
CMMMETPUYHBI (3TO 06LLEN3BECTHbI (haKT Npu nepexoae OT KOMMIEKCHbIX 3HAYEHUI K BELLLECTBEHHbIM), NO3TOMY Anst AanbHENLero pacCMOTPEHNS Mbl
BO3bMEM TONbKO MOMOBUHY 3TUX 3Ha4eHui (0T 0 Ao n/2) — ocTanbHble He HeCYT AOMONHUTENBHOW NHAOPMALIMK.

MokaxeMm Bce 310 Ha npumepe. MNycTb 3agaHa nocnegosatensHocTs 1001010011,
Torpax={1,-1,-1,1,-1,1,-1,-1, 1, 1 }.

BoT kak pasnoxeHune ®ypbe MOXHO caenatb, Hanpumep, B nporpamme GNU Octave:



octave:2> abs (fft (x))
ans =
0.0000 2.0000 4.4721 2.0000 4.4721 2.0000 4.4721 2.0000 4.4721 2.0000

Buaum, yto Habnogaetca cummetpus. [1osToMy Ham XBaTUT U NATb 3HaveHwi: 0, 2, 4.4721, 2, 4.4721.

[anee BbluMcnseM rpaHNYHOE 3HaveHve no opmyne
__ 1 ~

OHO 03Ha4aeT, YTo ecnu NocneaoBaTeNbHOCTb UCTUHHO criydarnHas, To 95% NMKOB He AOSMKHbI MPEBbLILWATL 3Ty rpaHuLly.

Bbluncnum npefensHoe YMCro NMKOB, KOTOPbIX AOMKHO ObITb MeHbLUE, Yem T:

No = %% = 4.75

[anee cMOTpUM Ha pe3ynbTaT pas3fnoXeHus 1 BUAMM, YTO BCe HaLUM 4 NUKa MeHbLUE rpaHUYHOro 3HaveHus. [lanee oueHMBaem aTy pasHuly:

_ _ Ni—Ng  _ 4-4.75 _
d= \/n-0.95-0.05/4  1/10-0.95:0.05/4 2.176429

Bbluncnsiem P-3HaveHue:

Patue = e’rfc(%) = erfc(L\gl%) = 0.029523

OHo nonyuunocek >0.01, noaToMy runoTesa o crny4YanHocTn npuHumaetcs. M aa, ons tecrta pekomeHayetcs 6patb He meHee 1000 6uT.

TecT Ha BCTpeuawLwmecs HenepeceKallmecs WA6NOHbI

lMoponbITHasi nocnegoBaTenbHOCTb paa6V|BaeTc;| Ha Brnokn oaMHaKOBOMN ANUHBI. Hanpuwmep:
1010010010 1110010110

B kaxgom bnoke 6yaem mnckaTb kakon-Hubyap wabnoH, Hanpumep «001». CnoBo Herepecekarouuecss 03Ha4aEeT, YTO B Cry4ae HaxoxaeHus wabnoHa
BHYTPM MOCNeAoBaTensLHOCTH, Creaytollee cpaBHeEHNe He ByaeT 3axBaTbiBaTb HU OfHOrO 6uTa HaligeHHoro WwabnoHa. B peaynbrarte novcka Ans Kaxaoro i-
ro 6rnoka 6yaet HangeHo ymcno Wi, paBHoe KOM-By HaAEHHbIX Cry4Yaes.

Wtak, ans Hawwux 6nokoB W4 =2 n W; = 1:
101 001 001 O
111 001 0110

Bblumcnum matematuyeckne oxugaHve n AMCnepeuio, kak ecnm bl Hala nocneaoBaTenbHOCTb Oblna NoasnMHHO crnyyanHa. Hke npuBeaeHsl opmyrbl.
3peck N = 2 (kon-8o 6nokos), M = 10 (anuHa 6noka), m = 3 (anvHa obpasua).

M — 1 10—341
p= gt =Bt =1

o2 = M. (21?1 . 2;3;,;1) —10. (21_3 . 2235—31)

Bbluncnum Xu-ksagpar:

_ NN W-0)? -4+ -1)% 140 _
Xobs = Zj:l o2 0.46875 = 046785 — 2-133333

Bbluncnum ntorosoe P-3HayveHne Yepes HEMOSHY raMma-yHKLuIo:

Q(a,z) = Q(Y, Xavs) = (2, 2:13333) — (344154

272 29 2



Buaum, 4to P-3HaveHune > 0.1, a 3HauuT, nocrnenoBaTenbHOCTb AOCTATOYHO CriyvaiHa.

Mb! oLleHVNM TOMNbKO OAVH LWabnoH. Ha caMoM fiene HyxHO NpoBepuThb Bce KOMOMHAaLMK LLIAbnoHOB, Aa 1 eLLé K TOMY Xe AN pasHoN ANUHbI 9TUX
LWwabnoHoB. CKOMNbKO TOro U APYroro HyXHO, OnpeaenseTcs NCXOAS U3 KOHKPETHbIX TpeboBaHui, HO 06blMHO m 6epyT 9 nnu 10. YTo6bl nony4nTsL
OCMbICNEeHHble pe3ynbTaThl, cnegyet 6patb N <100 1 M > 0.01 * n.

TecT Ha BCTpeualoLmecs nepecexatoLmecs WabnoHbl

OTOT TECT oTNMYaeTcs oT npegblgyuiero Tem, 4To Npu HaxoXxaeHun LwabrnoHa «OKHO» Moucka coBUraeTcsi He Ha ANUHY wabnoHa, a Tonbko Ha 1 6uT. YToObI
He 3arpomMoXaaTtb CTaTbto, Mbl HE CTaHEM NPUBOAUTL NPUMEP pacyeTa No 3TOMy MeToAay. OH NOnHOCTbIO aHaMNoOrNYeH.

YHuBepcanbHbi TecT Mayapa

TecT oLeHMBaET, HAaCKOMNbKO «Aaneko» Apyr OT Apyra OTCTOST WabnoHbl BHYTPW nocneaoBatenbHOCTU. CMbICH TeCTa B TOM, YTOObl MOHATbL, HACKOMNBbKO
nocrnenoBaTenbHOCTb CXMMaema (KOHeYHo, MMeeTcs B Buay cxatue 6e3 notepb). Yem Gonee cxvmaema nocnenoBaTteribHOCTb, TEM OHa MeHee CriyyanHa.
Anroputm 3TOro TeCcTa BeCbMa rpoMo3akuii anst Xabpa-copmarta, No3ToMy onycTMm ero.

TecT Ha NNHENHYI0 CNOXKHOCTb

B ocHoBe TecTa NnexuT npeanornoxeHue, YTo NofonbITHas NocnefoBaTeNlbHOCTb Gblna nonyyeHa Yepes peaucmp cosuea ¢ uHeliHol o6pamHoU cesi3bto
(vnu LFSR, Linear feedback shift register). 310 06LLEN3BECTHBIN METOA, NONYYeHNUs 6ECKOHEYHOW NOCNEA0BATENBHOCTM: TYT KaXablii crieaytowwmin 6ut
nony4vaercs kak Hekas dyHKumst 6uT, «cuasawmx» B peructpe. MuHyc LFSR B TOM, 4TO OH BCerga MMeeT KOHeYHbIV nepuoa, T.e. NocneaoBaTensHOCTb
ob6s13aTenbHO ByaeT paHo unv No3aHo NoBTopaTbes. Yem Gonblue anvHa LFSR, TeM fyywe cny4vaiiHas nocrnenoBaTenbHOCTb.

McxopgHasa nocnenoBaTenbHOCTL pa3buBaeTcs Ha paBHble bnoku gnuHon M. [Janee ans kaxagoro 6noka ¢ nomolsto anroputma bepnekamna — Maccu [10]
HaxoamMTCs ero NuHerHasa cnoxHocTb (L), T.e. anvHa LFSR. 3atem ans Bcex HanaeHHbIX L oueHnBaeTcs pacnpefeneHve Xu-ksagpart co 6 cteneHsmm
cBobofbl. Mokaxem Ha npumepe.

MycTb Aan 6nok 1101011110001 (M=13), ans kotoporo anroputm bepnekamna — Maccu Bblgan L = 4. Y6egumcs, 4To 310 Tak. [eNCTBUTENBHO, HETPYAHO
foragarbes, YTo Ang 3Toro 6noka kaxabii cnegyoLwmn 6ut nonyyaercs kak cymma (no mogynto 2) 1-ro u 2-ro 6uta (Hymepauus ¢ 1):
Xs=X1+X2=1+1=0

X6=X2+X3=1 +0=1

X7=X3+Xx4=1+0=1

n.T.o.

Bbluncnsiem matematuyeckoe oxuaaHve no cbopmyne

g4 (—1)M+1 M2 94 (_1)13+1 13,2
p=M SCDTE 54 18 SHCDTTT 515 6777222

[ns kaxagoro 6noka BeluMcnsieMm 3HadeHune T

Ty = (-1 (Li —p)+ 5 = (-1)"% - (4 — 6.777222) +

[anee Ha ocHoBe MHOXecTBa T BbluMcnsieM Habop Vy,...,Vg Takum obpasom:

2 _
5 = 2.999444
o ecnu T; <=-2.5, T0 vo++

e ecnmn -2.5<T;<=-1.5, TO v ++

e ecnn -1.5 < T;<=-0.5, T0O vo++

e ecrim-0.5<T;<=0.5, T0o va++

e ecrim 0.5 <T;j<=1.5, TO v4++

e ecnin 1.5 <T;<=2.5, To vg++

e ecnn T; > 2.5, TO vg++

Mimeem 7 BO3MOXHbIX MCXO0B, @ 3HAYUT BblYMCIeM XM-KBafpaT C YMCIIOM cTeneHen ceoboabl 7 — 1 = 6:

2

X2 . K (v;—Nm;)
Z‘z =0 N,

BeposiTHOCTM TT; B TECTE XECTKO 3afaHbl 1 paBHbl cooTBeTcTBEHHO: 0.010417, 0.03125, 0.125, 0.5, 0.25, 0.0625, 0.020833. (11; ANns 6onbLuero yucna

cTeneHew cBoboabl MOXHO BbIYMCNIUTE NO dOpMyNnaMm, AaHHbIM B [2]).

Bbluncnutb P-3HaueHue:



2
P‘Ua,l‘ue — ?’gamc(fg(a XT)

Ecnu pesynestat nonyuuncs > 0.01, To nocnefoBaTtenbHOCTL NPU3HAETCS CyYaiHon. [ns pearnbHbIX TECTOB pekoMeHrayeTtcst 6paTtb n >= 10"6 1 M B
npepenax ot 500 go 5000.

TecT Ha noagnocnefoBaTeNbHOCTU

AHanuanpyertcsa YactoTa HaxoXOEeHUs1 BCEBO3MOXHbIX NMOCneaoBaTenbHOCTEN ANMUHOM «m» BUT BHYTPU MCXOAHON NocnenoBaTensHOCTU. Mpy 3TOM Kaxabi
obpaseLl MLLETCSH HE3aBUCUMO, T.e. BO3MOXHO Kak Obl «HaroXeHne» oAHOro HanaeHHoro obpasua Ha apyroin. O4EBUAHO, YTO KONIMYECTBO BCEBO3MOXHBLIX
obpa3suos 6ynet 2™. Ecrnin nocnenoBaTeribHOCTb OCTATOMHO BEMNWKA U CyYaiiHa, TO BEPOSITHOCTU HAXOXAEHWs KaXKaoro 13 aTux o6pasLoB oavHakoBa.
(Kctatn, ecnvu m = 1, To 3TOT TECT «BbIPOXAAETCS» B YK€ OMNUCAHHbIN paHEE TECT Ha COOTHOLLEHUNE «O» unu «1»).

B ocHoBe TecTa nexat pabotsl [8] 1 [11]. Tam onucsiBatoTcs 2 nokasatens (Vw2 n V2y2,), KOTopble XapaKTepuaytoT, HACKOMbKO YacToThl NOSIBNEHUs
06pasLioB COOTBETCTBYIOT 3TVM e YacToTam AJist UICTUHHO CrlyYaiiHOM nocrnefoBaTenbHOCTU. [TokaxeM anroputm Ha npumepe.

MycTb AaHa nocnegoBatensHocTb 0011011101 gnuHon n = 10, a Takke m = 3.
CHavana copmumpyetcs 3 HOBbIX MOCNEeA0BaTENbHOCTM, KaXaas U3 KOTopbIX nony4vaetcs AobasneHneM m-1 nepBbix GUTOB NocnefoBaTenbHOCTY K e€

KoHUy. Monyyaertcs:
e Inam=3:0011011101 00 (go6aBwnu 2 6uTa K KOHLY)

e Insm-1=2:0011011101 0 (zobaBunu 1 BUT K KOHLLY)

e insm-2=1:0011011101 (ncxogHas nocnefoBaTenbHOCTb)
[anee Hainaem YacToTbl NOSIBNEHMS BCeX GIOKOB ANUHOM M, m-1 1 M-2 COOTBETCTBEHHO:
* Vvgoo =0, Voo1 =1, Vo10 =1, Vo11 =2, V100 = 1, V101 = 2, V410 = 2, V411 =0

* Voo =1,vp1=3,v1p=3,v41=3

e Vo= 4,vi=6
Bblyncnsem HyxHble CTaTUCTMKX Mo chopMynam:

e
1/)?2?’1, — 2??, ) Z;‘Ll%m(lv‘lzlzm) -n
2=
¢?n—1 = —n? ) : Zz‘l...z‘m_l(”i...z‘m_l) —n
a
,t/}’rzn—z n ) Z’Ll‘bm_g(

[MNoacTtaensiem:

)i
b3
b3
Vb = b — Vm =95 — 93 =2-12=08

Va2 =2 — 2% 4 ,=2-2.124+04=0

MToroBble 3Ha4YeHUst:

Pyatuer = igamc(2™72,V)2)) = igamc(2, %) = 0 93845
P‘Ua,l‘ueZ — z’gamc(Qm_S, vz,t/}'rzn) — zgamc( 5)

WNTak, oba P-3HaueHus > 0.01, a 3HaumT nocrnenoBaTeNbHOCTb NPU3HAETCS CryYaiHoM.

(16 +36) — 10 =10.4—10 = 0.4
(14+9+9+9)—10=11.2—10=1.2
2 (0+1+1+44+1+4+4+0)—10=12—10=2

|
N =D =

NS w0|t°

Mpu6nmsuTenbHaa SHTponus

Mertog npubnuautenbHomn aHTponuu (Approximate Entropy) naHadansHo nposisuin cebs B MeaumumHe, ocobeHHo B kapaunonorun. BoobLue, cornacHo



KIIaCCUYECKOMY ONPEAENEHUNIO, SHTPOMNKUS ABMSETCS MEPOW Xaoca: YeM OHa BbiLe, TeM Gornee HenpeackasyeMble SBEHUsSI. XOPOLLO 3TO UMK MIoxo,
3aBUCUT OT KOHTeKCTa. [Ans crnyvaiHbIX NOCNefoBaTENbHOCTEN, MCMOMNb3YeMbIX B KpUNTOrpadum, BaXHO UMETb BbICOKYHO SHTPOMUIO — 3TO 3HAYMT, UTO
Oy[eT CNoXHO NpeackasaTb nocneayoLlme cryvaiiHble 6UTbl HA OCHOBE TOrO, YTO YXXe UMeeM. A BOT, HanpuMep, ecinv 3a CryyaliHy BENUYNHY B3SITb
cepaeyHbIi pUTM, U3MepsieMbli ¢ 3aaHHbIM NEPUOAOM, TO CUTYaLIMS UHAS: eCTb MHOXECTBO uccrenoBaHun (Hanpumvep, [12]), AokasblBatoLLmMX, YTO YeM
HWxe BapnabenbHOCTb CepAeYHbIX PUTMOB, TEM pexe BEPOSITHOCTb MH(DAPKTOB M MPOYMX HEMPUATHBIX SBMeHnn. O4EBUAHO, YTO cepaLe YernoBeka He
MOXET BUTbCA C MOCTOSIHHOW YacToTol. OfHAKO OfHU YMUPAIOT OT MH(aPKTOB, a Apyrue HeT. [103ToMy MeToa NpUBNM3NTENBHOM SHTPONKUW NO3BONAET
OLEHUTb, HACKOJLKO C BUAY ClyYaliHble SBneHus delicmeumesnbHO CriyqalHabl.

KOHKpPETHO, TeCT BbIMUCASET YaCcTOThbl NOSIBNEHNSI BCEBO3MOXHbIX O6paSL|,OB 3agaHHOW ATUHBI (m), a 3aTeM aHallorm4yHble 4acToThbl, HO yXe OnA 06pasu,oe.
anuHon m+1. 3atem pacnpegeneHve 4acToT CpaBHMBAETCS C 3TaNoOHHbIM pacnpeaeneHvem Xu-ksagpart. Kak u B npeabigyuiem Tecte, obpasupl MoryT
nepekpbiBaTbCA.

MokaxeMm Ha npumepe. MycTb AaHa nocnegosatensHocTe 0100110101 (anuHa n = 10), n BO3bMEM m = 3.
[ns Hayana 4onofHUM nocrefoBaTtenbHOCTh nepebiMu m-1 6utamu. Monyuntca 0100110101 01.

MocunTaeM BCTPEUaeMOCTb KaX/I0ro 13 8 BCEBO3MOXHbIX GrOKOB. MonyuuTes:
kooo = 0, koo1 = 1, Ko1o = 3, ko11 = 1, Kqgo = 1, k101 = 3, k1190 = 1, k91 = 0.

MocunTaem COOTBETCTBYHOLLIME YacToThl Mo hopmyne CM = k; / n:
Cooo® = 0, Cgo1® = 0.1, Cg10® = 0.3, Co14® = 0.1, C100® = 0.1, C101° = 0.3, C410° = 0.1, C4443 = 0.

AHanornyHbIM o6pa3oM cuMTaeM HacToThl NOSBNEHUS NoabnokoB AnvHoNn m+1=4. VX yxe 24=16:
000114 = Co1004 = C01104 = C10014 = C11014 =0.1, C01014 =0.2, C10104 = 0.3. OcranbHble YacToTbl = 0.

Boluncnsiem ¢° u ¢* (3aMeTkTe, UTO 34eCh HaTyparbHbIi norapudm):

o = Y2 minm = Y0 C3nG? = 0 + 0.1(in0.1) + 0.3(in0.3) +
0.1(1n0.1) 4 0.1(in0.1) + 0.3(in0.3) + 0.1(1n0.1) = —1.64341772

™ =0+ 0+ 0+ 0.1(1n0.01) + 0.1(in0.01) + 0.2(in0.02) + 0.1(1n0.01) +
0+ 0+ .1(1n0.01) + 0.3(in0.03) + 0+ 0 + 0.1(1n0.01) 4 0 + 0 = —1.83437197

Bbluncnsiem Xu-kBagpar:

X2 = 2n(In2—($3—¢*) = 2-10-(0.693147+1.64341772—1.83437197) = 10.044

P-3HaueHue:

Pyaiue = igamec(2m1, X;) = 1gamc(4, %) = 0.261961

MonyumBlieecs 3HaveHne > 0.01, a 3HaUMT NocnefoBaTeNlbHOCTb NPU3HAETCS CryYaiHOM.

TecT KyMmynATUBHBIX CYMM

MpuMeM Kaxablii HyneBon 6UT MCXOQHOW NOCNEAOBATENBHOCTY 3a -1, @ Kaxabli EAUHUYHBIA — 3a +1, nocre Yero nocynTaem cymmy. IHTYMTUBHO
MOHATHO, YTO YeM Bonee crnyvariHa NocneaoBaTeNlbHOCTb, TeM BbICTpee 3Ta cymma ByaeT cTpemnTbes K Hymio. C Apyron CTOPOHbI, NpeAcTaBuM, YTo AaHa
nocneposaTenbHOCTb, coctoswas n3 100 Hyner n 100 egunny, naywmx nogpsa: 00000...001111...11. 3geck cymma nony4dmTcs pasHow 0, ogHako
04EBUIHO, YTO Ha3BaTb Makyr NoCcneaoBaTENbHOCTL CryYaiHON «pyka He nogHumeTcsi». CnegoBaTtenbHo, HyxeH 6onee rny6okuit kputepuid. N atum
KpUTEPMEM SIBNAIOTCA YacTUYHbIE CyMMbI. Byaem nocteneHHo cynTaTb CyMMbl, HA4YMHas OT NMEPBOro dnemMeHTa:

S1 =X1

So = X1+ X2 S3=X1+ X0+ X3...

Sp=Xq+Xo+ X3 +... + X,

[anee HaxoauTcsa Yncno z = MaKkCUMyM cpegmn 3TUX CyMMm.

HakoHeu, cuutaetcs P-3HadeHune no cnegytowen dopmyne (eé€ BbiBog cm. B [9]):

Pval‘uezl_zl_"EZ

| n_1).4 Ak+1)z 4k—1)z



(Z2—-1)4 4k+3)z 4k+1)z
Sp = 30,7 cn gy f[@(ER) — @(F)]

3neck ® — hyHKUMS pacnpeneneHnst CTaHaapTHON HOpMarnbHOM CyYaliHON BENUYMHbLI. HanoMuHaeMm, 4To cTaHgapTHOE HopMarbHoe pacnpegeneHne —
3TO BCEM M3BECTHOE rayCcCcoBO pacnpeeneHune (B hopme Komnokona), y KoToporo matematuyeckoe oxunganve 0 n gucnepcus 1. Boeirnagut tak:

O(z) = \/%—W [C e du

Ecnu nonyunBlueecsa P-3HaveHne > 0.01, To nocnegoBatenbHOCTb NPU3HAETCS CIlyYanHoN.

Kcrtatn, Yy 3TOro Tecta eCctb 2 pexunma: I'IepBbIVI Mbl TOJIbKO YTO pacCcMOTpenun, a BO BTOPOM CyMMbI CHUTAKOTCA Ha4YMHadA C nocrneaHero aneMeHTa.

TecT Ha NPon3BOJibHbI€ OTK/IOHEHUA

OTOT TeCT NOXOX Ha NPeAblAYLLMIA: aHAaNnorMyHbIM 06pPa3oM CHMTAIOTCH YaCTUYHbIE CYMMbl HOPManM30BaHHOW NOCNeaoBaTeNbHOCTM (T.e. COCTOSALLEN U3 -1
n 1). MycTb gaHa nocnegosatensHocTb 0110110101 n nycTb S(i) — 310 YacTUYHas cymma ¢ 1 no i-i anemeHT. HaHeceM 3Tn TOYKM Ha rpaduk,
npeasapuTenbHo npubasmne «0» K Havamny M KOHLY NOCNefoBaTenbHOCTN S(i) — 3TO HYXXHO ANt LeNOCTHOCTU AanbHEWLLNX PacCHeToB:

e ’\./.\
. )

! 1
7 8 9 10

OTMeTUM TouYKU, rae rpadmk nepecekaeT ropu3oHTanbHY 0Cb — 3TN TOYKM ByAyT AenuTb NOCNeaoBaTENbHOCTb Ha T.H. YUK/bl. 30eCb Mbl UMeeM 3 Lmkna:
{0,-1,0},{0,1,0}n{0,1,2,1,2,1, 2, 0}. Janee, roBOpsT, YTO Kaxablii U3 STUX LIMKIOB NOCNefoBaTeNbHO NPUHUMAET pasnnyHble cocmosiHus. Hanpumep,

nepBbIN LUMKN 2 pasa npuHMmaet coctosiHne «0» n 1 pas coctosiHue "-1". [ins 4aHHOro Tecta MHTEPECYT COCTOSAHUS OT -4 A0 4. 3aHeceM BCe HaxoXaeHUs!
B 3TUX COCTOSIHUAX B TaKyt Tabnmuy:

CocTosiHue (x) Linkn Ne1 Linkn Ne2 Linkn Ne3
-4 0 0 0
-3 0 0 0
-2 0 0 0
-1 1 0 0
1 0 1 3
2 0 0 3
3 0 0 0
4 0 0 0

Ha ocHoBe aToi Tabnuubl hopmypyem Apyryto Tabnuuy: B HEN NO ropU3oHTanu NonayT KONUYeCcTBa LMKIOB, NPUHUMAIOLWLNX 3aJaHHOE COCTOSIHME:

CocTosiHue (x) Hu pa3sy 1 pas 2 pa3sa 3 pasa 4 pasa 5 pa3
-4 3 0 0 0 0 0
-3 3 0 0 0 0 0
-2 3 0 0 0 0 0
-1 2 1 0 0 0 0
1 1 1 0 1 0 0
2 2 0 0 1 0 0
3 3 0 0 0 0 0



[anee ons kaxaoro U3 BOCbMU COCTOSIHWI BbluMcnsieTcst Xu-kBagpat CTaTUCTUKKL MO qaopmyne

5% vi(2)—=Jmg (x))?
ngs — Zkz:O (on }wk(ml;( .

Fne vi(x) — 3HaveHus B Tabnuue Ans JaHHOTO COCTOSIHUSA, J — KONMYeCTBO LIMKNOB (y Hac 3), TTk(X) — BEPOATHOCTM TOTO, YTO COCTOSIHWE «X» BO3HUKHET k
pa3 B MOAMUHHO CriyqaHOM pacnpeaeneHun (OHU U3BECTHbI).

Hanpumep, ans x=1 nonyyaetcs:

2 _ (1-3-0.5)2 (1—3-0.25)2 (0—3-0.125) (1—3-0.0625)> (0—3-0.0312)
( X _)2 3056 <+ 302 + 301z + 300625 T+ 300312 T
0—3.0.0312)2

3-0.0312 = 4.333

3HayeHus TT Ans ocTanbHbIX X CMOTpUTE B [2].

Bbluncnsiem P-3HaveHue:

Pyatue = igame(E, Xst=) = igame(5/2,4.333/2) = 0.502529

Ecnu oHo > 0.01, To AenaeTcs BbIBOA O CryvaHocTu. B ntore Heo6xoammo BblYMcnnTb 8 P-3HaueHuid. Kakue-To moryT okasaTbesi 6onblue 0.01, kakue-to
— MeHbLue. B Takom cnyvae dmHanbHoe peLleHne o nocnenoBaTenibHOCTM AenaeTcs Ha OCHOBE APYrux TECTOB.

Pa3sHOBMAHOCTb TeCTA Ha NMPOU3BOJIbHbIE OTK/TOHEHUS

MpakTuyeckn NoOXoxX Ha NpeabIAyLLMiA TecT, Ho BepeTcst 6onee WKpokuin Habop cocTosHuiA: -9, -8, -7, -6, -5, -4, -3, -2, -1, +1, +2, +3, +4, +5, +6, +7, +8, +9.
Ho rmaBHOe oTnn4me B TOM, YTO 34ech P-3HaueHne BbluMCNSETCS He Yepes ramma-hyHKUMIo (igamc) n Xu-ksagpar, a Yepes cyHkumo owmbok (erfc). 3a
TOYHbIMM (hOPMYyNaMmM YATaTENb MOXET 06PaTUTLCS K UCXOLHOMY [LOKYMEHTY.

Hwxe NPUBOXY CMNUCOK NCTOYHMKOB, KOTOPbIE MOXHO NOCMOTPETL, €CIln Xo4eTcAa yFJ'Iy6VITbCF| B Temy:

1. csrc.nist.gov/groups/ST/toolkit/rng/stats_tests.html

2. csrc.nist.gov/groups/ST/toolkit/rng/documents/SP800-22rev1a.pdf

3. LieHTpanbHas npegenbHast Teopema

4. Anant P. Godbole and Stavros G. Papastavridis, (ed), Runs and patterns in probability: Selected papers. Dordrecht: Kluwer Academic, 1994
5. Pal Revesz, Random Walk in Random and Non-Random Environments. Singapore: World Scientific, 1990

6. V. H. KoBaneHko, Teopus BepoATHOCTEN 1 €€ npuMeHeHus, 1972

7. O. Chrysaphinou, S. Papastavridis, “A Limit Theorem on the Number of Overlapping Appearances of a Pattern in a Sequence of Independent Trials.”
Probability Theory and Related Fields, Vol. 79, 1988

8. I. J. Good, “The serial test for sampling numbers and other tests for randomness,” Cambridge, 1953
9. A. Rukhin, “Approximate entropy for testing randomness,” Journal of Applied Probability, 2000

10. Anroputm Bepnekamna — Maccu

11. D. E. Knuth, The Art of Computer Programming. Vol. 2 & 3, 1998

12. www.ncbi.nim.nih.gov/pubmed/8466069

Teru: cnyyanHble yucna, Kpuntorpadus, matemaTnyeckas ctatucTmka
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