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Notation

P =K[xo,...,xs—1]; K a field

m/isanideal CP. fp,hel - fo+hel,heP —-hHh-fhel

m (fy,...,fn_1) is the ideal spanned by fy, ..., fr_1.

m V(fo,... fm1) ={(a0,...,an-1) €K : fi(ao,...,an_1) = O for all
0<i<mj.

m V(/) is the variety of /. Especially, if | = (fy,..., fm_1), then

V()= V(f,...,fm_1) (Hilbert's Basis Theorem)

In cryptanalysis often K = F, and we're looking for solutions in K
not K, so we add x? + x; to the ideal basis.

Martin Albrecht (M.R.Albrecht@rhul.ac.uk) — Algebraic Attacks on Block Ciphers 4/29



Grébner Bases and Varieties Block Ciphers Computin

The MQ Problem

Given a set {fy,..., f,—1}, compute a “simpler” set {go,...,gm—1},
such that

<f07 ey fm71> — <g07 e 1ngl>~

and consequently

V(ﬁ)7 ey fmfl) - V(g0> cee 7gM71)-

AES (128-bit, 10 rounds) 8000 equations in 1600 variables over
[F, [CP02] or 5248 equations in 3968 variables over Fys
[MRO02].

Present (80-bit, 31 rounds) 34742 equations in 8140 variables over
F, [ACO8].
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Monomial Orderings

Monomials can be ordered in different ways, i.e. there is no canonical
ordering.
Denote x? = [[ x™ for 0 < i < n.
Important term odering examples are:
lex x? <xP < 30<i<n:ay=hy,...,a_1=bi_1,a; < b;
degrevlex Let deg(x?) = ap + -+ ap—_1, then

x? < xP & deg(x?) < deg(x?) or deg(x?) = deg(x’) and

J0<i<n:a,_1=by1,...,8+1 = bj11,a; > b;.
Leading monomials etc. are always considered with respect to some
monomial ordering.
An monomial ordering is called admissable if it respects multiplication.
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(Reduced) Grobner Bases

Definition (Grobner Basis)

Fix a monomial order. A finite subset G = {go,...,&m—1} of an ideal [ is
said to be a Grobner basis or standard basis if

(LT(80);-- -, LT (gm-1)) = (LT(/)).

Definition (Reduced Grdbner Basis)

A reduced Grobner basis for a polynomial ideal / is a Grobner basis for
G such that:

LC(f) =1 forall f € G;
For all f € G, no monomial of f lies in (LT(G — {f})) .
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Example

Consider: Ko,0 + K12 Koo + K11, Kol + K100 1+ K1 o+ 21 2. K11+ 211, Kl o+ 2100 21,1 + Y12 + Y11
Z12 + Y10. Z10 + Y11 + Y10. Koz + X12, 1+ Ko1 + X11. Koo + X10. Y12 + Y10 Y11 + X10

Y12 + Y11 + Y11 Y12 + Y10 + X12 + X10. Y12 + Y10 + X12 + X12Y11 + X10. 1+ Y12 + Y11 + Y10 Y12 + X11 + X310,

14 Yo + Y11 + Y10 + X131 + X11 Y10 + X10. 1+ Y12 + Y11 + Y10 + X11 + X11X12 + X10. Y12 + Y10 + X12 Y10 + X10 V12!
1+ Yy + X12 + X1 + X11 Y12 + Xq0 Y12, L+ Y11 + X120 Y12 + X33 + Xq0 + X10 Y12,

X11Y11 +X10 + X10Y12, Y11 + Yio + X2 + X190 Y11, 1+ Y11 + Xq1 + X19Y10. 1+ Y11 + Xq1 + X10X12,

14 Y10 + X12 + X11 + X10 + X10X11

The reduced Grobner basis w.r.t. >je:

Ko,2: 1+ Ko1: 1+ Koo 1+ K12, K11+ K100 21,25 2110+ 21051+ Y1251+ Y115 Y100 X1,25 X1,1, L+ X1 0
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More Notation

An ideal is zero-dimensional if V/(/) is finite.

The radical of / denoted by V1, is the set {f : fe €[ for some
integer e > 1}.

A perfect field is a field of characteristic p where every element has
a p — th root or the characteristic is zero.

m An elimination ideal is defined as: Given
I ={fo,...,fm—1) C K[xo,...,Xxn—1], the [-th elimination ideal /; is
the ideal of K[X/+1, Ca 7Xn71] defined by I/ =1InN K[X/+1, A ,X,,,l].
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The Shape Lemma

Theorem (The Shape Lemma)

Let K be a perfect field, let | C P be a zero-dimensional radical ideal.
Let g,—1 € K[x,—1] be the monic generator of the elimination ideal

I NK[x,—1], and let d = deg(gn—1). Then the following statements are
true:

The reduced Grobner basis of the ideal | with respect to the
lexicographic ordering xg > - -+ > x,_1 is of the form

{XO — 80,3 Xn—2 — gn727gn71}7

where go, . .., 8n—2 € K[x,-1];
The polynomial g,—1 has d distinct zeros ag, ...,aq—1 € k, and the
set of zeros of | is {(go(ai),-..,8n—2(ai),a;):i=0,....,d—1}.
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Shape Lemma Example

Consider P =TF7[a, b, ¢, d], <jex and Cyclic-3:

| ={a+2b+2c+2d+6,a° — a+2b> +2c? + 2d?,
2ab 4 2bc — b+ 2cd, 2ac + b* 4+ 2bd — c)
[F7 is perfect, | ideal is zero-dimensional and radical. The reduced
Grobner basis is:
gb=(a+5d®+ d° +5d* + 3d® + 3d*> + 5d +6,

b+ 4d° + 2d* + d® + 2d° + 4d,

c+4d® +3d° — d* + d® + 5d,

d” +3d® — d® +3d* + d°> — d* + 3d)

gn—1 factors as d - (d +2) - (d + 3) - (d* + 5d° + 3d? + 4).
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Enforcing the Shape Lemma

To bring an ideal over I, in the form such that the shape lemma applies,
add the “field polynomials” ({x” — x;} for every 0 < i < n) to the ideal.
This makes sure, that:

m solutions from the algebraic closure are excluded as x” — x; factors
completely over IF,,

m the ideal is zero-dimensional (implied by above statement),

m the ideal is a radical ideal as GCD( b 7X'),X,-p —x;)=1
(Seidenberg’'s Lemma).

So we can solve systems of equations over [F, using Grobner bases. J
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SP-Networks

_ = — _
s | s |
s | s |
s | s |
s | s |
s | s |
s | s |

K_0 s | K_i KN [ s | K_Nr
P T — c

P is linear, S is the only non-linear component, K; are subkeys derived
from the user supplied key K.
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S-Box Equations |

Consider the S-Box (permutation)

[7.6,0,4,2,5,1,3]

as an example.

Construct the matrix on the right
and perform fraction-free Gaussian
elimination on it (fitting a linear
model).

HFHEFHFOOOOOOOOOOOOHFEFHOOOR

OCOFHOHFOOOODOOOOOOHKFHKFOOR

[eNeoNeoNoloNeololoNeoNololoNoNoNeNelNoeNoeNol el

OO0 O0OOFHOOFHHFHFOOOOOOOHKFEFHOR

OO0 O0O0OO0OO0DO0OO0OO0OOHOOOOHOOOHHRK

OHOHOFFOOOOHOFRHOFORKFEFORR

OO0 O0O0OOHOOOHOOOHKFOOOKHKFRK

HOOHHORHORHHORHKRERORRRKR

X0

X1

x2

Yo

»n

y2
XoX1
Xox2
X0Yo
Xoy1
X0y2
X1X2
X1Y0
X1y1
X1Yy2
X2Y0
X2y1
X2Y2
Yoy1
Yoy2
yiy2
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S-Box Equations Il

1 0
0 1
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0
0 0

Xo¥o +x1+x2+yo+y +1
xo¥o +x0 +x1 +y2+1
xoyo+x0+yo+1

Xo¥o + X0 + X2 + y1 + y2
xXo¥o+x0o+x1+x+y+yi+y+1
X0Y0

Xoyo + X2 + Yo + y2
xoyo+x1+y1+1

XoX2 +x1 +y1 +1

XoX1 + X1 +Xx2+yo+y1+y2+1
Xgy1 + Xo + X2 + yo + y2

XoYo + XoY2 + X1 + X2 +Yo +y1 +y2 + 1
x1x2 + X +x1 +x2 +y2 + 1
XoYo + X1Yo + Xo + X2 + y1 + ¥2
xoYo + x1y1 +x1 +y1 +1

x1y2 +x1 +x2+yo+y1 +y2+1
xoYo + X2Y¥o + X1 + X2 +y1 +1
x2y1 + Xo +y1 +y2

xay2 +x1 +y1 +1

Yoy1 + Xo + X2 + Yo + y1 +y2
Yoy2 +x1 +x2 +yo +y1 +1
y1y2 + X2 + yo

[eNeoNeoNoloNoNoNoloololoNeoNoloNoNoNoNeoN SioeNe]
[eNeoNeoNoloNoNoNololololoNeoNoloNoNoNol SleNoNe]
[eNeoNeoNoloNoNoNoloololloNeoNoloNeNoll e NeNoNe]
[eNeoNeoNoloNoNoNololololloNeNoloNel SlelNoeNeNoNe}
[eNeoNeoNoloNoNolololololloNeNoNol e leNoNeNoNe}
OO O0OO0OO0DO0OO0ODO0DO0OO0OODOO0OOHOODOOOOO
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Cipher Equations

Define subkey variables for the subkey bits used in each round.
Define “state” variables for S-Box input and output bits.

Diffusion layer is linear in these variables and the subkey variables.

Define equations for key schedule analogously.

There are many ways the above can be done. How it is done most
effectively, is an open research problem.
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Grobner Basis Construction

Recall the definition of a Grobner basis. It is a set G of polynomials
g0; - - - &m—1 such that:

(LT(g0),-- -, LT(gm-1)) = (LT(1)).

Now, try to create elements in (LT(/)) and not in

(LT (g0),---+LT(gm—1)). If you find such an element add it to the basis.
If such an element provably cannot be constructed G is a Grobner basis.
This procedure terminates as the ideals of leading terms created this
way are strictly increasing and such a sequence must stabilise eventually
due to the Ascending Chain Condition. At this point

<LT(g0)a SRR LT(gm—l)> - <LT(/)>
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S-Polynomials

Bruno Buchberger [Buc65] showed that every cancellation of leading
terms may be accounted to S-polynomials.

Definition (S-Polynomial)

Let f,g € K[x, ... ,x,| be polynomials # 0 and define
x7 = LCM(LM(f),LM(g)). Then the S-polynomial of f and g is
defined as
x7 x7
S(f = -f — -g.
78 = " g ¢
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Polynomial Reduction

The S-polynomial h of g;, gj is not in (LT (g;), LT(gj)) but it is in
< LT(/) >. It may be in G, = ({gk|k #1,j}).

Definition

Let G ={go,...,8m—1} C P . Given a polynomial h € P, we say that h
reduces to zero modulo G, written

h— 0
G

if h can be written in the form
h=aogo+ -+ am—18m—1,

such that whenever a;g; # 0, we have h > a;g;.
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Buchberger's Algorithm

def buchberger(F):
G = set(F)
B = set([(gl,g2) for gl in G for g2 in G if gll=g2])

while Bl=set ():
gl,g2 = select(B)
B.remove( (gl,g2) )

h = spol(gl,g2).reduce(G)

if h 1= 0: #reductions to zero are useless!
B = B.union( [(g,h) for g in G] )
G.add( h )
return G
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Performance Considerations |

m the intermediate basis grows pretty quickly;
m the major bottleneck is reduction modulo G;
m need strategy which S-polynomial to construct in which order;

m need criteria which S-polynomial reduces to zero to avoid reduction
in that case;

m computing with respect to lex takes much longer than e.g.
degrevlex (cf. [FGLM93]);

m runtime is double exponential in the worst case. solving polynomial
equation systems in NP-hard on average;

m we often don’t know a priori the actual running time of Buchberger's
algorithm applied to a given ideal basis.
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Performance Considerations |l

Situation could be better for algebraic attacks, because
m the ideals are zero-dimensional (one solution),
m the systems are often sparse yet overdefined,
m we are working over simple fields like F and
m the systems are highly structured.

Several improvements and specialisations to Buchberger's algorithm exist,
for example

m the Gebauer-Mdller installation [GM88],

m the Fy [Fau99] and Fs [Fau02] algorithms by Jean-Charles Faugére
and

m the SlimGB [Bri05] algorithm by Michael Brickenstein.
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Is This Any Good?

This is an emerging topic, but
m HFE and other multivariate schemes were broken using Grobner
bases, [FJO03],
m some stream cipher constructions were broken using algebraic
techniques, [CMO3],
m while the direct approach against block ciphers usually fails after a
few rounds [CMR06, CB07, BDO07]

m we can combine other cryptographic techniques with algebra with
promising results [AC08, CBW08, FP08].
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Questions?

Thank You!
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