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Introduction



Algebraic Techniques in Differential Cryptanalysis

m In [AC09] a combination of differential cryptanalysis with algebraic
attacks against block ciphers was proposed.

m All three proposed techniques (Attack-A, Attack-B and Attack-C)
require Grobner basis computations during the online phase of the
attack.

m This limitation prevented to apply the techniques to PRESENT-80
reduced to more than 16 rounds.

Here we only compute Grobner bases in a pre-computation phase.
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Ideal Membership as Implication |

m Consider an arbitrary function f : [F — F7" and its polynomial

representation fy, ..., f;m_1.
m Let xp,...X,_1 be the input variables and yg, ..., yn_1 the output
variables
m Consider the ideal | = (fy, ..., fm_1):
m Every member g of this ideal is a combination of f, ..., fm_1.
m If fo,..., fm—1 vanish, so does g.
m This can be read as: fy,..., fm—1 implies g.

“If fy,...,fm—1 hold, so does g".



|ldeal Membership as Implication Il

m Let ¢ be a condition on the input variables (in polynomial form).

m Calculate a Grobner basis for (¢, fy, ..., fm—1) in an elimination
ordering which eliminates input variables first.

m The smallest elements of this Grobner basis will be polynomials with
a minimum number of input variables (if possible, none). Call them

80,---58r—1-
m These polynomials are implied by the polynomials fy, ..., f,,—_1 and
the condition c.

“If fy, ..., fm_1 and the condition ¢ hold, so do gp,...,g—1"



Ideal Membership as Implication Il

m The polynomials gy, ..., g1 generate the elimination
ideal [BW91, p.256]

ImF[yo, . 7}/m—1]

m This means: all on the output bits that are implied by f under
condition ¢ are combinations of ggy,..., g1

m If we pick the term ordering right, go, ..., g-—1 have minimal degree.

For a given function f under a precondition ¢ you can calculate all
conditions on the output bits that must hold.



A Small Example |

m Consider the 4-bit S-Box of PRESENT [BKL'07]:
S =(12,5,6,11,9,0,10,13,3,14,15,8,4,7, 1,2).

m Two pairs of input bits Xj g,...,X{ 5 and X{'g,..., X',

The respective output bits are Y7 4,..., Y] 3 and Y7, ..., Y{5.

S can be described as boolean polynomials in Y;;'s and X; ;'s.

Assume that we have the input difference (0,0, 0, 1) for this S-Box;
that is, we have that Xj ; + X{’; = L.

m We are interested in all linearly independent low degree equations in
the Y;;'s that must hold if this input difference holds.



A Small Example Il

m We define / to be the ideal spanned by
the S-Box polynomials on X{ ;, Y7 ;,
the S-Box polynomials on X{';, Y{/;,
the set {X{ o+ Xi'o, X{1+ Xi'1, Xio+ Xi'2, X3+ X{’s + 1} and
the field polynomials {X?; — X;;} and {Y7; — Y;,}.
m We define a block ordering [BW91, p.168] where the variables X; ;
are in the first block and the variables Y; ; are in the second, that is,
we have that all X;; > Y; ;.

m Inside the second block we choose the degree lexicographical
ordering (deglex) on the Y ;.

m We compute the reduced Grobner basis G of /.



A Small Example Il

All polynomials of G only containing the variables Y; ; are listed below:

Yis+Yis+1,

Yio+ Yio+ Yo+ Yia+1,

Y'Y+ Yio+ Yo + Yih + Vi,

YiloYih + YY1+ Y{1 Yo + YibYiis + Y1+ Yo+ Y{4,

Vi Y + Y1 Y+ YL Y,

YioYio+ Vi Yl + Vi Y3 + Y1 + Y, + Y+ Yi5,

Vil + Yo+ YooY s+ Y Y+ Y+ i+ Y,

YiaYT+ YY1 Y + Y Y s + YL Y + Y1,

YiaYio+ Vi + Yo + Yo + Y Y + Vi Y3 + Vi + Yi,
YiaYio+ Yo+ Y Y + YL Yis + Y1,



A Small Example IV

This list is exactly the reduced deglex Grobner basis Gy for the
elimination ideal

Iy =1 Fa[Yig: - Yia Yios - Vi3

One can show that there are no other linear or quadratic polynomial p
which are not a simple algebraic combination of these polynomials.

In Other Words

This list describes the relations in the Y;; completely.



Relaxations |

If we can compute the Grobner basis gy, ..., g1, we are done.

For many functions f computing go, ..., gr—1 is infeasible. However, to
recover some equations we might not need to compute the full Grobner

basis.

As an example consider the same S-Box and the same input difference
(0,0,0,1). If we only compute the Grébner basis up to degree 2 we can
still recover some properties of the Y 's.



Relaxations Il

Yis+ Y3 +1,

Yio+ Yip+ Yo+ Y +1,

YooY+ Yio+ Yo+ Vi + V{5,

Yl Yih + YY1 + Yo Y3+ V{1 Vi + Yo Yis + Yi 1 + Y, + Y{5,

Yo Yo+ YiaYia + Yo Yis + i1 + Vi,

Vi1 Yo+ YY1 + YooY + YL Yis + Vi + Y1 + Y{5,

Vi1 Yo+ YioYis+ Y Yih + YL Y,

YooY 1 Y13+ Y 1YY 3+ Y11 Y13+ Y1 1Y 3+ YY1 5,
12Y70Y12 + Y1 oY1 1 + Y1, Y 3+ Yo+,
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Discarding Wrong Pairs |

In [AC09] Attack-C is proposed to discard wrong pairs.

The attacker considers an equation system only for the rounds > r.

Denote the equation system for the last R rounds of the encryption
of P to C’ and P” to C" as F} and Ff respectively.

m The algebraic part of Attack-C is a Grobner basis computation on
the polynomial system

F=FrUFRU{X 1+ X+ AX41i | 0< 7 < Bg}

m Whenever the Grobner basis is {1} the pair can be discarded.

No strong assurances are given about how many pairs are actually
discarded by Attack-C.



Discarding Wrong Pairs |l

L R




Discarding Wrong Pairs Il

Our approach:

Consider the same system of equations as in Attack-C.
Replace the tuples of constants C’ and C” by symbols.

Compute a Grdbner basis for an elimination ordering where C’ and
C” smallest.

Recover equations in the variables C’ and C”.

These equations must evaluate to zero on the actual ciphertext
values if the input difference for round r + 1 holds.

To estimate the quality of the filter, calculate the probability that all
these polynomials evaluate to zero for random values for C’ and C”.

The cost of the filter is only a few polynomial evaluations average.



Example: PRESENT |

We setup an equation system as in Attack-C of [AC09] except that the
ciphertext bits (C/ and C/’). are symbols and computed the Grobner

basis up to degree D = 3 using POLYBORI 0.6.3 [BD07] and filter out
any polynomial that contains non-ciphertext variables.

For each R we list the number of linear, quadratic and cubic equations
we found (d = 1,2,3) and the logarithm of the approximate quality of

the filter.
R|d=1|d=2|d=3| =log,p | ~ log, opt. | = log, [Wan08]
1 58 2 —58.830
2 46 14 6 | —50.669 —51.67 —50.07
3 16 1 11 | —18.296 —25.13
4 16 | —3.082 -3.35




Example: KTANTAN32

We used the best differential for 42 rounds of KTANTAN32 [CDKO09] by
the designers and extended it to 71 rounds. The characteristic has a
probability of 2731

N d=1|d=2|d=3|d=4|d=5| =log,p
78 31 3 0 0 0 —32.0
80 28 11 0 0 0 —31.4
82 25 23 0 0 0 -31.0
84 20 32 4 32 0 —29.0
86 16 46 23 75 106 | < —24.0
90 8 42 133 612 | 1762 | < —22.0
92 4 33 133 743 | 2646 —20.4
94 1 25 124 662 | 2345 —18.5
96 0 8 52 287 | 1264 —14.3
98 0 3 10 46 156 -9.1
100 0 1 3 18 47 —4.6
102 0 0 0 4 9 -0.9
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Gathering More Information |

Assume:
an SP-network,

a differential characteristic A = (AP, AY1,...,AY,) valid for r
rounds with probability p,

a right pair (P’, P") for A,

only one S-Box is active in round 1, with input Xl’d- and Xl’fj, and

there is a key addition immediately before the S-Box operation.



Gathering More Information |l

We have
S(Pj + Koj) = S(X{;) = Y{, and S(P]' + Ko ) = S(X{;) = Y{';-
The polynomial equations arising from the relation
AN = Y11+ _S(PI+KOJ)+S(P”+KO,J)

give us a very simple equation system to solve, with only the key
variables Ko as unknowns.

We can:

m recover b bits of information about the key, if AY; holds with
probability 272,

m replace P’, P” by symbols to get polynomials in Ky, P’ and P”.

m compute similar polynomials for more than one round.



Gathering More Information Il

Assume that

we can indeed compute the Grébner basis with P’, P” symbols for
the first g rounds,

the probability of the characteristic restricted to g rounds is 27°,
the Grébner basis of | NF[Ky, P/, P”] has mg elements.

We have b bits of additional information. However, we have to perform
mg polynomial evaluations (where we replace P’, P” by their actual
values).



Example: PRESENT |

m Consider two rounds of PRESENT and the characteristic from
[Wan0g].

m Setup a polynomial ring with two blocks such that the variables P;
and K; are lexicographically smaller than any other variables.

m Within the blocks choose a degree lexicographical term ordering.

m Setup an equation system and add the linear equations suggested by
the characteristic.

m Compute a Grobner basis up to degree five.



Example: PRESENT |l

This computation returned 22 polynomials. We give a selection below:

(K1 + P; +1)(Ko + K3 + Koo + Py + P3),
(Ko + P3)(Ko + K3 + Koo + Py + P3),
KiKy + KiPy + Ko Py 4 PiPy + Ko + Ki + Kz + Kz + Py + Py + P3,

Ks + K7 + P. + Py,
Ks + K7 + Pg + Py,
Kss + Kss + Ps3 + Pss,
Kss + Kss + Pé4 + PF/>5

This system gives 8 bits of information about the key. The first two
rounds of the characteristic pass with probability 278.



Example: KTANTAN32

We consider the first 24 rounds of KTANTAN32 and the previously
mentioned characteristic. We computed the full Grobner basis. This
computation recovers 39 polynomials of which we list the 8 smallest
non-redundant below. Note that the characteristic also imposes
restrictions on the plaintext.

(Pig + 1)(P3Pg + PioP1s + K3 + Ksz + P + Pig + Ps3),

PgPioPig + KgPig + P3Pg + PgPig + PigP1p + PigPrg + K3 + Ks3 + ...
PigP2 + Ki + Kuw + Pg + Piy + Piy + Py + P,

P33P + Kes + Pay + Pas + Ps,

Pl +1,Py, PL+1,Pyj+1

These eight equations give up to four bits (depending on the value of
Pjg) of information about the key.
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Conclusion

m We demonstrated cryptographic applications of Grobner basis
algorithms beyond polynomial system solving®.

m Using the rich algebraic structure of Grobner bases we compute
properties for various block ciphers which can be used to improve
“classical” differential cryptanalysis attacks.

m The techniques proposed and used in this work are not limited to
differential cryptanalysis.

1Of course, we are not the first to notice that, cf. [TS98]



Thank you!
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